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1. Introduction 

This paper explores the risks and threats an 

industrial corporation faces from hackers and 

performs a pen test on many Internets of 

Things devices given by the company to 

uncover possible vulnerabilities in each 

device. Research will examine several cyber 

security topics. I shall distinguish information 

technology from operational technology since 

my research is related to a real-world 

company. Since the two technologies are 

connected, this is crucial. Hackers may enter 

into networks through social engineering and 

network scanning. Research findings will be 

considered during implantation, followed by 

corporate recommendations. 

2. Aim 

This project will pen test a real-world 

organisation to find and address network 

security issues. Research on industrial 

business cyber security threats is also 

planned. This will help me comprehend the 

issue and identify network security 

vulnerabilities. 

3. Objectives   
• Learn the fundamentals of cyber security. Moreover, look up 

studies on the vulnerabilities that real-world businesses face. 

• Create a comprehensive plan for the implantation/how and 

what I will do using the research I have obtained. 

• Perform an experiment on Company A network devices. 

• Create a report detailing the results of the testing, 

highlighting any vulnerabilities found and suggesting solutions 

to help Company A strengthen its security. 

•  

4. Design 

 

 

 

 

 

 

Example of the LAN I will be testing. 5. Experiment  

The main aim of this experiment is to access the network through 

the router. I used a phishing exercise to do this. Once I did this, I used 

Nmap to scan the network and search for vulnerabilities.  

Once I identified these  

Vulnerabilities I produced 

A report of the findings 

And offered  

Recommendations 

To Company A.  

6. Conclusion 

To conclude my findings found multiple different vulnerabilities on the network. The risks of 

DDOS attacks too the risks of phishing and the damaging affects that has on a OT company.  
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