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[bookmark: _Toc237435319]1.Introduction 
The healthcare sector increasingly relies on information systems to manage patient records, clinical services, and administrative activities efficiently. MedAssist Clinic is a private healthcare facility in the United Kingdom providing outpatient services, including consultations, diagnostic testing, specialist referrals, and treatments. As the number of patients, doctors, and appointments increases, manual record management can cause duplicate records, lost information, and scheduling conflicts.
This project aims to design and implement a relational database system to improve the clinic’s operations. The system supports patient registration, doctor management, appointment scheduling, treatment recording, feedback management, secure transactions, data integrity, and efficient querying. The database follows relational database principles and is normalised to Third Normal Form (3NF), helping reduce data duplication and maintain accurate, consistent, and reliable information.
[bookmark: _Toc237435320]2. Database Design & Implementation
[bookmark: _Toc237435321]2.1 Database Design
As a growing private healthcare provider, the clinic requires an integrated database system to replace manual record-keeping and improve the efficiency, accuracy, and security of its operations.
The clinic's core business processes revolve around patient management, doctor management, appointment scheduling, treatment recording, and feedback collection. Patients register with the clinic by providing their personal and medical information, which is stored in a central database. Administrative staff use this information to schedule appointments with appropriate doctors based on their department, specialty, and availability. After each consultation, doctors record diagnoses, prescriptions, and treatment notes, ensuring that each patient's medical history is maintained accurately. Following their appointment, patients may also submit feedback regarding the quality of care they received.
Several stakeholders interact with the system, each with different responsibilities:

	Stakeholder
	Role in the System

	Patients
	Register with the clinic, attend appointments, receive treatments, and submit feedback.

	Administrative Staff
	Register patients, schedule appointments, update patient information, and manage bookings.

	Doctors
	View appointment schedules, consult patients, record diagnoses, prescriptions, and treatment details.

	Clinic Management
	Review operational reports, monitor patient feedback, and oversee departmental performance.



From the business processes, the following functional requirements are identified:
· Store patient personal and medical information securely. 
· Maintain doctor profiles and departmental assignments. 
· Schedule appointments while preventing booking conflicts. 
· Record diagnoses, prescriptions, and treatment history for every consultation. 
· Allow patients to submit feedback after appointments. 
· Maintain data integrity through primary keys, foreign keys, and validation constraints. 
· Support multiple users accessing the database simultaneously. 
· Ensure transaction reliability using COMMIT and ROLLBACK to prevent incomplete or inconsistent updates. 
· Maintain an audit trail of important database changes using triggers. 
The analysis also identifies the main data entities required by the system: Patient, Doctor, Department, Appointment, Treatment, and Feedback. These entities form the foundation of the relational database and are linked through well-defined relationships to support the clinic's operational workflows.[1][2]
[bookmark: _Toc237435322]2.1.1 Entities and Attributes
The Hospital Management System consists of six main entities representing the key objects involved in managing healthcare operations. Each entity stores specific information and is connected to other entities to support efficient data management.
· Entity 1 / Patient
The Patient entity stores personal and medical information, including Patient ID, name, gender, date of birth, contact details, address, and medical history. It supports the management of appointments, treatments, and feedback.
· Entity 2 /Department
The Department entity represents the medical departments available at MedAssist Clinic. These include General Medicine, Dermatology, Cardiology, Physiotherapy, Pediatrics, and Endocrinology. The entity stores information such as Department ID, department name, location, and department head. It helps organise doctors and healthcare services and supports the efficient management of patient appointments and treatments.
· Entity 3 – Doctor
The Doctor entity stores information about healthcare professionals, including Doctor ID, name, specialisation, qualifications, contact details, and department.
· Entity 4 /Appointment
The Appointment entity records patient visits, including Appointment ID, date, time, patient ID, doctorI_D, status, and consultation details.
· Entity 5 /Treatment
The Treatment entity records medical care provided to patients, including Treatment ID, 
diagnosis, medication, procedures, treatment date, and responsible doctor.
· Entity 6 /Feedback
The Feedback entity stores patient opinions and ratings, including Feedback ID, patient ID, rating, comments, and submission date. This helps management evaluate and improve healthcare services.
· Attributes 
Attributes describe each entity within the MedAssist Clinic database and store the information required to identify records and support daily operations. Each entity has a Primary Key (PK) that uniquely identifies each record, while Foreign Keys (FK) establish relationships between entities and maintain referential integrity. Appropriate data types are assigned to each attribute to ensure accurate and consistent data storage. INT is used for numeric identifiers, VARCHAR for text values, DATE for calendar dates, TIME for appointment times, and TEXT for longer information such as medical histories and treatment notes. Clear attribute descriptions also help users and developers understand each field and maintain the database effectively.[3]
Entity 1: Patient
Primary Key: PatientID
	Attribute
	Data Type
	Description

	PatientID (PK)
	INT
	Unique patient ID

	FirstName
	VARCHAR (50)
	Patient first name

	LastName
	VARCHAR (50)
	Patient surname

	Gender
	VARCHAR (10)
	Gender

	DOB
	DATE
	DateOfBirth

	Phone
	VARCHAR (20)
	Contact number

	Email
	VARCHAR (100)
	Email address

	Address
	VARCHAR (200)
	Home address

	MedicalHistory
	TEXT
	Previous medical conditions



Entity 2: Department
	



Primary Key: Department_ID
		Attribute





		Data Type



		Description




	Department_ID (PK)
	INT
	Department ID

	DepartmentName
	VARCHAR (100)
	Name of department

	Location
	VARCHAR (100)
	Clinic location




Entity 3: Doctor
Primary Key: Doctor_ID
Foreign Key: Department_ID → Department
	Attribute
	Data Type
	Description

	Doctor_ID (PK)
	INT
	Doctor ID

	FirstName
	VARCHAR (50)
	Doctor name

	LastName
	VARCHAR (50)
	Doctor surname

	Specialization
	VARCHAR (100)
	Medical specialty

	Phone
	VARCHAR (20)
	Contact number

	Email
	VARCHAR (100)
	Email

	Department_ID (FK)
	INT
	Assigned department



Entity 4: Appointment 
     Primary Key: AppointmentID
     Foreign Keys: PatientID → Patient 
                                 DoctorID → Doctor

	Attribute
	Data Type
	Description

	Appointment_ID (PK)
	INT
	Appointment ID

	PatientID (FK)
	INT
	Patient

	DoctorID (FK)
	INT
	Doctor

	AppointmentDate
	DATE
	Appointment date

	AppointmentTime
	TIME
	Appointment time

	ReasonForVisit
	VARCHAR (255)
	Visit reason

	Status
	VARCHAR (30)
	Scheduled, Cancelled, Completed




Entity 5: Treatment
Primary Key: TreatmentID 
Foreign Key: AppointmentID → Appointment
	Attribute
	Data Type
	Description

	Treatment_ID (PK)
	INT
	Treatment ID

	Appointment_ID (FK)
	INT
	Appointment

	Diagnosis
	TEXT
	Medical diagnosis

	Prescription
	TEXT
	Medication

	TreatmentNotes
	TEXT
	Doctor notes

	TreatmentDate
	DATE
	Date of treatment







   Entity 6: Feedback
Primary Key: FeedbackID
Foreign Keys: PatientID → Patient 
            AppointmentID → Appointment
	Attribute
	Data Type
	Description

	Feedback_ID (PK)
	INT
	Feedback ID

	PatientID (FK)
	INT
	Patient

	Appointment_ID (FK)
	INT
	Appointment

	Rating
	INT
	Rating (1–5)

	Comments
	TEXT
	Patient comments

	FeedbackDate
	DATE
	Submission date






[bookmark: _Toc237435323]2.1.2 Relationships and ERD
	Relationship
	Cardinality

	Department → Doctor
	One-to-Many

	Doctor → Appointment
	One-to-Many

	Patient → Appointment
	One-to-Many

	Appointment → Treatment
	One-to-One

	Patient → Feedback
	One-to-Many

	Appointment → Feedback
	One-to-One (optional)


Relationships define how the entities within the MedAssist Clinic database are connected and interact with one another. 
They are established using Primary Keys (PK) and Foreign Keys (FK) to ensure data consistency, maintain referential integrity, and minimise data redundancy. Well-defined relationships also enable the database to accurately represent the clinic's business processes and support efficient data retrieval.
[4]
· Department → Doctor (One-to-Many)










A single Department can employ multiple Doctors, whereas each doctor is assigned to only one department. 
This relationship groups doctors according to their medical specialty, such as General Medicine or Cardiology.
 The DepartmentID is stored as a foreign key in the Doctor table to link each doctor to the appropriate department.
· Doctor → Appointment (One-to-Many)
Each Doctor can be responsible for many Appointments,
 while every appointment is allocated to one doctor only.
 This relationship allows doctors to manage consultations with different patients throughout their working schedule.
 The connection is created through the DoctorID foreign key in the Appointment table.
· Patient → Appointment (One-to-Many)
A Patient may attend several Appointments over time for routine check-ups, follow-up visits, or treatment of different medical conditions. 
· Appointment → Treatment (One-to-One)
Each Appointment is linked to a single Treatment record,
which contains the diagnosis, prescribed medication, and any additional clinical notes. Likewise, every treatment record corresponds to one appointment only. 
· Patient → Feedback (One-to-Many)
A Patient can provide feedback after multiple appointments, meaning one patient may submit several feedback records over time. 
Each feedback entry, however, relates to only one patient.
 
· Appointment → Feedback (One-to-One)
A patient may choose to submit feedback following an appointment, although doing so is not compulsory. Consequently, an appointment may have one associated feedback record or no feedback at all. Allowing only one feedback entry per appointment ensures that patient responses remain unique and accurately represent the consultation experience. This relationship is established using the AppointmentID foreign key in the Feedback table.

· Entity Relationship Diagram (ERD)



[image: ]
The ERD provides a visual representation of the MedAssist Clinic database, showing its entities, attributes, and relationships. It acts as a blueprint for implementing the database and reflects the clinic’s business processes. The ERD contains six main entities: Patient, Doctor, Department, Appointment, Treatment, and Feedback. Patients can book multiple appointments, while doctors can have multiple appointments. Each doctor belongs to one department, and each department can contain multiple doctors. An appointment may have treatment records, and patients can provide feedback about their experiences. Primary Keys (PK) uniquely identify records, while Foreign Keys (FK) connect related entities. These relationships maintain referential integrity, reduce duplication, and support efficient data management.
[bookmark: _Toc237435324]2.1.3 Normalization (1NF–3NF)
The Clinic Management System database has been normalized to Third Normal Form (3NF) to reduce data redundancy, eliminate update anomalies, and maintain data integrity. The normalization process is described below.
· First Normal Form (1NF)
The database satisfies First Normal Form because:
· Each table has a unique primary key. 
· Every attribute contains a single (atomic) value. 
· There are no repeating groups or multivalued attributes. 
Therefore, the database is in 1NF.
· Second Normal Form (2NF)
The database satisfies Second Normal Form because:
· Each table has a single-column primary key. 
· Every non-key attribute is fully dependent on the primary key. 
· There are no partial dependencies. 
Therefore, the database is in 2NF.
· Third Normal Form (3NF)
The database satisfies Third Normal Form because:
· There are no transitive dependencies. 
· Non-key attributes depend only on the primary key. 
· Each entity stores information about one subject only. 
· Relationships between entities are maintained using foreign keys. 
Therefore, the database is in Third Normal Form (3NF).
Normalized Database Schema (3NF)
 Patient Table
	Attribute
	Key

	Patient_ID
	PK

	FirstName
	

	LastName
	

	Gender
	

	DateOfBirth
	

	Phone
	

	Email
	

	Address
	

	MedicalHistory
	

	
	


Department Table
	Attribute
	Key

	Department_ID
	PK

	DepartmentName
	

	Location
	


Doctor Table

	Attribute
	Key

	Doctor_ID
	PK

	FirstName
	

	LastName
	

	Specialization
	

	Phone
	

	Email
	

	Department_ID
	FK



Appointment Table
	Attribute
	Key

	Appointment_ID
	PK

	Patient_ID
	FK

	Doctor_ID
	FK

	AppointmentDate
	

	AppointmentTime
	

	ReasonForVisit
	

	Status
	


Treatment Table
	Attribute
	Key

	Treatment_ID
	PK

	Appointment_ID
	FK

	Diagnosis
	

	Prescription
	

	TreatmentNotes
	

	TreatmentDate
	



Feedback Table
	Attribute
	Key

	Feedback_ID
	PK

	Patient_ID
	FK

	Appointment_ID
	FK

	Rating
	

	Comments
	

	FeedbackDate
	


 
· Final 3NF Relations
· PATIENT (Patient_ID PK, FirstName, LastName, Gender, DateOfBirth, Phone, Email, Address, MedicalHistory) 
· DEPARTMENT (Department_ID PK, DepartmentName, Location) 
· DOCTOR (Doctor_ID PK, FirstName, LastName, Specialization, Phone, Email, Department_ID FK)
·  APPOINTMENT (Appointment_ID PK, Patient_ID FK, Doctor_ID FK, AppointmentDate, AppointmentTime, ReasonForVisit, Status) 
· TREATMENT (Treatment_ID PK, Appointment_ID FK, Diagnosis, Prescription, TreatmentNotes, TreatmentDate) 
· FEEDBACK (Feedback_ID PK, Patient_ID FK, Appointment_ID FK, Rating, Comments, FeedbackDate)

[bookmark: _Toc237435325]2.2 Database Implementation
Create database medassets;
[bookmark: _Toc237435326]2.2.1 Table Creation and Constraints
· SQL code creation of Department table
[image: ]




Successful creation of Department table 
[image: ]
· SQL code creation of doctor table
[image: ]
Successful creation of doctor table 
[image: ]
· SQL code creation of patient table
[image: ]
Successful creation of patient table 
[image: ]

· SQL code creation of Appointment tabl[image: ]e
Successful creation of Appointment table 
[image: ]
· SQL code creation of Treatment table
[image: ]
Successful creation of Treatment table 
[image: ]
· SQL code creation of Feedback table
[image: ]
Successful creation of Treatment table 
[image: ]
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· Insert data into department table 

[image: ][image: ]

· Insert data into doctors table 
SQL
[image: ]

Successful insertion 
· [image: ]Insert data into Patient   table
[image: ] [image: ]
Successful insertion 
· Insert data into Appointment table 
SQL
[image: ]
[image: ]


Successful insertion 
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· Insert data into Treatment table 
SQL[image: ]
Successful insertion 
[image: ]
· Insert data into Feedback table 
SQL
[image: ]
Successful insertion 
[image: ]

[bookmark: _Toc237435329]2.2.3 Stored Procedures, Triggers, and Functions  
Stored Procedures 
Stored procedures are used in the MedAssist Clinic database to provide controlled methods for performing Create, Read, Update, and Delete (CRUD) operations. Each procedure contains transaction handling using START TRANSACTION, COMMIT, and ROLLBACK. 
· START TRANSACTION
START TRANSACTION begins a transaction. Any database changes made after this statement remain part of the current transaction until they are either committed or rolled back.
· COMMIT
COMMIT permanently saves the successful changes made during the transaction.
For example:
                                      START TRANSACTION;
                                      INSERT INTO Patient (...);
                                      COMMIT;
This is appropriate when the operation has completed successfully and the database remains in a valid state.
· ROLLBACK
ROLLBACK reverses changes made during the current transaction.
For example:
                                 START TRANSACTION;
                                 UPDATE Patient
                                SET Phone = '07944822304'
                                WHERE PatientID = 1;
                                 ROLLBACK;
After the rollback, the phone number returns to its previous value.
· CRUD Procedure Testing
CREATE /Insert a New Patient
The following stored procedure inserts a new patient into the Patient table. The transaction begins before the insertion. If the operation is successful, 
COMMIT permanently saves the new record. If a database error occurs, the exception handler executes ROLLBACK.
· Create procedure Addpatient
[image: ]
[image: ]
creation successful 
[image: ]






· Insert a new patient [image: ]
Insertion successful
[image: ]




· READ /Retrieve Patient Information
CREATE Procedure GetPatient 

[image: ]

[image: ]



CALL GetPatient (1);
[image: ]
· UPDATE /Update Patient Information

CREATE PROCEDURE UpdatePatient
[image: ][image: ]
Before updated patient 1 which is Alice, phone number, email address, country [image: ]
[image: ]


Updated successfull[image: ]y


· DELETE /Delete a Patient
CREATE PROCEDURE DeletePatient
[image: ]
[image: ]
Deleting patient 10 
USING 
CALL DeletePatient (10); 
· Triggers and Functions
Triggers automatically record important database changes, while functions provide reusable calculations. The audit triggers improve accountability by recording patient data changes, and the functions support efficient retrieval of patient information.
· Triggers
Triggers automatically execute when a database event such as INSERT, UPDATE, or DELETE occurs. They are used in the MedAssist Clinic database to maintain an audit trail of important changes.
· Audit Table
[image: ]
Successful creation of the AuditLog table.

· Patient Insert Trigger
This trigger records when a new patient is added.

[image: ]

[image: ]
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· Patient Update Trigger
This trigger records changes made to patient information.
[image: ]
[image: ]
· Patient Delete Trigger

[image: ]
[image: ]
 
· Functions
A function returns a calculated value and can be reused in SQL queries.
· Patient Appointment Function
[image: ]
[bookmark: _Toc237121909][image: ]

This function can be tested using:
SELECT GetPatientAppointmentCount (1) AS TotalAppointments;
[image: ]
· Testing audit 
[image: ]
 
 Select*from auditlog;
We can see on patient table the which action is taken now,
[image: ]
[image: ]
· Patient Age Function
This function calculates a patient's current age from their date of birth.
[image: ]
[image: ]
[bookmark: _Toc237435330]2.2.4 Transaction Handling (BEGIN, COMMIT, ROLLBACK) 
This scenario shows that the MedAssist Clinic database registration of a new patient followed by the creation of an appointment and treatment record. These operations are related because the appointment cannot exist without a valid patient, and the treatment record depends on the appointment.
· The following transaction demonstrates how multiple related operations can be performed as a single unit of work.
Multiple related operations executed as a single transaction
Step 1: Insert the new patient
Step 2: Store the generated PatientID
Step 3: Create an appointment for the new patient
Step 4: Store the generated Appointment ID
Step 5: Create the related treatment record

EXAMPLE 
[image: ]
[image: ]

· Rollback Scenario
What the ROLLBACK does?
If any of these operations fails: Patient insertion, Appointment insertion, Treatment insertion 
Uses ROLLBACK to undo all operations. This means none of the changes are saved.
[image: ]

[image: ]

[bookmark: _Toc237435331]2.2.5 Performance Tuning & Indexing 
The system uses COMMIT when all related database operations are completed successfully. For example, when registering a patient and creating an appointment, the patient, appointment, and treatment records must all be inserted correctly before the transaction is committed. This ensures that all related information is saved together and maintains data integrity and consistency.
If any operation fails, the system uses ROLLBACK to cancel all changes made during the transaction. This prevents situations where only some records are saved. For example, if the patient record is successfully inserted but the appointment record fails, the transaction is rolled back so that the database does not contain an incomplete patient registration.
· Critical Queries and Operations
The main queries and operations that are important for system performance include:
· Searching for patients by name or PatientID – frequently used by reception and medical staff to quickly access patient information. 
· Retrieving appointments by PatientID – used to view a patient's appointment history. 
· Retrieving appointments by DoctorID – allows doctors and staff to view appointments assigned to a particular doctor. 
· Searching appointments by AppointmentDate – helps staff identify appointments scheduled for a specific day. 
· Joining patient, doctor, and appointment tables – required when displaying complete appointment information. 
These operations are considered critical because they are frequently performed during normal clinic activities. Improving their performance allows staff to retrieve information more quickly and makes the overall system more responsive.

[image: ]
[image: ]
· Performance Improvement
· The secondary indexes improve query performance by allowing MySQL to locate relevant records more efficiently instead of scanning every row in the table. For example, when searching for all appointments belonging to a particular doctor, the DoctorID index allows MySQL to find the relevant records more quickly.
· As a result, indexing can provide faster query execution, quicker information retrieval, and improved overall system efficiency, particularly as the number of patients and appointments increases.
· However, indexes also require additional storage and can slightly increase the time required for INSERT, UPDATE, and DELETE operations because the indexes must also be updated. Therefore, indexes are only created on columns that are frequently used in important queries, providing a balance between read performance and database maintenance cost.
[bookmark: _Toc237435332]2.3 Justification and Literature Support 
The MedAssist Clinic database meets the main requirements of the system by providing an organised solution for managing patients, doctors, departments, appointments, treatments, and feedback. The database is normalised to 3NF, reducing data duplication and improving consistency.
Primary and foreign keys maintain relationships and data integrity. COMMIT and ROLLBACK ensure that related transactions are completed safely, while stored procedures support CRUD operations. Triggers provide an audit trail, and secondary indexes improve the speed of frequently used searches.
Overall, the database provides a reliable and efficient solution for the clinic's daily operations.
[bookmark: _Toc237435333]Part B
[bookmark: _Toc237435334]3.PHP Website Development
[bookmark: _Toc237435335]3.1 Overview of Website Topic
The MedAssist Clinic Management Website is a PHP-based web application developed to support the daily administrative activities of a private healthcare clinic. It provides a user-friendly interface for managing patients, doctors, departments, appointments, treatments, and feedback.
The website is connected to a MySQL database named medassets, which provides persistent storage for clinic information. Its main purpose is to allow authorised users to create, view, update, search, and delete records without directly using SQL commands.
The website includes several functional sections, such as Department Management, Doctor Management, Patient Management, and Appointment Management. For example, the Department section allows users to view, search, add, edit, and delete department records.
The database contains six main tables: Patient, Department, Doctor, Appointment, Treatment, and Feedback. Each table has a primary key to uniquely identify records, while foreign keys establish relationships between related tables and maintain referential integrity.
The database structure supports the CRUD (Create, Read, Update, Delete) functionality of the website. PHP forms collect information from users, while prepared SQL statements are used to safely insert, retrieve, update, and delete records. This integration between PHP and MySQL provides an efficient, secure, and organised system for managing the clinic’s healthcare information.[5]
[bookmark: _Toc237435336]
3.2 Database Design for Website
[bookmark: _Toc237435337]3.2.1 Tables and Relationships
The Department table stores information about the different departments available at the clinic. Each department has a unique DepartmentID, together with its department name and location.
The Doctor table stores information about doctors working at the clinic. Each doctor has a unique DoctorID and is assigned to a department using DepartmentID as a foreign key.
The relationship between Department and Doctor is therefore one-to-many. One department can contain multiple doctors, while each doctor belongs to one department.
The Patient table stores personal and medical information about registered patients. Each patient is identified by a unique PatientID.
The Appointment table connects patients and doctors. It contains PatientID and DoctorID as foreign keys, together with the appointment date, appointment time, reason, and status.
The relationships can therefore be summarised as follows
These relationships allow the website to display related information. For example, the Appointment page can display the patient's name and doctor's name rather than only displaying their numerical IDs.
[bookmark: _Toc237435338]3.2.2 Sample Data
Sample data was inserted into the database to test the website and simulate realistic clinic operations.
The sample data is important because it allows the website's search, display, update, and delete functionality to be tested using realistic records.
For example, let see data insertion for doctor data 

[image: ]
3.3 PHP Implementation
The Clinic Management System was developed using PHP, HTML, CSS, and MySQL. PHP processes forms, validates input, communicates with the medassets database, and displays database records dynamically. The database contains Patient, Doctor, Department, Appointment, Treatment, and Feedback tables.
The system follows three stages:
1. User interaction: Users add patients, search doctors, or create appointments.
2. PHP processing: PHP receives and validates submitted information.
3. Database communication: PHP retrieves or updates records in MySQL.
For example, when adding an appointment, PHP receives the selected PatientID, DoctorID, appointment date, time, reason, and status, then inserts these values into the Appointment table.
                                           $stmt = $conn->prepare(
                                            "INSERT INTO Appointment
                                             (PatientID, DoctorID, AppointmentDate, AppointmentTime, Reason, Status)
                                             VALUES (? ,?, ?,?, ?,?) “ 
);
3.3.1 Dynamic Content Display
The Clinic Management System uses PHP to dynamically retrieve and display data from the medassets database. For example, doctor.php retrieves doctor records and displays them in an HTML table.
                         <?php while ($doctor = $result->fetch_assoc ()) :>
                          <tr>
                         <td><?php echo htmlspecialchars($doctor['DoctorID’]) ;></td>
                        <td><?php echo htmlspecialchars($doctor['FirstName’]) ;></td>
                       <td><?php echo htmlspecialchars($doctor['LastName’]) ;></td>
                       <td><?php echo htmlspecialchars($doctor['Specialisation’]) ;></td>
                        </tr>
                       <?php endwhile;?>
The add_appointment.php page also dynamically retrieves patients and doctors for dropdown lists. Therefore, newly added records automatically appear on the website without changing the HTML manually. htmlspecialchars() is used when displaying database values to improve security.
[bookmark: _Toc237435339]
3.3.2 CRUD Operations
The Clinic Management System implements CRUD operations to manage records in the medassets database. Create allows users to add new records, such as adding a doctor through add_doctor.php. Read retrieves and displays existing records, such as displaying doctors from the Doctor table on doctor.php. Update allows existing information to be changed, for example, editing a doctor's department, phone number, or specialisation using add_doctor.php. Delete removes unwanted records, such as deleting a doctor using delete_doctor.php.
For example, a doctor can be inserted using:
INSERT INTO Doctor
(FirstName, LastName, Specialisation, Phone, Email, Department_ID)
VALUES (??,?,?,?,?)   
[bookmark: _Toc237435340]
3.3.3 Search/Filter Functionality
The Clinic Management System provides search functionality to help users quickly find records in the medassets database. For example, the doctor.php page allows users to search doctors by name, specialisation, or department. The search value is submitted using the GET method and processed by PHP. A database query then retrieves matching records.
For example:
                           $search = $_GET['search']?? '';
                            $stmt = $conn->prepare (
                            "SELECT * FROM Doctor
                             WHERE FirstName LIKE?
                               OR LastName LIKE?
                                 OR Specialisation LIKE?"
);
                                 $value = "%" . $search . "%";
                                 $stmt->bind_param("sss", $value, $value, $value);
                                 $stmt->execute ();
                                 $result = $stmt->get_result();
This allows users to find relevant doctors quickly while prepared statements help protect the search function against SQL injection.
[bookmark: _Toc237435341]
3.3.4 Security Measures (Login, Input Validation)
The Clinic Management System uses security measures to protect the medassets database and prevent invalid data. PHP validates information before inserting or updating records. For example, when adding a doctor, required fields such as FirstName, LastName, Specialisation, Phone, Email, and DepartmentID must be provided.[6]
if (empty($_POST['FirstName']) || empty($_POST['LastName'])) {
    $message = "First name and last name are required.";
}
The system also uses htmlspecialchars() when displaying database values:
echo htmlspecialchars($doctor['Email']);
Prepared statements are used for SQL queries to reduce SQL injection risks. If login is added, passwords should be protected using password_hash() and password_verify ().
[bookmark: _Toc237435342]
3.4 SQL Injection Overview
SQL Injection is a type of web security attack that occurs when an attacker enters malicious SQL code into a website input field and the application includes that input directly in a database query. If the website does not properly protect user input, the attacker may be able to change the intended SQL statement. This could allow unauthorised users to view, modify, or delete information stored in the database.
SQL Injection is a serious problem for the Clinic Management System because the medassets database contains important healthcare information, including patient, doctor, appointment, treatment, and feedback records. An SQL Injection attack could potentially expose sensitive patient information or modify important clinic records.
[bookmark: _Toc237435343]3.4.1 Explanation and Examples
For example, the Clinic Management System contains a Patient table. Suppose a PHP page searches for a patient using a search value entered by the user. An unsafe query could be written as:
$search = $_GET['search'];
$sql = "SELECT * FROM Patient
        WHERE FirstName = '$search'";
$result = $conn->query($sql);
This code is vulnerable because the user's input is directly placed inside the SQL statement.
For example, an attacker could enter:
' OR '1'='1
The resulting SQL statement could become:
SELECT * FROM Patient
WHERE FirstName = '' OR '1'='1';
Because '1'='1' is always true, the query could return many or all patient records instead of only the requested patient. This demonstrates why directly inserting user input into SQL queries is dangerous.
A similar problem could occur on the Doctor search page. If the doctor.php search function directly inserted the search value into SQL, an attacker could attempt to manipulate the query and access doctor or department information that was not intended to be displayed.
A safer approach is to use a prepared statement. For example, the Doctor search function can use:
[image: ] Here, the search value is treated as data rather than as part of the SQL command. Therefore, SQL characters entered by an attacker are not interpreted as SQL instructions.
[bookmark: _Toc237435344]3.4.2 Vulnerabilities in Website Code
The Clinic Management System contains several pages that accept user input, including patients.php, doctor.php, add_doctor.php, edit_doctor.php, add_patient.php, edit_patient.php, appointment.php, and add_appointment.php. These pages need to be protected because users can submit search terms, names, contact details, appointment information, and other values.
For example, the Doctor page receives a search value using:
$search = $_GET['search']?? '';
Receiving the value itself is not a vulnerability. The security problem occurs if this value is directly concatenated into an SQL query. Therefore, the query should use a prepared statement with bind_param().
The website also uses htmlspecialchars() when displaying database information, for example:
echo htmlspecialchars($doctor['FirstName']);
This provides protection against harmful HTML or JavaScript being displayed in the browser, but it does not replace prepared statements for SQL Injection protection. These two security techniques protect against different types of attacks.[7]

[bookmark: _Toc237435345]3.4.3 Anti-SQL Injection Measures Implemented
· The main defence implemented in the Clinic Management System is therefore the use of prepared statements for SQL queries containing user input. Input validation is also used to check that required information has been provided and that values are in an appropriate format.
[image: ]Overall, SQL Injection is an important security consideration for the Clinic Management System because the medassets database contains sensitive healthcare information. Using prepared statements, input validation, and safe output handling significantly reduces the risk of attackers manipulating database queries or accessing information without authorisation.[8]
[bookmark: _Toc237435346]3.4.4 Screenshots of Testing and Results
The SQL Injection protection implemented in the MedAssist Clinic Management System was tested using the website's search and input fields. The purpose of the testing was to determine whether malicious SQL input could alter the intended database query or provide unauthorised access to records.
· Test 1: SQL Injection Attempt in Doctor Search
The Doctor search function was tested using a common SQL Injection test string:
' OR '1'='1
· Test 1:SQL Injection test input in the Doctor search field
[image: ]
· Result after submitting the SQL Injection test
The result demonstrates that the SQL Injection attempt did not bypass the search functionality or return unauthorised database records. This is because the search query uses a prepared statement.
· Normal Doctor Search
[image: ]

· Test 2: SQL Injection Attempt in Patient Search
A second test was performed using the Patient search functionality. The same SQL Injection test value was entered into the search field.
[image: ]
The test confirmed that the input did not cause the application to display all patient records or bypass the intended search conditions.
· Normal Patient Search
[image: ]
The testing demonstrates that the use of prepared statements provides an effective defence against SQL Injection in the tested search functions. The use of htmlspecialchars () when displaying database values also provides protection against harmful HTML or JavaScript being rendered in the browser.
[bookmark: _Toc237435347]4.Conclusion and Reflection
The MedAssist Clinic Management System successfully demonstrates the design and implementation of a relational database and PHP-based web application for managing clinic operations. The system addresses problems associated with manual records, including data duplication, inefficient retrieval, appointment difficulties, and inconsistent information.
The database consists of six main entities: Patient, Department, Doctor, Appointment, Treatment, and Feedback. It was normalised to Third Normal Form (3NF), with primary and foreign keys used to maintain relationships and referential integrity. Stored procedures, triggers, functions, transactions, and indexes were implemented to improve functionality, security, consistency, and performance.
The PHP website provides CRUD operations, search/filter features, and dynamic database interaction. Security measures such as prepared statements, input validation, and htmlspecialchars () were used to reduce SQL Injection and XSS risks. The project improved my understanding of database design, PHP development, SQL, security, and transaction management. Future improvements could include role-based authentication, appointment availability, automated notifications, advanced reporting, and stronger auditing.

[bookmark: _Toc237435348]
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INSERT INTO Appointment

(PatientID, DoctorID, AppointmentDate, AppointmentTime, Reason, Status)
VALUES

(1,1,'2026-01-85",'09:00:00", 'General Check-up','Completed'),
(2,2,'2026-01-85",'09:30:00", 'Diabetes Review','Completed'),
(3,3,'2026-01-06",'10:00:00", 'Skin Rash','Completed'),
(4,4,'2026-01-06",'10:30:00", 'Eczema’, 'Completed'),
(5,5,'2026-01-07",'09:00:00", 'Back Pain','Completed'),
(6,6,'2026-01-07",'09:30:00", 'Knee Injury','Completed'),

10 (7,7,'2026-01-08','10:00:00', 'Chest Pain','Completed'),

11 (8,8,'2026-01-08"','10:30:00", 'Heart Check', 'Completed'),

12 (9,9,'2026-01-09','09:00:00", 'Child Fever', 'Completed'),

13 (10,10, '2026-01-09','09:30:00", 'Vaccination', 'Completed'),
14 (11,1,'2026-01-10','09:00:00", 'Headache', 'Completed'),

15 (12,2,'2026-01-10','09:30:00", 'Blood Pressure', 'Completed'),
16 (13,3,'2026-01-11','10:00:00", 'Acne’, 'Completed'),

- phpmyadmin 17 (14,4,'2026-01-11",'10:30:00", 'Skin Allergy’,'Completed'),
18 (15,5,'2026-01-12','09:00:00", 'Shoulder Pain','Completed'),
19 (16,6,'2026-01-12"','09:30:00", 'Sports Injury','Completed'),
20 (17,7,'2026-01-13','10:00:00", 'Heart Review','Completed'),
21 (18,8,'2026-01-13"','10:30:00"', 'ECG Follow-up', 'Completed'),
22 (19,9,'2026-01-14','09:00:00", 'Child Cough', 'Completed'),

23 (20,10, '2026-01-14','09:30:00", 'Routine Check', 'Completed'),
24 (21,1,'2026-81-15"','09:00:00", 'Flu', 'Booked' ),

25 (22,2,'2026-01-15','09:30:00", 'Diabetes Review', 'Booked'),
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(23,3,'2026-01-16",'10:00:00" , 'Psoriasis’, 'Booked' ),
(24,4,"2626-01-16 skin Infection','Booked'),
(25,5, '2026-01-17 Neck Pain', 'Booked'),
(1,6,'2026-01-17", '@ ,'Follow-up', 'Booked'),
(2,7,'2026-01-18",'16:00:00", 'Chest Pain’, 'Booked'),
(3,8,'2026-01-18",'10:30:00", 'Heart Check', 'Booked'),
(4,9,'2026-61-19",'69:00:00", 'Child Check', 'Booked'),
(5,10, '2026-01-19",'@9:30:00", 'Vaccination’, 'Booked" ),
(6,1,'2026-01-20", 00", "Asthma’, 'Booked"),
(7,2,'2026-61-20", '@ Cold', 'Booked"'),
(8,3,'2026-61-21", '10:00:00", ‘Skin Mole', 'Booked"),
(9,4,'2026-01-21",'10:30:00" , 'Dermatitis’, 'Booked' ),
(18,5, '2026-01-22",'09:00:00", ' Joint Pain','Booked'),
(11,6,'2626-01-22",'@9:30:00", 'Muscle Pain', 'Booked'),
(12,7,'2026-01-23",'10:00:00", 'Blood Pressure’, 'Booked'),
(13,8, '2026-01-23 Heart Review','Booked'),
(14,9, '2626-01-24 Child Fever','Booked'),
(15,10, '2026-01-24",'09:30:60" , 'Routine Check', 'Booked');
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INSERT INTO Appointment (PatientID, DoctorID, AppointmentDate, AppointmentTime, Reason, Status) VALUES (1,1,'226-e1-
@5','09:00:00", "General Check-up','Completed'), (2,2,'2026-61-05','09:30:00", 'Diabetes Review','Completed’), (3,3,'2026-61-
©6','10:00:00", "Skin Rash’, ‘Completed’), (4,4,'2026-01-06",'10:36:00",'Eczema’, 'Completed’), (5,5,'2026-01-67",'09:00:00", ‘Back
Pain’,'Completed'), (6,6,'2026-01-07", " 00", 'Knee Injury’,'Completed'), (7,7,'2026-01-08",'10:
Pain’,'Completed’), (8,8,'2026-01-08",'10:30:00", 'Heart Check’,'Completed'), (9,9,'2026-01-69',09:
Fever',Completed’), (10,16, '2626-81-69",'@9:30:00", 'Vaccination’, 'Completed®), (11,1,'2026-01-
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INSERT INTO Treatment (AppointmentID, Diagnosis, Prescription, Notes) VALUES (1,'Healthy’,'Vitamin D
check®),

(2,'Type 2 Diabetes','Metformin','Review after 3 months'),

(3, 'Dermatitis’, "Hydrocortisone Cream’,'Avoid irritants'),

(4, Eczema’, "Moisturiser’,'Daily application'),

(5,'Muscle Strain’,'Tbuprofen’,'Physiotherapy advised'),

(6,Knee Sprain’,’Painkillers’, Rest for 2 weeks'),

(7,"Chest Pain’,'ECG Required’,’Cardiology referral’),

(8,"Normal ECG',"None','Annual review'),

(9,'Viral Infection','Paracetamol’,'Rest'),

(10, 'Vaccination Complete’,'None’,'Next vaccine in 12 months'), (11,'Migraine’,’Sumatriptan’,'Reduce
stress'),

(12, "Hypertension’, 'Amlodipine’, ‘Monitor BP'),

(13, 'Acne’, 'Benzoyl Peroxide','Skin care advice'),

(14, 'Allergic Rash','Antihistamine','Avoid allergens'),

(15, 'Frozen Shoulder', 'Pain Relief','Exercise’), |
(16, 'Sports Injury', 'Ibuprofen','Physiotherapy'),

(17, 'Heart Disease’,'Aspirin’,’Lifestyle changes'),
(18, 'Stable Condition', 'Continue Medication', 'Follow-up'),

(19,'Cold", 'Paracetamol’, 'Fluids'),

(26, "Healthy', 'None', 'Routine review'),

(21,"Flu’, ‘Paracetamol, 'Rest’),

(22, 'Diabetes’, 'Metformin', 'Diet advice'),

(23, "Psoriasis’, 'Steroid Cream’,’Follow-up'),
(24,'skin Infection','Antibiotics','Complete course'),

(25, 'Neck Strain','Ibuprofen','Rest'),

,'Routine
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INSERT INTO Treatment (AppointmentID, Diagnosis, Prescription, Notes) VALUES (1, 'Healthy','Vitamin D', 'Routine check'),
(2,'Type 2 Diabetes','Metformin','Review after 3 months'), (3,'Dermatitis','Hydrocortisone Cream','Avoid irritants'),
(4,"'Eczema’, 'Moisturiser', 'Daily application'), (5, 'Muscle Strain','Ibuprofen','Physiotherapy advised'), (6, 'Knee
Sprain', 'Painkillers','Rest for 2 weeks'), (7,'Chest Pain','ECG Required','Cardiology referral'), (8, 'Normal
ECG', 'None', 'Annual review'), (9, 'Viral Infection','Paracetamol’,'Rest'), (18, 'Vaccination Complete','None','Next vaccine in 12
months'), (11,'Migraine', 'Sumatriptan','Reduce stress'), (12, 'Hypertension','Amlodipine’, 'Monitor BP'), (13, 'Acne', 'Benzoyl
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INSERT INTO Feedback (PatientID, AppointmentID, Rating, Comments,

service.','2026-01-05"),
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DELIMITER //

CREATE PROCEDURE AddPatient(

)

IN p_FirstName VARCHAR(50),
IN p_LastName VARCHAR(5@),
IN p_DOB DATE,

IN p_Gender VARCHAR(29),

IN p_Phone VARCHAR(20),

IN p_Email VARCHAR(100),
IN p_Address VARCHAR(255),
IN p_MedicalHistory TEXT]

BEGIN

DECLARE EXIT HANDLER FOR SQLEXCEPTION
BEGIN

ROLLBACK;

RESIGNAL;
END;

START TRANSACTION;

INSERT INTO patient (
FirstName,
LastName,

Gender,
DOB .
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« MySQL returned an empty result set (i.e. zero rows). (Query took 0.0016 seconds.)
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<?php

$sql = "INSERT INTO doctor
(FirstName, LastName, Specialisation, Phone, Email, DepartmentID)
VALUES (2, 2, 2, 2, 2, 2)";

$stmt = $conn->prepare($sql);

$stmt->bind_param(
"sssssi",
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$LastName,
$Specialisation,
$Phone,
$Email,
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H

/* Doctor 1 */
$FirstName = "James";
$LastName
$Specialisation = "General Medicine";
$Phone = "07123456789";

$Email = "james.wilson@medassist.com";
$DepartmentID = 1;

$stmt->execute();
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