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Element 1

Task 1

The OSI model is a concept model that provides a standard for all communication

functions of telecommunication and computing systems.

The OSI model consists of seven layers that describe functions of communications
and networking independently of underlying technology infrastructure. The image

below shows each layer and what level each one describes.

* End User layer

App"CBtiOn * HTTP, FTP, IRC, SSH, DNS

* Syntax layer
* 55L, S5H, IMAP, FTP, MPEG, JPEG

Presentation

Session « Synch & send to port Diagram is good and
* API's, Sockets, WinSock supports your explanation.

* End-to-end connections

Transport e

* Packets
* IP, ICMP, IPSec, IGMP

* Frames
» Ethernet, PPP, Switch, Bridge

- * Physical structure
Phy5|cal * Coax, Fiber, Wireless, Hubs, Repeaters

Each layer is described in more detail below.

Physical Layer

The lowest layer of the OS| model describes data communication in the form of
electrical, optic or electromagnetic signals physically transmitting information
between devices. The Physical Layer is essentially responsible for the
communication of unstructured raw data streams over a physical medium. The
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hardware includes networking devices, antennas, cables, modem, intermediate
devices such as repeaters and hubs.

Data Link Layer

The second layer decribes transmission between the nodes within a network and
manages the connections between physically connected devices such as switches.
The data is transmitted sequentially and the layer expects acknowledgement for the

encapsulated raw data sent between the nodes. Netwo
rk

Network Layer Interfa
ce

The third layer arganizes and transmits data between E}ﬁgigfple networks. The layer
routes the data through the best physical path based ona range of factors including
network characteristics, best available path, traffic conl{téi§, congestion of data
packets and priority of service, among others. Network Layer hardware includes
routes, bridge routers, 3-layer switches and protocols such as Internet (IPv4)
Protocol version 4 and Internet Protocol version 6 (IPv6).

Transport Layer

The fourth layer ensures delivery of data packets. The Transport Layer provides
mechanisms such as error control, flow control and congestion control to keep track
of the data packets, check for errors and duplication, and resend the information that
fails delivery. Common protocols include the Transmission Control Protocol (TCP)
for connection-oriented data transmission and User Datagram Protocol (UDP) for
connectionless data transmission.

Session Layer

The Session Layer manages sessions between servers to coordinate the
communication — as the first of the top three OSI model layers that deal with the
software level. The Session Layer is responsible for a range of functions including
opening, closing and re-establishing session activities, authentication and
authorization of communication between specific apps and servers, identifying full-
duplex or half-duplex operations and synchronizing data streams.
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Presentation Layer

The fifth layer converts data formats between applications and the networks.
Responsibilities of the Presentation Layer include data conversion, character code
translation, data compression, encryption and decryption. The presentation layer
also serializes complex information into transportable formats. The data streams are

then deserialized and reassembled into original object format at the destination.
Application Layer

The Application Layer concerns with the networking processes at the application
level. This layer interacts directly with end-users to provide support for email,
network data sharing, file transfers and directory services, among other distributed
information services. The most common Application Layer protocols include File
Transfer Protocol (FTP), Simple Mail Transfer Protocol (SMTP) and Domain Name
System (DNS). (Raza, n.d.)

Encapsulation is the process of adding a header to a data packet as it moves
between the layers of a network. The header contains information directing the path
of the packet to a destination i.e. the address of the next node, the type of data
enclosed and the source and destination addresses.

In computer networking, broadcasting means that a data packet will be transmitted
across a network to be received by every device attached simultaneously. This
contrasts with communications between two hosts specified by IP address
(unicasting). Broadcasting is a very basic form of network communication and the
latest protocols use multicasting instead to avoid network interruptions by large burst

of data packets. You have
explained

mot of the
Task 2 required

Configuration of a suitable address scheme tha?fﬁfﬁ:ﬂ’é‘?@iass A, B, and C for the
po

LAN networks used. allocation.

There is only
evidence of
one source.
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Class C:

192.168.1.0 — net address
192.168.1.254 — gateway address
192.168.1.1 — initial device address
Class B:

180.10.0.0 — net address
180.10.0.254 — gateway address

180.10.0.1 = initial device address

Class A: Three ip address
classes have been
100.0.0.0 — net address assigned to the LANs

100.0.0.254 — gateway address
100.0.0.1 —initial device address

Task 3

Static routing using static addressing.
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20.20.20.0 21.21.21.0

%

Roul Er FT Routler-FT ;

Royterd Ro Ferl Router-PT

Roufer2
This is the simplified network
180.10.0.0 which has less WANSs.
192.168.1.0 : o b

rC-PT PC-PT PC-PT
PCO e PC2

Router 1

Network Address

100.0.0.0/8 via 20.20.20.2
180.10.0.0/16 via 20.20.20.2

Static routing is shown in the

Remove ; .
- router configuration report.

Router(config) &do show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, I& - QOSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF extermal type 1, E2 - OSPF external type 2, E - EGP
i - I§-Is, Ll - IS-IS level-1l, L2 - IS-IS level-2, ia - 15-1IS5 inter area
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is not set

20.0.0.0/8 is direetly connected, SerialZ/0
100.0.0.0/8 [1/0] via 20.20.20.2

180.10.0.0/1€ [1/0] wia 20.20.20.2

192.1€8.1.0/24 is directly connected, FastEthernetl/0
Router({configl g

fomom 0
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Router 2

Network Address
192.168.1.0/24 via 20.20.20.1
180.10.0.0/16 via 21.21.21.2

Remove

Router (config) §¢do show ip route
Codes: C - conmnected, S - statiec, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 — OSPF, IR - OSPF inter area
N1 - OSPF NSS2& external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPFT external type 2, E - EGP
i - IS-IS, L1 - 1I5-1S level-1l, L2 — IS-1IS level-2, ia — IS5-1IS inter area
¥ - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
i 20.0.0.0/8 is directly connected, Serial2/0
= 100.0.0.0/8 is directly connected, FastEthernetl/0

S 192.1€8.1.0/24 [1/0] wvia 20.20.20.1
Router (config) #l

Router 3

Network Address
100.0.0.0/8 via 21.21.21.1
192.168.1.0/24 via 21.21.21.1

Remove
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Bouter (config) §do show ip route

Codes: C - connected, S5 — static, I - IGRP, R — RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 — OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSDPF NSSA external type 2

El - OS5PF external type 1, E2 - OSPF external type 2, E — EGP
i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area
* - randidate default, U - per-user static route, o - CDR

P - periodic downloaded static route
Gateway of last resort is not set

c 180.10.0.0/1l€¢ is directly connected, FastEthernet0/0
Router(config) t|

Fire Last Status Source Destination Type Color Time (sec) Periodic Num Edit Delete

&P Successful PCO RouterD icve B 0.000 N 0 (edit) (delete)
@ Successful PC1 Routerl ICMP . 0.000 N 1 (edit) (delete)
@ Successful PC2 Router2 ICMP . 0.000 N 2 (edit) (delete)
4P Successful Router0 Routerl ICMP . 0.000 N 3 (edit) (delete)
&P Successful Routerl Router2 ICMP 0.000 N 4 (edit) (delete)
&P Successful PCO PC2 ICMP 0.000 N 3 (edit) (delete)
& Successful PCO PC1 wicve [l 0.000 N 6 (edit) (delete)
&P Successful PC1 PC2 ICMP . 0.000 N F (edit) (delete)

T

es
Task 4 ts

sh

o

w
Configuring the 3 routers for dynamic routing using RIP (Rguting Information
Protocol). ce

es
Rip routing sf

ul
Router 1 for

th

o
<

Network Address st
20.0.0.0 ati
100.0.0.0 c
192.168.1.0 ro
uti
ng
co
nfi

E 10
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Router 2

Network Address
20.0.0.0
21.0.0.0
100.0.0.0
180.10.0.0
192.168.1.0

Router 3

Network Address
21.0.0.0
100.0.0.0
180.10.0.0

Task 5

Dynamic addressing across networks using DHCP and helper addresses

DHCP

Router1 is configured as the control router and routers R2 and R3 are configured

with the helper address to enable cross network dynamic addressing using DHCP

RIP routing is configured but
there is no configuration

samples or testing carried out for
this.

11




- Prifysgol Cymru
3N Y Drindod Dewi Sant

< University of Wales
Trinity Saint David

Routerfceonf ¢

Enter configuration commands, one per line. End with CNTIL/Z.
Router (config) §ip dhcp pool netl

Router (dhcp-config) $netl92.1€8.1.0 255.255.255.0

% Invalid input detected at '~' marker.

Router (dhcp-config) fnet 192.1€8.1.0 255.255.255.0
Router (dhep-config) g¢default-router 152 _.1€3_.1.254

Router {dhcp-config) §dns-server 152.1€3.1.254 DH
Router (dhcp-config) ¢exit CP
Router (config) #ip dhcp pool netl is
Router (dhcp-confiqg) §net 100.0.0.0 255.0.0.0
Router (dhcp-config) ¢default-router 100.0.0.254 co
Router (dhcp-config) #dns—-server 100.0.0.254 nfi
Router (dhcp-config) gexic gur
Router (config) #ip dhcp pool net3 ed
Router (dhcp-config) ¢net 180.10.0.0 255.255.0.0 i
Router (dhcp-config) ¢édefault-router 180.10.0.254 n
Router (dhcp-confiqg) §dns—server 180.10.0.254 the
Router (dhcp-config) fexit co
Router (config)§~Z f
Routerg ntr
%5YS-5-CONFIC_I: Configured from conscle by conscle ol
rou
IP Configuration
e
@ DHCP net
. DHCP request successful.
() Static wo
rk
po
IP Address 192.168.1.1 ols
are
IG5 7 2 0 .
St Mk i i sh DHCP test on control router is
Default Gateway 192.168.1.254 ow successful.
DNS Server 192.168.1.254 n.
IP Configuration
® DHCP )
. DHCP request failed.
(O Static
The other routers will not work
without the helper address.
IP Address

Subnet Mask
Default Gateway

DNS Server

12
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Router 2 helper

Routergcont t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #int £0/0

Router (config-if) $ip helper—address 20.20.20.1

Router (config-if) #exit

Router (config) #~Z

Routerg

%5YS-S-CONFIG_I: Configured from conscle by console

Helper
Router 3 helper address
is
Routergcont t impleme
Enter configuration commands, one per line. End wi!ﬂ'fadmﬂjz.
Router (config) #int £0/0 other
Rnutez{canﬁ:_.g-:?.f]#ip‘helper-add:ess 20.20.20.1 routers.
Router (config-if) fexit
Router (config) §~Z
Routerg
%SYS-5-CONFIG I: Configured from console by console
IP Configuration
@® DHCP
(O Static
IP Address 100.0.0.1 Tests now show the dynamic
Subnet Mask 255 0.0.0 address and gateway test is
255.0.0.( good.
Default Gateway 100.0.0.254
DNS Server 100.0.0.254

13
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IP Configuration

@ DHCP
) DHCP request successful.
O static
IP Address 180.10.0.1
Dynamic address and
Subnet Mask 255.255.0.0 y )
gateway is set.
Default Gateway 180.10.0.254
DNS Server 180.10.0.254
Exclusions

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) $§ip dhep excluded-address 152_.168.1.10

Router (config) #ip dhep excluded-address 100.0.0.1 100.0.0.15 Exclusion address ranges are
Router (config) $§ip dhcp excluded-address 192.1€8.1.1 192.1€8.1.20 conﬁgured,

Router (config) $§ip dhecp excluded-address 180.10.0.1 180.10.0.15
Router (config) $§exit

Routerg

%S5YS-5-CONFIG_I: Configured from conscle by conscle

I

IP Configuration E3

@ DHCP
) DHCP request successful.
(O static
DHCP address starts outside the
IP Address 192.168.1.21 )
exclusion range
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.254
DNS Server 192.168.1.254

14
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IP Configuration

® DHCP
] DHCP request successful.
(O Static
IP Address 100.0.0.16
Subnet Mask 255.0.0.0
Default Gateway 100.0.0.254
DNS Server 100.0.0.254

Exclusion range avoided by
DHCP.

IP Configuration

Exclusion range avoided by
DHCP.

@ DHCP
) DHCP request successful.
O Static
IP Address 180.10.0.16
Subnet Mask 255,255.0.0
Default Gateway 180.10.0.254
DNS Server 180.10.0.254
ip dhcp excluded-address 192.1€8.1.10
ip dhcp excluded-address 100.0.0.1 100.0.0.15
ip dhcp excluded-address 152.1€8.1.1 15%2.1€8.1.20
ip dhcp excluded-address 180.10.0.1 180.10.0.15 T
i hi
ip dhcp pool netl S
network 152_1€8.1.0 255.255.255.0 is
default-router 152 _1€3.1_254 th
dns-server 152.1€38.1.254
ip dhcp pool net2 €
network 100.0.0.0 255.0.0.0 co
default-router 100.0.0.254 nfi
dns-server 100.0.0.254
ip dhecp pool net3 g
network 180.10.0.0 285.255.0.0 for
default-router 180.10.0.254 th
dns-serwver 180.10.0.25 e
ex
cl
us
io
n
ra
ng

15
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interface FastEthernetd/0
ip address 1%2.1€%.1.254 255.255.255.0
duplex auto
speed auto
1
interface FastEthernetl/0
no ip addzess
duplex auto
speed auto
shutdown
1
interface SerialZ/0
ip address 20.20.20.1 255.0.0.0
clock rate 2000000
1
interface Serial3/0
no ip address
shutdown
|
interface FastEthernetd/0
no ip address
shutdown
1
interface FastEthernet5/0
no ip address
shutdown
!
router rip
wversion 2
network 20.0.0.0
network 100.0.0.0
network 152.1€8.1.0

interface FastEtherneti/0

ip address 100.0.0.254 255.0.0.0
ip helper—address 20.20.20.1
duplex auto

spesd auto

!

interface FastEthernetl/0

no ip address

duplex auto

speed auto

shutdown

]

interface Serialz2/0

ip address 20.20.20.2 255.0.0.0
1

interface Sezial3/0

ip address 21.21.21.1 255.0.0.0
clock rate 2000000

|

interface FastEthernetd/0

no ip address

shutdown

]

interface FastEthernets/0

no ip address

shutdown

!

router rip

version 2

network 20.0.0.0

network 21.0.0.0

network 100.0.0_0

network 120.10.0.0

network 152.1€8.1.0

16
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interface FastEthernes0/0

ip address 180.10.0.254 255_.255.0.0
ip helper-address 20.20.20.1
duplex auto

speed auto

L

interface FastEthernecl/0

no ip address

duplex auto

speed auto

shutdown

L

interface Serial2/o0

ip address 21.21.21.2 255.0.0.0
I
interface Serial3/0

no ip address

shutdown

I
interface FastEthernetd/0

no ip address

shutdown

!

interface FastEthernet5/0

ne ip address

shutdown

1

router rip

versiocn 2 Router reports all configurations associated
aeswerk 21.0.0.0 with the router. Each router will report all its
network 100.0.0.0 . ; . B

network 180.10.0.0 configurations so it is possible to check

configurations using this report.
Evaluation

e Static addressing
e Dynamic addressing — dynamic addressing enables networks to be controlled remotely.

e Static routing
¢ Dynamic routing (RIP) — dynamic routing is an operation that lies in layer 3 of the OSI model
and is a short cut to WAN and LAN communications

e DHCP - dynamic host control protocol
e Exclusions — Allows automatic addressing from the control router with set address ranges.

The OSI layer model can be used as a reference to all operations and configurations
on a specific network. For example routing is a layer 3 operation and a switch is a
layer two operation. Together these two elements are the most important for a
successful network connection.

17
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re
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uld
be
2. Element 2 far
mor
1. CIDR 28 network design el
rele
subnet 1 2| 4 8| 16| 32| 64| 128 | 256,
host 256 | 128 | 64| 32| 16 8 4 2| t1
subnet sou
mask /24 | /25 | /26 | /27 | /28 | /29 | /30| /31 | /32
S
res
subnet 1] 2| a] s8] 16] 32] 64[128] 256
host 256128 64| 32| 16] 8| 4] 2| 1
subnet for
mask /24 | /25 | /26 | /27 | /28 | /29 | /30 | /31 | /3%
ele
me
network ID  |Subnet mask [Host ID range # of ugdble hosts |Broadcast ID
192.168.4.0 |/26 192.168.4.1-192.168.4.62 62(192.168.4.63
192.168.4.64 (/26 192.168.4.65-192.168.4.126 62(192.168.4.127
192.168.4.128 | /26 192.168.4.129-192.168.4.190 62|192.168.4.191
192.168.4.192 |/26 192.168.4.193-192.168.4.254 62|192.168.4.255
subnet 1 2 4 8 32| 64128 | 256
host 256 | 128 | 64| 32 8 4 2 1
subnet
mask /24 | /25 | /26 | /27 /29| /30| /31| /32

18
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182.168.30.32

192.163.30.64
Metwark 4

CIDR/28 Amsterdam Network 1
Network address 192.198.30.16 identifier

Subnet mask 111 ]1[0]0 |0 |0 |255255.255.240

7
0 [0|0|0|0O|0 |0 |0 | Notused

0 0|0 |1|0|0|0]|1 | Lowesthostaddr17
192.168.30.17

Net addr 16

Net addr 16 0 (0|0 |1]0]0|1]0 | Nexthostaddr18
192.168.30.18

Default gateway 0 |0 1111 [1 |0 |Fastethernet0/0 addr 30

0
0 0|0 |1 |1]1]1]1 | Broadcast31

CIDR/28 London Network 2
Network address 192.198.30.32 identifier

Subnet mask 1 111]1]0[0]0 |0 |255255.255240
0 0|0|0|0|0|0 |0 | Notused
Net addr 32 0 0[1][0]0|0 )]0 |1 |Lowesthostaddr33
Net addr 32 0 0|1/0|0[0|1]|0 | Nexthostaddr 34
Default gateway 0 0|10 |1[1]1]0 | Fastethernet0/0 addr 46
0 01101 [1]1]1 ] Broadcast47
CIDR/28 Prague Network 3
Network address 192.198.30.48 identifier
Subnet mask 1 11111 ]0[0]0 |0 [255255.255.240
0 0/0[0]0]0O|0 |0 | Notused
Net addr 48 0 0|1/1|0[0]|0]|1 | Lowesthostaddr49
Net addr 48 0 0[1[1]0]0 1|0 | Nexthostaddr 50
Default gateway 0 0111 [1]1]0 | Fastethernet0/0 addr 62
0 Of1[1]1]1]1]|1 | Broadcast63

19
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London-Amsterdam Network 4

The CIDR/28 address
scheme has been

implemented

Edit
0 (edit)
i (edit)
2z (edit)
3 (edit)

Num

Tests are successful

London Router 0 110|011 1 | Fastethernet 0/0 addr 77
Amsterdam 0 110|011 0 | Fastethernet 0/1 addr 78
Router
London-Prague Network 5
London Router 0 1101111 1 | Fastethernet 0/0 addr 93
Prague Router 0 110 (1111 0 | Fastethernet 0/0 addr 94
Prague-Amsterdam Network 6
Prague Router 0 1111011 1 | Fastethernet 0/1 addr 109
Amsterdam 0 11110111 0 | Fastethernet 0/1 addr 110
Router
Fire Last Status Source Destination Type Color Time(sec) Periodic
@ Successful PCO PC4 (R | 0.000 N
) Successful PC1 PC5 ICMP . 0.000 N
@ Successful PCO PC3 o 0.000 M
> Successful PC4 PC2 cmP 0.000 M
London RIP table
152.168.30.0/28 is subnetted, & subnets
R 192.168.30.16 [120/1] via 19Z.168.30.78, 00:00:0Z,
Serialz/0
C 192.1€8.30.32 is directly connected, FastEthernet0/0
R 192.168.30.48 [120/1] via 192.168.30.94, 00:00:25,
Seriala/so T
c 192.1%68.30.64 is directly connected, Serialz/0 h
cC 192_16€8_.30_.80 is directly connected, Serial3/0
] 192_168_30_96 [120/1] wia 192_1&8_30.78, 00:00:02,
SerialZ/0
[120/1] wia 192_168_30.94, 00:00:25,
Serial3/0

D I QDT +FT0n Tn <

20
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Amsterdam RIP table

152.168.30.0/28 is subnetted,

c 182.168.30.1€ is directly
R 192.168.30.32 [120/1] via
SerialZ/ /0
=4 192.168.30.48 [120/1] via
Serial3/0
c 152.168.30.64 is directly
R 192.168.30.80 [120/1] via
Serial3/0

[120/1]1 via
Serialz/0
&= 1892 .168_30_9¢6 is directly

Prague RIP table

192.1€8.30.0/28 is subnetted,

=) 152.168.30.16 [120/1] wvia
Serizl3/0
R 192.168.30.32 [120/1] via
Seri=lz/0
= 152.168.30.48 is directly
R 192.1€8.30.64 [120/1] via
Seri=l3/0

[120/1] via
SerizlZ/0
c 152.168.30.80 is directly
C 182.168.30.9¢ is directly

& subnets
connected, FastEthernetd/0
182.168.30.77, 00:00:10,
192.168.30.109, 00:00:19,

connected, Serizlz/0
192 _168.30.109, 00:00:1%9,
192 .1e8.30.77, 00:00:10,

econnected, Seriz=l13/0

€ subnets
182.168.30.110, 00:00:08,
192.168.30.923, 00:00:20,

connected, FastEthernet0/0
19z2.168.30.110, 00:00:08,
192.16€8.30.93, 00:00:20,

connected, Serialz/0
connected, Serizl3/0

2. VLSM CIDR/27 and CIDR/30

PC:
PCOD

192.168.30.32

Metwork 2

192.158.30.8
Network 5

RIP tables are configured.

g

£
PCHT
PC4

152.168.30.80
Network 3

ter-FT
Router
London R ague Rt
192.168.30.4 192.168.30.12
; . 168.30.
o Netwark 4 HNetwork &
PC1

192.168.30.64 PCPT
Metwork 1

2950-24
Prague SW
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CIDR/27 Networks 1, 2 and 3

Subnet mask

0|0 |0 |0 [255255.255224

0 00|00 | Notused
Net addr 32 0 00|01 |Lowesthostaddr33 London 1
Net addr 32 0 0|0 |1]0 | Nexthostaddr34 London2
Net addr 32 0 111 |1 |0 | Highest Router addr 62 London Router
Net addr 64 0 00 |0]|1 | Lowesthostaddr 65 Amsterdam 1
Net addr 64 0 00 |1 |0 | Nexthostaddr66 Amsterdam 2
Net addr 64 0 111 |1 |0 | Highest Router addr 94 Amsterdam Router
Net addr 80 0 0[]0 |0 |1 |Lowesthostaddr97 Prague 1
Net addr 80 0 00 | 1|0 | Nexthostaddr98 Prague 2
Net addr 80 0 111 |1 |0 | Highest Router addr 126 Prague Router

CIDR/30 Networks 4, 5 and

Subnet mask

1

1

1

1

0 | 255.255.255.252

0o j|jof|O0|0O 0 | Notused

Net addr 4 0000 1 | Lowest interface addr 5 London serial 0/0

Net addr 4 0j0of|o0|0 0 | Highest interface addr 6 Amsterdam serial
0/0

Net addr 8 0j0of|O0|0O 1 | Lowest interface addr 9 London serial 0/1

Net addr 8 0 (0j0]|O 0 | Highest interface addr 10 Prague serial
0/0

Net addr 12 0|00 |0O 1 | Lowest interface addr 13 Amsterdam
serial 0/1

Net addr 12 0o |oflo0|0 0 | Highest interface addr 14 Prague serial

0n

VLSM is correct and
has been implemented
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London Router RIP table

152.1€8.30.0/24 is variably subnetted, € subnets, Z masks

C 192.168.30.4/30 is directly connected, Serialz/0
C 192.168.30.8/30 is directly connected, Serial3/0
R 192.1€8.30.12/30 [120/1) wia 192.1€B.30.10, 00:00:20,
Serial3/0

[120/16] wia 192_168B_.30.6, 00:00:10,
Serial2/j0
C 132_168_30_.32/27 is directly connected, FastEthernet0s/0
2 192.168.30.64/27 [120/1]) wia 1592.16B8.30.6, 00:00:10,
Serial2/j/0
2 192.168.30.96/27 [120/1) wia 152.168.30.10, 00:00:20,
Serial3/0

Prague Router RIP table

182 .1€8.30.0/24 is wariably subnetted, € subnets, 2 masks

R 152.168.30.4/30 [120/1] wvia 192.168.30.13, 00:00:18B,
Serial3/so

[120/1] via 192.168.30.9, 00:00:20,
Serial2/0
c 152.168.30.8/30 is directly connected, Seriali/0
c 152.168.30.12/30 is directly connected, Serial3/o0
R 152.168.30.32/27 [120/1] wia 192.168.30.3, 00:00:20,
Serial2/o0
24 192 _168_30_64/27 [120/1] wia 192_.168_30_13, 00:00:18,
Serial3d/0
c 182 _168_30.96/27 is directly connected, FastEthernet(/0

Amsterdam Router RIP table

192.1€8.30.0/24 is wvarisbly subnetted, € subnets, 2 masks

C 192.168.30.4/30 is directly connected, SerialZ/0
R 152.168.30.8/30 [120/1] via 192.168.30.14, 00:00:17,
Serizl3/0
[120/1] via 1%2_168.30.5, 00:-00:00,

Serizlz/0
c 192.16€8.30.12/30 is directly connected, Serizal3/0
R 192.16€8.30.32/27 [120/1] wvia 192.168.30.5, 00:00:00,
Serizlz/0
< 152.1€8.30.64/27 is directly connected, FastEchernet0/0
R 192.168.30.96/27 [120/1] via 192.168.30.14, 00:00:17,
Serizl3/0

w Successful PC3 PC5 IcMP

=) Successful PC1 PC4 ICMP .

@ Successful PC5 PC2 IcvP

@ Successful PC3 PCO M [

<9 Sucecessful PC4 PC2 ICMP .

RIP tables for the VLSM network

Tests are successful
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3. VLANs

.

PCHT
PCO
FaQ
F—r]
PCPT Fa0/3
PC1 Fa0/4

Fa0/10

Fa0/0 g
e

Fadj2 0 Router T

Routerd
F__A
F
PCFT
PC3
100 wlanlOO active FaO/1, Fal/4
101 wlanlOl active FaO/2, Fal/3

c 192.168.100.0/24 is directly connected, FastEthernet0/0.100

c 182.168.101.0/24 is directly connected, FastEthernet0/0.101
100 wlanlOO0 active

101 wvlanlOl active

100 wlanlOO active FalO/2

101 vlanl0l active Fal/s1

Switch$show interfaces trunk

Port Mode Encapsulation Status Native wvlan
Fa0/3 on 802.1q trunking 1

Fort Vlans allowed on trunk

Fa0/3 1-1005

Port WVlans allowed and active in management domain

Fa0/3 1,300,101

Port Vlans in spanning tree forwarding state and not
pruned

Fa0/3 1,100,101

Vian config is good and shows the
active Vlans

Encapsulation and trunking is
configured which enables the
pouter to be virtually many routers
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192.168.100.0 g

Netwerk 2 e Fad ==t
PCPT Fab z3
e f 192.158.30.8
- O 192,168 30.80
; - Fodl A Fa0f2
L Hoeoa ; c

FaDf1 Hetwork: 3

192.168.1010

PCPT 132, 158.30.64 PCPT
PC2 Fo3
Network 1

FastEthernet 0/0.1 O(1(0|1(1]1]|1]0 | Netaddr6&4 ifaddr94

FastEthernet 0/0.2 1100|111 [1]1 |0 [Netaddr128ifaddr 158

Vlan addrsses
are assigned

PC1 London 0[1]0[0|0 |0 |0 |1 |Netaddr64 hostaddr65

PC2 London 1(0(0|0 (0|0 |0 |1 | Netaddr 128 host addr 129

London Router — FastEthernet 0/0.1 ip address 192.168.30.94 255.255.255.224

London Router — FastEthernet 0/0.2 ip address 192.168.30.158 255.255.255.224

London Switch — FastEthernet 0/24 - linked to London Router with encapsulation vian 2 and vlan 3

London Switch — FastEthernet 0/2 — set as vlan 2 linked to PC1 London

London Switch — FastEthernet 0/3 — set as vlan 3 linked to PC2 London
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London switch Vilan

1 defzault active Fa0/€, Fal/7,
Fa0/8, FaO/9

Fa0/10, Fa0/11,
FaD/12, Fa0/13

FaD/14, Fa0/15,
Fa0/1e, Fa0/17

FaQ/18, Fa0/159,
Fa0/20, Fa0/21

Fa0/22, F=0/23,

Fal/24

100 wvlanl00 active Fal/2

101 +wvlanlol active Fal0/s1

1002 fddi-defaulc act/unsup . .

1003 token-ring-default zct/unsup Vians are active and interfaces
1004 fddinet-default act/unsup are assigned.

1005 trnet-default act/unsup

London Running Config

Switch#show running-config
Building configuration...

Current configuration : 1266 bytes
|

version 12.1

no service timestamps log datetime msec

no service imestamps debug datetime msec
no service password-encryption

!

Hostname Switch
!
!
!
|
I

Is.panning-tree mode pvst
spanning-tree extend system-id
!

i'nterrace FastEthernet0/1
switchport access vlian 101
switchport mode access

|

interface FastEthernet0/2

switchport access vlan 100

switchport mode access

|

interface FastEthernet0/3

switchport mode trunk

! Trunk configuration on
interface FastEthernet0/4 switch is shown
switchport access vian 31

switchport mode access

|

interface FastEthernet0/5

switchport access vian 31

switchport mode access

I

interface FastEthernet0/6
|

ilnterface FastEthernet0/7
|

interface FastEthernet0/8
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|

interface FastEthernet0/9

!

interface FastEthernet0/10

switchport mode trunk
!

i.nterface FastEthernet0/11
|
interface FastEthernet0/12
!
interface FastEthernet0/13
|

i'nterface FastEthernet0/14
|

ilnterface FastEthernet0/15
I

interface FastEthernet0/16
|
interface FastEthernet0/17
|

ilnterface FastEthernet0/18
I

i.nterface FastEthernet0/19
|

i'nterrace FastEthernet0/20
|

i;nterface FastEthernet0/21
i;nterface FastEthernet0/22
i;nterface FastEthernet0/23
i;nterface FastEthernet0/24
i'nterface Vlan1

no ip address

shutdown

!

!

!

!

line con 0

I

linevty 0 4

login

line vty 5 15

login

!

|

!

end
<@ Successful
<@ Successful
[+ Successful
<@ Successful
<9 Successful
) Successful
<9 Successful
[+ Successful

PC4
PC5
PC3
PC2
PCO
PC1
PC2
PC3

IcMP
cmP
IcMp
(ol
cmp
cMpP
IcMP
ICMp

00 S O DO 0O ™0 O —
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4. ACL
@ Successful PC5 PCO e
[+ Successful PCS PC1 L |
<@ Successful PC4 PC3 ICMP .
@ Falled PC5 pC2 e
<9 Failed PC4 PC2 (ol .
Q9 Successful PCO PC2 IcMP
o Successful PC1 pC2 e

London RIP route

Router#tshow ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-18-18, L1 - 1S-1S level-1, L2 - IS-IS level-2, ia - |S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.30.0/24 is variably subnetted, 5 subnets, 2 masks

C 192.168.30.4/30 is directly connected, Serial2/0

C 192.168.30.8/30 is directly connected, Serial3/0

R 192.168.30.12/30 [120/1] via 192.168.30.6, 00:00:17, Serial2/0
[120/1] via 192.168.30.10, 00:00:12, Serial3/0

R 192.168.30.64/27 [120/1] via 192.168.30.6, 00:00:17, Serial2/0
R 192.168.30.96/27 [120/1] via 192.168.30.10, 00:00:12, Serial3/0
C 192.168.31.0/24 is directly connected, FastEthernet0/0.31

C 192.168.32.0/24 is directly connected, FastEthernet0/0.32

C 192.168.100.0/24 is directly connected, FastEthernet0/0.100

C 192.168.101.0/24 is directly connected, FastEthernet0/0.101

Amsterdam RIP route

ODP< "T"T"TO0O>X>X"IMMO>2D® I FTSTO0OIT®NHSOITHL 0O~ ™I

Router#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP?
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i-18-18, L1 - 1S-IS level-1, L2 - IS-IS level-2, ia - |S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

n
t
r
o
/
L
i
192.168.30.0/24 is variably subnetted, 5 subnets, 2 masks f
C 192.168.30.4/30 is directly connected, Serial2/0
R 192.168.30.8/30 [120/1] via 192.168.30.14, 00:00:22, Serial3/0 )
[120/1] via 192.168.30.5, 00:00:00, Serial2/0 c
C 192.168.30.12/30 is directly connected, Serial3/0 o
C 192.168.30.64/27 is directly connected, FastEthernet0/0 n
R 192.168.30.96/27 [120/1] v!a 192.168.30.14, 00:00:22, Se:rial310 f
R 192.168.100.0/24 [120/1] via 192.168.30.5, 00:00:00, Serial2/0 ;
g9
c
a
n
n
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R 192.168.101.0/24 [120/1] via 192.168.30.5, 00:00:00, Serial2/0

Prague RIP route

Routerftshow ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-1S, L1 - 1S-1S level-1, L2 - 1S-1S level-2, ia - 1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.30.0/24 is variably subnetted, 5 subnets, 2 masks

R 192.168.30.4/30 [120/1] via 192.168.30.13, 00:00:16, Serial3/0
[120/1] via 192.168.30.9, 00:00:12, Serial2/0

C 192.168.30.8/30 is directly connected, Serial2/0 RIP
C 192.168.30.12/30 is directly connected, Serial3/0

R 192.168.30.64/27 [120/1] via 192.168.30.13, 00:00: 16, Serial3/0
C 192.168.30.96/27 is directly connected, FastEthernet0/0 ng
R 192.168.100.0/24 [120/1] via 192.168.30.9, 00:00:12, Serial2/0 is
R 192.168.101.0/24 [120/1] via 192.168.30.9, 00:00:12, Serial2/0 sho

routi

wn
London running config in
Router#tshow running-config t.he'
Building configuration... listin
) gs
ICurrent configuration : 1294 bytes Router config shows all the

version 12.2 config associated with the

no service imestamps log datetime msec router
no service timestamps debug datetime msec

no service password-encryption
|

Hostname Router

ip cef
no ipv6 cef
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interface FastEthernet0/0
no ip address

duplex auto

speed auto

I

interface FastEthernet0/0.30
encapsulation dot1Q 30

no ip address

!

interface FastEthernet0/0.31
encapsulation dot1Q 31

ip address 192.168.31.254 255.255.255.0
|

ilnterface FastEthernet0/0.32 The inter Vian

encapsulation dot1Q 32 routing config is
ip address 192.168.32.254 255.255.255.0 shown
|

ilnterface FastEthernet0/0.100
encapsulation dot1Q 100

ip address 192.168.100.254 255.255.255.0
|

interface FastEthernet0/0.101
encapsulation dot1Q 101

ip address 192.168.101.245 255.255.255.0
|

interface FastEthernet1/0

no ip address

duplex auto

speed auto

shutdown

I

interface Serial2/0

ip address 192.168.30.5 255.255.255.252
|

interface Serial3/0

ip address 192.168.30.9 255.255 255 252
clock rate 800000

|

interface FastEthemet4/0
no ip address

shutdown

|

interface FastEthernet5/0
no ip address

shutdown

!

router rip

version 2

network 192.168.30.0
network 192.168.100.0 RIP routing is shown here.
network 192.168.101.0
no auto-summary

I

ip classless
|

ip flow-export version 9
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line con 0
|

line aux 0
!

line vty 0 4
login

!

!

!

End

Amsterdam

Router#show running-config
Building configuration...

Current configuration ; 862 bytes
!

version 12.2

no service timestamps log datetime msec
no service imestamps debug datetime msec
no service password-encryption

|

hostname Router

ip cef
no ipve cef

interface FastEthernet0/0

ip address 192.168.30.94 255.255.255.224
duplex auto

speed auto

|

interface FastEthernet1/0

no ip address

duplex auto

speed auto

shutdown
|
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interface Serial2/0

ip address 192.168.30.6 255.255.255.252
clock rate 800000

|

interface Serial3/0
ip address 192.168.30.13 255,255 255 252
|

interface FastEthernet4/0
no ip address

shutdown

|

interface FastEthernet5/0
no ip address
shutdown

|

router rip

version 2

network 192.168.30.0
network 192.168.100.0
network 192.168.101.0
no auto-summary

|

ip classless
|

i'p flow-export version 9
|
|
1
I
|
|
I

line con 0
|

I'ine aux 0
|

line vty 0 4
login

!

!

!

End

Prague running config

Router#show running-config
Building configuration...

Current configuration : 950 bytes
!

version 12.2

no service imestamps log datetime msec

no service timestamps debug datetime msec
no service password-encryption

|

hostname Router
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no ipv6 cef

interface FastEthernet0/0

ip address 192.168.30.126 255.255.255.224
ip access-group 1 out

duplex auto

speed auto

I

interface FastEthernet1/0
no ip address

duplex auto

speed auto

shutdown

|

i'nterface Serial2/0
ip address 192.168.30.10 255.255.255.252
I

interface Serial3/0

ip address 192.168.30.14 255.255.255.252
clock rate 800000

|

interface FastEthernet4/0

no ip address

shutdown

|

interface FastEthernet5/0
no ip address
shutdown

|

router rip

version 2

network 192.168.30.0
network 192.168.100.0
network 192.168.101.0
no auto-summary

|

ip classless
|

ip flow-export version 9
!

éccess-lis‘t 1 deny host 192.168.30.65
access-list 1 permit any

ACL config is shown here
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line con 0
|

line aux 0
|

line vty 0 4
login

|

|

!

end

5. IEEE 802.1Q Encapsulation

Dot1Q encapsulation is a protocol which allows the communication of VLANSs across
switches. Normal Ethernet frames don't include information to specify which VLAN
each frame belongs to, so an extra protocol is needed to send the data to the correct
recipient. To allow data from different VLANS to pass between switches using a
normal link, the Dot1Q protocol trunks the data, separating the frames from each
VLAN. The protocol inserts a tag into each frame containing a sub-frame that has the
VLAN identifier included. This extra tag is read by the switch and the data sent to the
correct recipient.

Good
explanation.

3. Element 3

1.Hardware Setup
This final element requires the use of protocols already used to facilitate the
communication between two PCs and a PLC.

The network topology can be seen below which include the two PCs, a Siemens
PLC, a Cisco 2950 switch and a Cisco 2600 router.

PLC terminal
P-152.168.100.4 QJ

Gateway - 192.168.100.254

VLAN 100 "3-’; Cisco 2600 router
) Trunk gateways
Siemens PLC web server Rowar-#T FOI0.100 - 192.168.100 254
g;_:azgma{.ga;és 101.254 VLAN 101 Routert Fo01 -1z 188107264
taway - 192 168, 5 o
F___# -
PC-PT For 2 Fon
SEMENS PLC -
2950-24 Cisco 2950 swich
VLAN 101 FOrz Swichd FOr for trunk network

Netwark Configuration terminal PC
IP- 182.168.101.3
Gateway - 192 168.101 254
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Below is a photo of the physical setup.

A good image of the system

2. VLAN Configuration

The network is to be configured with two VLANS. To do this first the VLANs must be
named on the switch.

VLAN configuration:
Switch>enable

Switch#conf t

Switch(config)#vlan 100
Switch(config-vlan)#name vlan100
Switch(config-vlan)#exit
Switch(config)#vlan 101

Switch(config-vlan)#name vian101
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Switch(config-vlan)#exit
Switch(config)#:Z
Switch#show vilan

The results of the commands can be seen below. VLAN100 and VLAN101 can be

clearly seen.

£ COM1 - PuTTY,

Swi h#show vlan

lans are configured
xactly the same way as
he CAD design.

The next step is to assign physical ports to each VLAN. In this case VLAN100 will be
assigned port Fa0/4 and VLAN101 will be assigned ports Fa0/2 and Fa0/3.

Setting Ports for Vlans

Switch#conf t

Switch(config)#int f0/2
Switch(config-if)y#switchport mode access
Switch(config-if)y#switchport access vian 101
Switch(config-if)#exit

Switch(config)#int fO/3
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Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 101
Switch(config-if)#exit

Switch(config)#int fO/4
Switch(config-if)#switchport mode access
Switch(config-if)y#switchport access vian 100
Switch(config-if)#exit

Switch(config)#1Z

Switch#

Switch#show vian

The port allocation can now be seen below. The switch is now ready to be set up for
VLAN routing.

> COM1 - PuTTY

Switchfshow wlan

Interfaces are
assigned to the Vlans

BrdgMode Transl TranszZ

100001
100100
100101
101
101003
L 101004
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3. Inter VLAN routing

The connection between the switch and the router needs to be configured to allow
trunked network traffic. This allows the two VLANS to use one connection

simultaneously.

Initialising trunking for ports
Switch#conf t

Switch(config)#int f0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#*Z

Switch#

Switch#show interface trunk

Port Fa0/1 now has trunking enabled.

&2 COM1 - PuTTY

Switch(c

M: Line protocol on Interface FastEthernet0/1, c
‘onfigured from console by console
NEPROTO-5-UPDQWN: Line protocol on Interface FastEthernetls

" for a list subcommands Trunking is configured so
EELaZE TEUAk that the router can be
virtually many routers.

Vians allowed on
1-4094

Vians allowed and activ n management
101

in spanhing tree forwarding state and not pruned

The router also requires configuration to use trunking. Port Fa0/0 will be given sub
addresses of Fa0/0.100 and Fa0/0.101.
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Then the encapsulation protocol will be set for each VLAN and the gateways
addressed in the router.

Subnet interfacing and assigning gateways

Router>enable

Router#conf t

Router(config)#int f0/0

Router(config-ify#no shutdown

Router(config-if)#exit

Router(config)#int f0/0

Router(config-if)#no ip address

Router(config-if)#texit

Router(config)#int f0/0.100

Router(config-subif)#encapsulation dot1Q 100
Router(config-subif)y#ip address 192.168.100.254 255.255.255.0
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#int f0/0.101

Router(config-subify#encapsulation dot1Q 101
Router(config-subif)#ip address 192.168.101.254 255.255.255.0
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#'Z
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Router##show ip interfaces brie

The image below shows the two individual interfaces along with the IP addresses of

the gateways.

& COM1 - PuTTY [(=(E3]
: ; =

ole

stEthernet0/0, chang

EPROTO-5-UPDOVN: Line protocol on Interface FastEthernet0/0, chandg]

Sub interfaces have

K? Method Status been configured so that
Separate gateways can
be implemented.

5 manual up

inistrati

unassigned ¥E administratively do

The configuration of the router can now be checked
Router Config
Routerftshow run

Below the two interfaces can be seen with encapsulation protocols running and
individual gateway addresses.
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& COM1 - PuTTY

This is the report
from the router.

Now the network can be tested by pinging each device.

Initially the PC on the same VLAN as the PLC was tested. The PLC address
192.168.101.2 was pinged from the PC with address 192.168.101.3.

The test was completed successfully as can be seen below.
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+ C:\WINDOWS\system32\cmd.exe

Pinging 192.168.1081.2 with 32 hytes of data:

Sent
» pound t

Ping tests across Vlans to prove
inter Vlan routing.

-168.181 .2
-255 .7
-168.181 .

B1.2 with
2.168.181 .2
2.168.1681 .2:

2.168.101 .2:
2.168

Average =

[C:\Documents & Settings™ ini ator?

The second ping test carried out was an inter VLAN test. Both devices on VLAN101
were pinged by the PC on VLAN100 to ensure the inter VLAN routing was active and

working. Both test were completed as shown below.

C:\Users\Leils>ping 192.168.101.3

Pinging 192.168.101.3 with 32 bytes of data:

Reply from 192.168.101.3: bytes=32 time<{ims TTL=127
Reply from 192.168.101.3: bytes=32 time<{ims TTL=127
Reply from 192.168.101.3: bytes=32 timedims TTL=127
Reply from 192.168.101.3: bytes=32 time< TTL=127

Ping statistics for 192.168.101.3:
Packets: Sent = 4, Received = 4, Lost

Approximate round trip times in milli-seconds:
Minimum = ®ms, Maximum = Oms, Auerage = Oms

C:\Users\Leils>ping 192.168.101.2

Pinging 192.168.101.2 with 32 bytes of data:
Request timed out.

Reply from 192.168.101.2: bytes=32 time=1
Reply from 192.168.101.2: bytes=32 time=1ms
Reply from 192.168.101.2: bytes=32 time=1ms

Ping statistics for 192.168.101.2:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = Ims
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5. Testing with PLC

With the ping test complete, the network can now be tested with real data. The
Siemens PLC has a web server built into it which can be accessed by IP address via
a web browser. The front screen can be seen below. If the page is visible it means
that the HTTP is working correctly across the network.

SIEMENS $7-1200 station_1/PLC_1

PLC_1

-]
» Start Page
Gunwral.
+ Identification Swtion name: 57-1200 sation_1
+ Diagnostic Buffer Moduie name: FLC_1
. — Module type: CPU 1212C ACDCRY . .
* Mo The web front page is shown. This
» Communication
P— can be accessed from browser
» Vasiable Statu . .
: Opacaieg bl NI using the ip address of PLC.
» File: Browses Stahus: v OK
» Liser Finges | GowRUN || Gew sTOR
+ Infrodus fon

Under the ‘user pages’ tab was a test screen configured to show inputs from the PLC

and allow outputs to be selected.

The PLC has a bank of eight switches connected to digital inputs. The configuration
of the switches lights LEDs on the PLC and also changes indicators to green on the

web page.
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200 @ 211 @ 200 53:1 9 a0 @ 550 @ 560 @ 57 @

Ourt0:1 @ Oupu2:0 @ ougusi1 @

The lights should match up. There are also three outputs that can be configuredyes page monitors
PLC inputs and
outputs. The outputs
on PLC can be set
from the web page.

using buttons on the web page. These also correspond to LEDs on the PLC.

A second configuration was also tested as extra proof.
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00 @ 1@ p2:0@ 10 ©@ i@ 3 O e ©@ 1.0 @
oupt0:0 @ Ouge2:1 @ cupasio @ Web page shows
the same

conditions on the
PLC.
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6. Conclusions and Recommendations

Overall the exercise was a success. The task was to configure two networks on one

switch and router using VLAN protocols. This was completed with the use of two

PCs and a PLC which were configured manually by enabling the VLANS, setting up

the trunking and assigning subnets and IP addresses. The network was the tested
using the ping command including devices on the same network and across
networks and also tested using real data to and from the PLC. All the tests were

completed successfully. Conclusion is

reasonable.
Further additions to the network could include a HMI screen for easy access to the
PLC, more PCs to expand the size of the network and wireless capability, allowing

mobile devices to connect to and access other devices on the network.

WirelEss is a valid
recommendation but the
web page is an alternative
for the HMI.
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GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS

54/100

Instructor

PAGE 1
PAGE 2
PAGE 3
Text Comment. Contents list is good.
Text Comment. No list of figures
PAGE 4
Text Comment. Diagramis good and supports your explanation.
PAGE 5
Text Comment. Network Interface Cards are at this layer
PAGE 6
Text Comment. You have explained mot of the required areas except port allocation.
There is only evidence of one source.
PAGE 7
Text Comment. Three ip address classes have been assigned to the LANs
PAGE 8

Text Comment. This is the simplified network which has less WANSs.

Text Comment. Static routing is shown in the router configuration report.



PAGE 9

PAGE 10
Text Comment. Tests show successful for the static routing configuration. Each device is
tested with all other devices.
PAGE 11
Text Comment. RIP routing is configured but there is no configuration samples or testing
carried out for this.
PAGE 12
Text Comment. DHCP is configured in the control router. The network pools are shown.
Text Comment. DHCP test on control router is successful.
Text Comment. The other routers will not work without the helper address.
PAGE 13
Text Comment. Helper address is implemented on other routers.
Text Comment. Tests now show the dynamic address and gateway test is good.
PAGE 14
Text Comment. Dynamic address and gateway is set.
Text Comment. Exclusion address ranges are configured.
Text Comment. DHCP address starts outside the exclusion range
PAGE 15

Text Comment.

Text Comment.

Text Comment.

Exclusion range avoided by DHCP.

Exclusion range avoided by DHCP.

This is the config for the exclusion ranges



PAGE 16

PAGE 17
Text Comment. Router reports all configurations associated with the router. Each router
will report all its configurations so it is possible to check configurations using this report.
PAGE 18
Text Comment. There should be far more relevant sources researched for this element.
PAGE 19
PAGE 20
Text Comment. The CIDR/28 address scheme has been implemented
Text Comment. Tests are successful
Text Comment. This is the dynamic routing table which shows the configuration.
PAGE 21
Text Comment. RIP tables are configured.
PAGE 22
Text Comment. VLSMis correct and has been implemented
PAGE 23
Text Comment. RIP tables for the VLSM network
Text Comment. Tests are successful
PAGE 24

Text Comment. Vian config is good and shows the active Vlans

Text Comment. Encapsulation and trunking is configured which enables the pouter to be
virtually many routers

PAGE 25




Text Comment. Vian addrsses are assigned

PAGE 26
Text Comment. Vians are active and interfaces are assigned.
Text Comment. Trunk configuration on switch is shown
PAGE 27
Text Comment. Tests are successful. Each device is tested against all other devices
PAGE 28
Text Comment. This test shows how the ACL (Active Control List) config can provide
some security by denying ip addresses.
PAGE 29
Text Comment. RIP routing is shown in the listings
Text Comment. Router config shows all the config associated with the router
PAGE 30
Text Comment. The inter Vian routing config is shown
Text Comment. RIP routing is shown here.
PAGE 31
PAGE 32
PAGE 33
Text Comment. ACL config is shown here
PAGE 34

Text Comment. Good explanation.

Text Comment. Topology of the system is shown and identifies the devices connected.



PAGE 35

Text Comment.

A good image of the system

PAGE 36
Text Comment. Vians are configured exactly the same way as the CAD design.
PAGE 37
Text Comment. Interfaces are assigned to the Vians
PAGE 38
Text Comment. Trunking is configured so that the router can be virtually many routers.
PAGE 39
PAGE 40
Text Comment. Sub interfaces have been configured so that separate gateways can be
implemented.
PAGE 41
Text Comment. This is the report from the router.
PAGE 42
Text Comment. Ping tests across Vlans to prove inter Vlan routing.
Text Comment. Ping tests are successful.
PAGE 43
Text Comment. The web front page is shown. This can be accessed from browser using
the ip address of PLC.
PAGE 44

PAGE 45

Text Comment.

Web page monitors PLC inputs and outputs. The outputs on PLC can be

set from the web page.




Text Comment. Web page shows the same conditions on the PLC.

PAGE 46

Text Comment. Conclusion is reasonable.

Text Comment. WirelEss is a valid recommendation but the web page is an alternative for
the HMI.

GRADING FORM: CSG-RUBIC

CHRISTOPHER MILNER 54

RESEARCH-INFORMED LITERATURE

[ )

y"’ Research should include more relevant sources and 3/1 O
images to support the explanations and findings.
Encapsulation headers cannot be explained very
well without the diagrams. 3/10

KNOWLEDGE AND UNDERSTANDING
[ )

y‘ Element1. The simplified network system has been 1 8/30
designed and implemented by defining the
requirements form the larger system. This was done
effectively using three classes of addressing for the
Lans. The RIP routing here was not explained or
tested well. 5.5/10 Element2. The network
parameters were configured for the larger main
network which included CIDR28, VLSM 27 and 30




implementation. This was done and tested. The six
networks were all configured correctly with good
understanding shown. ACL could have been
explained better. 6.5/10 Element3. Practical
configuration was completed and tested. Vlans all
tested good and the PLC was programmed from
across the Vlan using TIA software on a laptop PC.
The web server was accessed using the ip address
set on the PLC. Images were taken to prove the
tests. The HTML program was not listed or
explained in this element and the AWL tag
commands needed to be explained. The web server
configuration should have been explained. 6/10

ANALYSIS

[

y“ Element1. The test results showed the network 1 4/25
operating as expected with no faults. The operation
of the network was explained reasonably well and
the images support the test results. However RIP
was not explained well and not tested in this
element. 2.5/5 Element2. The test results of the
network configuration were good and explained
reasonably well. Each part of the configuration was
tested and explained where needed. No evaluation
has been done for this element. 5.5/10 Element3.
The results from the practical network showed that
the Vlans and inter Vlan routing was configured.
This was confirmed by the programming and control
of the PLC across Vlans. Images support the test
results with this test. There should have been an
explanation of the HTML program and the
configuration of the PLC web server beacause the
PLC tags are accessed via AWS commands. 6/10



PRACTICAL APPLICATION AND DEP.

(

y"’ Element1. Design and implementation was achieved 1 1/20
using good methods by which the address scheme
of the three classes of ip address was designed first
and then applied to the network for testing. Each
LAN was tested individually. WAN networks were
configured once the LANSs tested successful. No
explanation or testing for RIP. 2.5/5 Element2.
Each section of this element was done separately.
The CIDR/28 was implemented firstly and then the
VLSM which is a form of CIDR was implemented
and tested. The Vlans were an add on for this
element just to test a simulation before element 3
practical. The ACL configuration was implemented
successfully. No evaluation. 2.5/5 Element3. Vlans
were configured on the Cisco router and switch.
The PLC program was done using a laptop on a
separate Vlan. The PLC server was downloaded
with a htm file and using the ip address of the PLC
this was tested. No HTML program or web server
was explained. 6/10

SKILLS FOR PROFESSIONAL PRAC.

[

y“ Element1. The quality of this element is good apart 8/1 5
from the lack of sources researched and there was
no list of figures. 2.5/5 Element2. This element
covered all that was required but should have
included an evaluation. 3/5 Element3. This element
covered all areas and the tasks followed the correct
pattern. There were however some parts missing.
2.5/5
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