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Content
s list is
good.No list

of
figures



Diagram is good and
supports your explanation.



Netwo
rk
Interfa
ce
Cards
are at
this
layer



You have
explained
mot of the
required
areas except
port
allocation.
There is only
evidence of
one source.



Three ip address
classes have been
assigned to the LANs



This is the simplified network
which has less WANs.

Static routing is shown in the

router configuration report.
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RIP routing is configured but
there is no configuration
samples or testing carried out for
this.



DH
CP
is
co
nfi
gur
ed
in
the
co
ntr
ol
rou
ter.
Th
e
net
wo
rk
po
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are
sh
ow

n.

DHCP test on control router is
successful.

The other routers will not work
without the helper address.



Helper
address
is
impleme
nted on
other
routers.

Tests now show the dynamic
address and gateway test is
good.



Dynamic address and
gateway is set.

Exclusion address ranges are
configured.

DHCP address starts outside the
exclusion range



Exclusion range avoided by
DHCP.

Exclusion range avoided by
DHCP.
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Router reports all configurations associated
with the router. Each router will report all its
configurations so it is possible to check
configurations using this report.
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The CIDR/28 address
scheme has been
implemented

Tests are successful
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RIP tables are configured.



VLSM is correct and
has been implemented



RIP tables for the VLSM network

Tests are successful



Vlan config is good and shows the
active Vlans

Encapsulation and trunking is
configured which enables the
pouter to be virtually many routers



Vlan addrsses
are assigned



Vlans are active and interfaces
are assigned.

Trunk configuration on
switch is shown
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RIP
routi
ng
is
sho
wn
in
the
listin
gs

Router config shows all the
config associated with the
router



The inter Vlan
routing config is
shown

RIP routing is shown here.







ACL config is shown here



Good
explanation.
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A good image of the system



Vlans are configured
exactly the same way as
the CAD design.



Interfaces are
assigned to the Vlans



Trunking is configured so
that the router can be
virtually many routers.





Sub interfaces have
been configured so that
separate gateways can
be implemented.



This is the report
from the router.



Ping tests across Vlans to prove
inter Vlan routing.

Ping
tests
are
succes



The web front page is shown. This
can be accessed from browser
using the ip address of PLC.



Web page monitors
PLC inputs and
outputs. The outputs
on PLC can be set
from the web page.



Web page shows
the same
conditions on the
PLC.



Conclusion is
reasonable.

WirelEss is a valid
recommendation but the
web page is an alternative
for the HMI.
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PAGE 1

PAGE 2

PAGE 3

Text Comment.  Contents list is good.

Text Comment.  No list of  f igures

PAGE 4

Text Comment.  Diagram is good and supports your explanation.

PAGE 5

Text Comment.  Network Interf ace Cards are at this layer

PAGE 6

Text Comment.  You have explained mot of  the required areas except port allocation.
There is only evidence of  one source.

PAGE 7

Text Comment.  Three ip address classes have been assigned to the LANs

PAGE 8

Text Comment.  This is the simplif ied network which has less WANs.

Text Comment.  Static routing is shown in the router conf iguration report.



PAGE 9

PAGE 10

Text Comment.  Tests show successf ul f or the static routing conf iguration. Each device is
tested with all other devices.

PAGE 11

Text Comment.  RIP routing is conf igured but there is no conf iguration samples or testing
carried out f or this.

PAGE 12

Text Comment.  DHCP is conf igured in the control router. The network pools are shown.

Text Comment.  DHCP test on control router is successf ul.

Text Comment.  The other routers will not work without the helper address.

PAGE 13

Text Comment.  Helper address is implemented on other routers.

Text Comment.  Tests now show the dynamic address and gateway test is good.

PAGE 14

Text Comment.  Dynamic address and gateway is set.

Text Comment.  Exclusion address ranges are conf igured.

Text Comment.  DHCP address starts outside the exclusion range

PAGE 15

Text Comment.  Exclusion range avoided by DHCP.

Text Comment.  Exclusion range avoided by DHCP.

Text Comment.  This is the conf ig f or the exclusion ranges



PAGE 16

PAGE 17

Text Comment.  Router reports all conf igurations associated with the router. Each router
will report all its conf igurations so it is possible to check conf igurations using this report.

PAGE 18

Text Comment.  There should be f ar more relevant sources researched f or this element.

PAGE 19

PAGE 20

Text Comment.  The CIDR/28 address scheme has been implemented

Text Comment.  Tests are successf ul

Text Comment.  This is the dynamic routing table which shows the conf iguration.

PAGE 21

Text Comment.  RIP tables are conf igured.

PAGE 22

Text Comment.  VLSM is correct and has been implemented

PAGE 23

Text Comment.  RIP tables f or the VLSM network

Text Comment.  Tests are successf ul

PAGE 24

Text Comment.  Vlan conf ig is good and shows the active Vlans

Text Comment.  Encapsulation and trunking is conf igured which enables the pouter to be
virtually many routers

PAGE 25



Text Comment.  Vlan addrsses are assigned

PAGE 26

Text Comment.  Vlans are active and interf aces are assigned.

Text Comment.  Trunk conf iguration on switch is shown

PAGE 27

Text Comment.  Tests are successf ul. Each device is tested against all other devices

PAGE 28

Text Comment.  This test shows how the ACL (Active Control List) conf ig can provide
some security by denying ip addresses.

PAGE 29

Text Comment.  RIP routing is shown in the listings

Text Comment.  Router conf ig shows all the conf ig associated with the router

PAGE 30

Text Comment.  The inter Vlan routing conf ig is shown

Text Comment.  RIP routing is shown here.

PAGE 31

PAGE 32

PAGE 33

Text Comment.  ACL conf ig is shown here

PAGE 34

Text Comment.  Good explanation.

Text Comment.  Topology of  the system is shown and identif ies the devices connected.



PAGE 35

Text Comment.  A good image of  the system

PAGE 36

Text Comment.  Vlans are conf igured exactly the same way as the CAD design.

PAGE 37

Text Comment.  Interf aces are assigned to the Vlans

PAGE 38

Text Comment.  Trunking is conf igured so that the router can be virtually many routers.

PAGE 39

PAGE 40

Text Comment.  Sub interf aces have been conf igured so that separate gateways can be
implemented.

PAGE 41

Text Comment.  This is the report f rom the router.

PAGE 42

Text Comment.  Ping tests across Vlans to prove inter Vlan routing.

Text Comment.  Ping tests are successf ul.

PAGE 43

Text Comment.  The web f ront page is shown. This can be accessed f rom browser using
the ip address of  PLC.

PAGE 44

Text Comment.  Web page monitors PLC inputs and outputs. The outputs on PLC can be
set f rom the web page.

PAGE 45



Text Comment.  Web page shows the same conditions on the PLC.

PAGE 46

Text Comment.  Conclusion is reasonable.

Text Comment.  WirelEss is a valid recommendation but the web page is an alternative f or
the HMI.
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RESEARCH-INFORMED LITERATURE

18/30

KNOWLEDGE AND UNDERSTANDING

GRADING FORM: CSG-RUBIC

CHRISTOPHER MILNER 54

Research should include more relevant sources and
images to support the explanations and findings.
Encapsulation headers cannot be explained very
well without the diagrams. 3/10

Element1. The simplified network system has been
designed and implemented by defining the
requirements form the larger system. This was done
effectively using three classes of addressing for the
Lans. The RIP routing here was not explained or
tested well. 5.5/10 Element2. The network
parameters were configured for the larger main
network which included CIDR28, VLSM 27 and 30



14/25

ANALYSIS

implementation. This was done and tested. The six
networks were all configured correctly with good
understanding shown. ACL could have been
explained better. 6.5/10 Element3. Practical
configuration was completed and tested. Vlans all
tested good and the PLC was programmed from
across the Vlan using TIA software on a laptop PC.
The web server was accessed using the ip address
set on the PLC. Images were taken to prove the
tests. The HTML program was not listed or
explained in this element and the AWL tag
commands needed to be explained. The web server
configuration should have been explained. 6/10

Element1. The test results showed the network
operating as expected with no faults. The operation
of the network was explained reasonably well and
the images support the test results. However RIP
was not explained well and not tested in this
element. 2.5/5 Element2. The test results of the
network configuration were good and explained
reasonably well. Each part of the configuration was
tested and explained where needed. No evaluation
has been done for this element. 5.5/10 Element3.
The results from the practical network showed that
the Vlans and inter Vlan routing was configured.
This was confirmed by the programming and control
of the PLC across Vlans. Images support the test
results with this test. There should have been an
explanation of the HTML program and the
configuration of the PLC web server beacause the
PLC tags are accessed via AWS commands. 6/10



11/20

PRACTICAL APPLICATION AND DEP.

8/15

SKILLS FOR PROFESSIONAL PRAC.

Element1. Design and implementation was achieved
using good methods by which the address scheme
of the three classes of ip address was designed first
and then applied to the network for testing. Each
LAN was tested individually. WAN networks were
configured once the LANs tested successful. No
explanation or testing for RIP. 2.5/5 Element2.
Each section of this element was done separately.
The CIDR/28 was implemented firstly and then the
VLSM which is a form of CIDR was implemented
and tested. The Vlans were an add on for this
element just to test a simulation before element 3
practical. The ACL configuration was implemented
successfully. No evaluation. 2.5/5 Element3. Vlans
were configured on the Cisco router and switch.
The PLC program was done using a laptop on a
separate Vlan. The PLC server was downloaded
with a htm file and using the ip address of the PLC
this was tested. No HTML program or web server
was explained. 6/10

Element1. The quality of this element is good apart
from the lack of sources researched and there was
no list of figures. 2.5/5 Element2. This element
covered all that was required but should have
included an evaluation. 3/5 Element3. This element
covered all areas and the tasks followed the correct
pattern. There were however some parts missing.
2.5/5
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