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Introduction
Many if not most or all organisations have a need to accurately record attendance of their members at a place of work or learning. Schools, colleges and universities need to know that students have attended their classes. Sometimes government funding depends upon it . Companies need to know who is showing up for work, where and when. Administration of paper-based systems used every day over a large membership can take not insignificant amounts of the organisations resources . Paper based systems can contain inaccuracies through human error or intention.
So there is a need for a convenient electronic system to verify that members who were expected to attend a session of some sort did so and to record that attendance in the organisation’s digital records.
Such a system should be quick and uncomplicated, so that using it is neither seen as an imposition nor an impediment to speedy entrance to the session. It should be deployable for multiple sessions at the same time without corrupting centrally held records.
Therefore, employing recent advances in RFID/NFC and microcontroller technology, this project explored the feasibility of key aspects of such a system’s creation and deployment.
Its aims were to test the hypotheses that:
1. An electronic system can be deployed to automate the validation and recording of attendance for a specified session.
2. Attendance can be validated and recorded using a portable RFID/NFC card reader in multiple locations concurrently and independently.


[bookmark: _Toc48498561]Background Research
This section will …………
TODO: Sort out conflicting tenses
A need was seen for an apparatus to model the problem in order to test the hypotheses. To gain competence with the technologies involved, a review of the relevant literature was conducted. Various possible alternatives for the different aspect of the problem were investigated and detailed below. Related work in the field was also investigated to avoid duplication, evaluate alternative approaches and learn from previous solutions and attempts at solutions.
[bookmark: _Toc48498562]System Architecture
[bookmark: _Toc48498563]Software
It is a paradigm of good software design [1], [2] that the responsibilities of each part of a system should be defined as narrowly as possible, ideally that it should do one thing well. The term for this is ‘high cohesion’. A closely related idea is that one part should relate to others in such a way that alterations to it, or a replacement can easily be made without the need to change the other parts. This quality is called ‘low coupling’ [3].
A system to use input from RFID tags in order to quickly, reliably and conveniently register students as present in a classroom at a certain date and time will need, broadly speaking, the following architectural elements:
1. A subsystem to read the tags. This will extract information from a proffered tag and output that information to the rest of the system in an appropriate format. Since an educational institution large enough to need an automated attendance system will have many classrooms and will run more than one class at a time, there will need to be many instances of this subsystem.
2. A database subsystem containing information necessary for authorisation of input from the reader (i.e. information about the university’s students, the subset of them who should be in attendance, the relevant module and its class schedule) and a record of the results of that authorisation (i.e. a validated record of attendance).
The powerset of attendees is institution wide and information about them should be controlled by the institution’s administration. So, A subsystem to accept input from both of the above subsystems, write output to them and perform the business logic necessary to achieve the overall aims of the system. This subsystem should, conceptually, sit between the above two subsystems acting as a conduit and manipulator of information between them. This sort of subsystem is known as a server as it will serve data from the database to the multiple tag reader instances and use information from them to update the database records [4] [5]. 
[bookmark: _Toc48498564]Hardware
What follows is an analysis of the hardware needs of a system such as is proposed here.
An educational institution will have multiple lecturers using multiple rooms. Most likely, they will change rooms one or more times per day. Therefore, a reader will need to be assigned to each lecturer or each room.
If the choice is made to have one in each room, readers can be permanently mounted somewhere near the front of the classroom or simply live on the front desk or somewhere else convenient and can have either a wired or wireless connection to the LAN and thence to the server. If they are assigned to individual lecturers who carry them from room to room, there is a greater need for portability. In this case a wireless connection becomes more attractive, although if mains sockets or USB equipped computer equipment are sure to be conveniently located where a portable reader might reasonably be located, a wired connection is still doable.
In either case, a disadvantage to choosing wireless connectivity is the risk of man-in-the-middle attacks. This can be ameliorated by network security measures such as SSH or HTTPS. TODO: cite. Once security concerns have been addressed, the convenience
There should also be an alternative input system in case students forget their tags. This could be a network application accessed through a desktop computer in each classroom or tablets in the possession of lecturers.
The other two components are not constrained as to where they are physically housed. Since the purpose of the system is to update the records of attendance of the institution overall, the database subsystem should exist only once so that conflicting updates don’t result in data corruption. Likewise, good design dictates a single logical instance of the server software, capable of handling the multiple instances of the reader/alternate input subsystems.
1 Due to the shape of the above system, it lends itself to implementation in a computer system design paradigm called a Three-Tiered Architecture [6]. In a three-tiered system, information harvested from the front end, in this case the reader/alternate input module, is processed by the middleware module, and stored in a data storage module, in this case the database. These three tiers are logically decoupled so that components of the system can be swapped out without requiring change in the rest of the system. The different components will usually be running on separate hardware  [7]. In this model, the middleware runs on one or a cluster of servers. The database and a Database Management System (DBMS) are also on one or more separate machines.	Comment by Eben Stewart (P115266): Is Client/Server paradigm better? Which one or both?
Ask Tim.
[image: ]
Figure 1  a typical three-tiered system [8].

[bookmark: _Toc48498565]RFID Subsystem
Radio Frequency Identification (RFID) systems are about one-way communication, a reader reading tags, sometimes many at once [9]. They are specified by a range of standards from the International Standards Organisation (ISO), which develops standards for technological product design which are widely accepted across a wide range of industries [10]. Relevant RFID standards are : ISO 15693, ISO 18000, ISO 14223 and ISO 14443 [11].
To gain context on contemporary RFID systems, it is beneficial to look at the history of the technology. A brief look at the salient characteristics of RFID and the terminology involved will help in understanding its evolution.
RFID tags can be either actively or passively powered. Passively powered tags use the energy of the incoming radio emission to power their circuits. There are a variety of ways this can be achieved, some depending on the range at which the interaction is effective. In some cases, and especially historically, this is can be called reradiated or reflected power. 
[bookmark: _Toc48498566]Active vs. Passive tags
Active tags get their power from batteries or another power source such as solar panels. Passive tags have the advantages of miniaturisation in size and weight and not going offline due to dead batteries, but their range is very limited, from a centimetre up to a few meters depending on the type [11]. Active tags have greater range, up to 100 meters, and can actively send or ‘beacon’ their information. But they are bulkier due to the need for batteries or another power source TODO: cite.
As this project will involve tags that must be carried around constantly by students, they should be small, lightweight and not likely to run out of charge. Passive tags have the advantage here and so will be the main focus of what follows.
[bookmark: _Toc48498567]RFID History
The manipulation of reflected radiation to obtain information goes back at least to the invention of radar in 1922 [12].  Radar works on a macro scale by bouncing radio waves from distant object to determine their position and velocity. The objects in question are not specially prepared for detection and in many cases are designed to be as undetectable as possible [13]. This stands in contrast to contemporary RFID tag and reader technology, where the tag is designed to hold a relatively sophisticated set of information and transmit it using power harvested from radiation emitted by the reader. It has taken almost a century to get from there to here.
Identification of and differentiation between friend and enemy is a perennial problem for the military. There is a story that during WW2 it was noticed that German fighter planes would roll in a particular way in response to a radio signal from the ground. Apparently this changed the polarisation of their radar reflection, identifying them as friendly to the German artillery [14]. If true, this would be perhaps the first use of radio frequency for identification of the reflecting body using ‘electromagnetic backscatter’ [15].
Harry Stockman, in his seminal 1948 paper “Communication by Means of Reflected Power [16] explored the idea of encoding information by purposefully modulating the reflecting or reradiating properties of the target, which is then recovered at the transmission source. In his system, physical properties of the reflector would be actively modulated (picture rotating three-sided reflectors of varying sizes rotating at varying speeds) resulting in modulation of the returning reflected wave.

[image: ]
Figure 2  One of Stockman's reflecting turrets, with his original caption [16].

Identification Friend or Foe (IFF) system development has continued to be a high military priority. It drove much early work in technologies related to RFID, such as long range transponder systems [17]. Many of these systems involved active powered response transmission by friendly aircraft [14].
This idea was further refined by D.B. Harris in 1956 in his idea for a battery-less walkie talkie that would fit inside the handle of an old-style telephone handset [18]. Unlike Stockman’s idea, the reflected wavelength would be modulated electronically.
By 1977 a patent was brought, by a company called Sensormatic [19], for the development of small electronic tags that simply declared their presence when brought into a zone covering, for example the entrance of a shop, where an electromagnetic field would be generated by a reader with appropriately placed antennae. These were small enough as to not be easily detectable by a would-be shoplifter. They were incorporated into a simple, cheap anti-theft system called Electronic Article Surveillance (EAS) [19].
Around the same time, work was being done to encode enough information on tags to uniquely identify them and by extension the objects to which they were attached. At the same time, more sophisticated electronic systems were being incorporated to manipulate the resulting information.  Some early drivers for this were commercial and governmental desires to develop systems for animal and vehicle identification [20] [21].
By 1981, James Rodian [22] had developed a system where a transponder unit, carried by an animal, coupled with a stationary microprocessor/transceiver unit, were used to uniquely identify members of a herd of animals. The animals’ movements were automatically tracked, and discerned behaviour patterns were used to detect the onset of oestrus, which is a matter of some importance in the dairy industry both for breeding control and milk production. The transponder held two distinct fields, one to identify the animal and one to hold its ‘activity count’ which counted movements past the stationary transceiver. The microprocessor system, which was programmed in assembler, verified, collated and printed out the resulting data [22].
Most germane to this project, in 1985, Charles Walton applied for a patent for an ‘Electronic Proximity Identification System’ [23] using a portable card containing an electronic circuit which could store a digital identification code in memory and radiate it using energy harvested from a reader. The reader would transmit a carrier wave from which the circuitry on the card would generate a secondary frequency that would encode the identification code and transmit it such that the reader could read it.
By the early 1990’s, fully functional electronic toll collection systems had been deployed in several of the United States. Some of these systems were able to read the tags of the others as well as their own [12]. The E-Z Pass system was developed and used by tolling authorities of several States in the American Northeast [12]. It is still in use today and uses active tags for the greater range necessary to identify a moving car by a reader mounted beside or over a toll collection lane. The toll is automatically deducted from a prepaid account [15].
MORE HERE?

[bookmark: _Toc48498568]Contemporary RFID
Today, RFID technology is ubiquitous. Contemporary RFID tags can and often do carry data beyond simple identification. They are often part of complex software systems for which they are a form of input, but use cases vary widely. 
At their simplest, the one bit EAS tags are still in use [11]. However more sophisticated tags can hold larger information sets, up to several kB. This is enough to hold unique IDs for very large sets of items. The ways this information is collected and handled can be complex.
In warehouses where stock is kept track of through labelling with passive tags, a reader can read many tags at once, depending on its range and update the system according to the company’s needs. RFID technology has become ubiquitous in this sector TODO: cite.

[bookmark: _Toc48498569]RFID Reader
An RFID reader is a device which transmits a signal to be received by an RFID tag. It then receives a responding signal from the tag, decodes it and converts it to a format understandable by the rest of the system for which it is provides input. 
Most usually, it acts as an input node in a system that may have many such. For example, an automated toll collection system would need a reader over each lane at each highway exit, as well as at entrances, if the toll was charged according to distance travelled. It would read vehicle identification and owner account information from a tag mounted in the vehicle. This information would be read as the vehicle passes under the reader.
A reader may be stationary or movable. For example, it may be built into a shop entrance or a door lock, a handheld device [24]. Given the state of the art of electronic miniaturisation, the actual minimum size necessary for the hardware to function is so small as to make loss or theft too easy; therefore size can be determined by intended usage.
It needs power to function, either from an external source or a battery; nor does the antenna need to be fixed to the rest of the reader hardware apart from the wiring. It could be handheld [25] [26]. Costs for these range in the hundreds to thousands of pounds [26]. They can connect to the rest of the system in many ways, by various wireless technologies including Bluetooth, wifi and cellular. They need a power supply, which could be mains power or battery.
MORE TECH EXPLANATION

[bookmark: _Toc48498570]Passive RFID Tags
The tags are small and cheap  (at the time of writing, passive tags can cost as little as USD 0.30 each [27]) thus lend themselves to deployment in large numbers in any one system. They are often attached to objects or issued to people to carry, most often for purposes of quick and easy automated identification. They can be deployed inside animal or human bodies, embedded in student or employee identification cards, in product labels or inside products themselves CITE.
Tags are usually built using CMOS circuitry, which is a technology for constructing integrated circuits. Passive tags are powered by the electromagnetic field produced by the reader. When a tag comes into the field, its antenna picks up the energy, rectifies it and steps up the voltage so it can power the tag’s microelectronics. No battery means it can last until it gets broken somehow, potentially decades. There are three different frequency ranges used for these:
	LF or Low Frequency – 128 kHz ish
	HF or High Frequency – 13.56 MHz with range up to 3.5m
	UHF Ultra High Frequency - 868/915 MHz
	Other frequencies are used on a case by case basis [11]. 
There are a few somewhat different technologies that come under the umbrella of RFID, different ways to get information from a passive tag to a reader. The most pertinent for close range operation is Close-coupling which operates at range from contact up to 1cm at frequencies ranging from DC to 30 MHz. The RFID Handbook says they are used in high security applications that don’t require much range ‘such as electronic door locks’ and smart payment cards [11]. 
Inductive-coupling, takes advantage of the ability of the reader to detect disturbances in its antenna’s field caused by changes in the load across the tag’s antenna. The tag actively modulates its load to send data. This operates at ranges up to 1m, within what is called the ‘near field’ of the reader’s antenna.it can work in either the LF or HF frequency ranges [11] modulation of ‘backscatter, or reflected radiation is a longer range technique [11] [28]. There are other technologies which could be used such as Surface Acoustic Wave (SAW) devices or tuned resonators TODO:cite.TODO: CHANGE CITATION Nos.
[bookmark: _Toc48498571]Client Hardware
It seemed reasonable ………
[bookmark: _Toc48498572]Arduino
The Arduino range of  TODO: write Arduino section	Comment by Eben Stewart (P115266): TODO: write Arduino section
[bookmark: _Toc48498573]Server Software
TODO: Remove term ‘middleware’
EXPLAIN HEIRARCHICAL RELATIONSHIP CLIENT-SERVER……….
In a system such as is considered here, the server software would take the information from the tag being read by the RFD reader and validate it against the records of enrolled students and the module’s class schedule, both of which would be stored in the database. Relevant datetime information would be supplied by the system clock.
In the case of successful authorisation of the student as eligible to attend a particular class in a particular room at a particular time, it would then add certain identifying information to the attendance record for that date/time for that class, marking the student as in attendance. If validation was denied, a different scenario would apply. MORE - START HERE
[bookmark: _Toc48498574]Programming Languages
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Development of C started in 1969 to aid in the development of Unix [29] and it is still very widely used. Windows [30], Mac OS and Linux kernels are programmed largely in C as are many the most popular databases in the world, including MS SQL Server, MySQL, Oracle and PostGreSQL. These vast, complicated applications generally place a high priority on efficiency and speed, both of which are seen as qualities of the language. It has become one of the most widely ported languages in the world [31] [37].
C has a high enough level of abstraction to allow for portability of source code between a wide range of architectures and for a relatively concise syntax (meaning that quite a lot of functionality can be expressed in relatively few lines of code, at least compared to assembly language.)   Yet, C maintains the ability to directly manipulate memory at the byte level through the use of address pointers, combined with the use of static typing. Combining these  two concepts, memory locations and the values stored in them can be accessed through the use of ‘pointer arithmetic’ [32].
C maps closely to most implementations of assembly language from which machine code is assembled, which is what a CPU actually executes [33]. That plus its lack of computationally expensive error checking routines and garbage collection make it ideal for use on devices with constraints on computing power, such as embedded devices and micro controllers. It allows a programmer to manipulate memory at a very low level and in other ways provides functionality unencumbered by the overhead of any more than minimal amounts of error checking.[34]. 
The trade-off for control is assumption of responsibility. C programmers must know how not to, for example, overwrite their operating system through buffer or stack overflows . The language will not prevent one from doing so [35]. 
It is a procedural language, meaning that it is structured around a programming style based on calling procedures, also known as functions, which are reusable, discretely parcelled up sets of instructions for the computer. The main paradigm is for the computer to follow a set of instructions executing stored procedures when they are called in the code and letting them fall out of memory when they have run their course. 
While not specifically designed for Object Oriented style programming (OO), C contains complex user defined types called ‘structures’ which differ from classes only in that their internal data is not hidden by default, so object orientation can still be done in C although it lacks other features of the language that would make this convenient. 
[bookmark: _Toc48498576]C++
Written by Bjarne Stroustrup, a colleague of Ritchie and Thompson at Bell Labs, C++ is very nearly a superset of C in that there are very few programs written in C that cannot be compiled in C++ [36]. Originally named ‘C with classes’ [37] [38], a key aim is to facilitate OO by enhancing C with features designed to facilitate the definition of user defined types, here usually called classes [36]. 
While still based on the serial execution of sets of instructions, C++’s OO programming features make it easier to develop large scale, complex programs. More fully developing the concept of data hiding, classes are meant to enable the instantiation of objects of that type which model real world objects or concepts. These interact, in this programming style, in a complex set of relationships facilitated by the language features [36].
While they can be very powerful, employing the more advanced features of C++ can necessitate a greater use of computational resources compared to more minimal procedural languages (assuming equally well engineered code). Thus, injudicious use of some features can make it run more slowly or poorly on resource constrained devices [39]. Like C, C++ makes pointers available and eschews some more resource heavy safety features, such as garbage collecting, so programmers must assume responsibility for aspects of their code such as preventing memory leaks.
[bookmark: _Toc48498577]C# 
TODO
[bookmark: _Toc48498578]Messaging Protocols
Portable tag readers and alternative client systems need to be in communication with the server software. As they will be on separate machines connected by a network, messaging of some sort is necessary. There are a few different ways to approach this.
[bookmark: _Toc48498579]Websockets
Sockets are low level artifacts that act as bi-directional virtual pipelines between two applications. These can be on the same machine or on different computers. Setting up a set of connected sockets involves port to port communication using a transport level protocol [40].
Websockets are an (OCI) application layer, browser implemented messaging technology using sockets over TCP [41]. <Work on this sentence
Once the connection is set up, it can be kept open for continuous streaming back and forth between endpoint applications with relatively little overhead [42]. This is the protocols strong point and main use scenario. However, minimal individual message overhead means the need to store connection state on the server for the life of the connection [41]. If messages are short and intermittent, the cost of keeping the socket pair connection continuously open while there is relatively little traffic can be expensive.
Web sockets are initialised using HTTP but immediately ‘upgrade’ the connection to the WebSocket protocol [41]. Communication is asynchronous and unconstrained by predefined pattern, in that either side can initiate a message at any time during a session [42]. In other words, communication is not constrained to a request/response pattern. Less structural constraint means more freedom to customise interactions as needed for efficiency, but also means initial setup must be more involved to communicate messaging parameters [41].
RESTful HTTP
REpresentational State Transfer (REST) is an architectural style for designing structured networked communications. It is a set of design principles, often expressed as constraints, which, when followed, facilitate the implementation of a highly scalable, inter-operable and extensible communication interface [43].
RESTful services utilise the already ubiquitous Hypertext Transfer Protocol (HTTP and the secure HTTPS) to pass messages in a structured manner, as http request/response pairs. Requests take the form of http verbs such as GET, POST, PUT and DELETE (to name the most relevant) which mirror database operations. This makes RESTful communications particularly useful for systems naturally fitting the client/server model with relatively short, isolated data driven (request driven?) interactions. Constraint to a  standardised interface allows implementation reuse for provision of a variety of services, but lack of bespoke tailoring can lead to performance inefficiencies [44].
RESTful Services seem appropriate for applications where messaging is sporadic and latency concerns are unimportant. If the characteristics of an application’s messaging conforms to a request/response format and other aspects of REST’s constraints, then implementation using  a RESTful service will allow the application to rely upon the service to deliver data in a conveniently predictable format.

XML
XML is a platform independent markup language, similar to html, but developed for representing data in such a way as to facilitate serialisation and transfer over the internet [45] [46]. XML tags are not predefined as HTML tags are. They are defined by the document creator [45], [46], thus there is no standard set of them, nor limit to their number.  XML requires parsing software on the client [47]. 
JSON
JavaScript Object Notation (JSON) is a lightweight, text based, easily human readable format for storing data. Although based on Javascript’s object literals, it is independent of any programming language. Newer than XML, it has quickly become widely used as a medium for transferring serialised data over the internet [48]. 
JSON syntax is sparse and uncluttered. Data types include only strings, numbers, Booleans and null, syntax is created by six ‘structural’ characters [48] making it visually less cluttered. It is really just a format. JSON is significantly faster than XML and uses far fewer resources [47] [46].

[bookmark: _Toc48498580]Database Choices
Still TODO
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[bookmark: _Toc48498583]Related Work
This section looks at papers by other authors that bear a relation to this investigation. They have been reviewed to assess prior examples of the art and to avoid duplication of research. Evaluations have been made as to the merits of the approaches used relative to that planned for this research.
[bookmark: _Toc48498584]Radio Frequency Identification (RFID) Based Conference Registration System
[bookmark: _Toc48498585]Nordier, L.J. & Sinha S.
2007

In 2007 Singha et al developed a system to be used  to do two things: to register arriving delegates at a conference and to facilitate those delegates access to files stored for them in a database presumably operated by the conference organisers and hosted by the conference venue.
A key feature of their system was that delegate identification was accomplished via the reading of RFID tags distributed to the delegates presumably during the run up to the start of the conference.
What they found and how they found it


LAS: Web-based Laboratory Attendance System by 
integrating RFID-ARDUINO Technology 
Arbain, N. et al.

This paper describes a web based attendance system using an Arduino as a microcontroller interacting with an rfid reader, an LCD display, a buzzer


[bookmark: _Toc48498586]Methodology
In this chapter an outline is provided of the methods used to investigate the truth of the hypotheses.
[bookmark: _Toc48498587]Research Methodology
[bookmark: _Toc48498588]Aim
The aim of this project is to test two hypotheses:
1. Wireless and RFID/NFC technology can be deployed to automate the validation and recording of attendance for a specified taught session.
2. Attendance can be validated and recorded using portable RFID/NFC card readers in multiple locations concurrently and independently.
In order to test these hypotheses, first a review of the relevant literature was conducted. The technologies explicitly referenced in the hypotheses were investigated along with reasonable alternatives to them. An overall architecture for structuring the software was researched as well as alternative hardware solutions. 
Then an investigation and evaluation of similar projects by other researchers was done in order to learn from prior art and avoid duplication.
[bookmark: _Toc48498589]Literature Review
TODO: EXPLAIN WHY DO LIT REVIEW
[bookmark: _Toc48498590]Testing Hypotheses
In accordance with the results of these investigations, it was determined that to test these hypotheses, a stripped-down hardware and software system which would at least minimally fulfil the criteria specified is needed. This system would approximate the functionalities that must be in place for the system to work as designed, therefore proving (or disproving) the hypotheses.
[bookmark: _Toc48498591]Success Criteria
The hypotheses will be judged to be proven or not proven based on the system’s ability to pass the success criteria set out for it below. These criteria are described here in a logical sequence, each test deriving relevance from the success of those before.
Hypothesis One
For hypothesis one to be considered true, the system must be able to do the following:
Firstly, it must be established that the client and server can communicate meaningfully. Breaking that down into discrete success tests, the system must be able to pass a message wirelessly from a portable reader to a central server and then back from the server to the reader. The reader must be able to read a card’s identifier and transmit it to the server. The server must be able to send a confirmation to the reader that it has successfully received the identifier.
Once the ability to read a card ID and send simple messages back and forth between the client machine and server is established, the ability of the server application to read stored records will be tested. Discrete tests for this will be that the server must be able to read a data structure or text file acting as the permanent data storage containing one or more test records, be able to validate the received card identifier against the data storage and also communicate the result to standard output (for verification purposes).
If it can be shown that the system can read stored records, its ability to combine the above functionality will be tested. To this end, the server must be able to notify the card reader of whether or not the captured card identifier is valid once it has been through the validation step and the card reader must, in turn, be able to display this result  on its display screen as well as produce an audible notification.
Lastly, the system must be able to modify the record associated with a card to indicate attendance at a session.
Lastly, the system must be able to function as above for the reading of multiple cards successively, until all of a set of cards have been read.
If all of the above functionality can be shown to exist, along with competent handling of alternative scenarios, hypothesis one will be considered true.
Hypothesis Two
For the hypothesis to be considered true, the system must have at least two card reader clients each of which can, when used with a different set of cards, function independently and concurrently as specified above. The server must be able to handle this independent and concurrent functioning with no apparent delay nor data loss during client/server communication. The server must also be able to query and update relevant records in the data store accurately, without data corruption.
[bookmark: _Toc48498592]Developmental Methodology
Due to Covid-19 the researcher will be working in isolation away from any educational establishment and without test subjects. Therefore accommodations will be made for these conditions. Recognised methodologies for developing software such as Scrum and Test-Driven Development are designed to facilitate development teams working together and foster mutual understanding within the team and with other stakeholders, such as customers. Therefore they are of limited usefulness for this investigation. Techniques used in this research will draw from these methodologies those aspects that seem applicable to the conditions in which this work will be undertaken.
[bookmark: _Toc48498593]Feature-Driven Development
The foundational approach that will be taken in developing code for the system will be to take the success criteria as features and code toward their implementation. The logical sequence in which the criteria naturally build upon each other toward ultimately providing a definitive test of the hypotheses provides a natural sequence to follow for implementation.
[bookmark: _Toc48498594]Applicable Development Techniques
Kanban
[image: ]A Kanban board will be used to visualise and organise the workflow. A Kanban board is the central artifact in the Kanban method which is in turn a key technique of Lean thinking, a Japanese manufacturing methodology which has been successfully applied to software development. Kanban emphasises a continuous flow of work rather than working in batches or sprints. A key element is to limit the Work In Progress (WIP) being attempted at any one time to a manageable amount [49].Figure 3 Kanban example

A Kanban board consists of an actual or software board with columns matching steps in a developer’s or a team of developers’ workflow. Column titles can be as simple as ‘To Do’, ‘In Progress’, and ‘Done’ or can be more elaborate. The first (leftmost) column is a pool of items waiting to enter the flow, the last (rightmost) column is work should contain work finished to the point where it is now out of the workflow. All the columns in between should have WIP limits set on them based on the capacities of the team or individual to get that work done within a reasonable time window [50].
UML
[image: A close up of a map

Description automatically generated]There will be judicious use of Universal Modeling Language (UML) diagrams to facilitate visualisations of components’ relationships. UML is a set of diagrammatical notation which is the standard for software development [51]. These diagrams are very useful for planning and teasing out relationships in complex sets of classes that may make up a software system [52].Figure 4 UML class diagram example

[image: ]User Story MappingFigure 5 User Story Mapping example

User Stories are a widely used notation technique in Agile development [53]. A core strength of User Stories is working conversationally with stakeholders to tell a story about the product from the points of view of users to capture requirements of a project [54] [55]. Conversational style statements are elicited which must fit into a structured format [55].  The mapping technique arranges these statements, written on cards of some sort in a series of flows horizontally. Each statement is broken down into components in another series of cards underneath it on the vertical axis [54].
A modified version of the User Story technique will help to assess and evaluate the success criteria for the hypotheses by adopting the viewpoints of a variety of users of the system in order to investigate the completeness of the feature set derived from the success criteria. The technique will be adapted to lone working.


[bookmark: _Toc48498595]Design and Implementation
This chapter documents the analysis of the specific requirements of the test apparatus, the hardware and the software, and its designing and implementation. Relevant technologies have been discussed in a theoretical sense in the review of literature in chapter Two. In the first section of this chapter,  choices of which are appropriate for this implementation are explained based on that discussion.
The test system must emulate key practical aspects of a real deployable system, so an analysis of the features required for such a deployable system is made here.
Limitations imposed by the Covid-19 pandemic and time made it impractical to elicit requirements by means of interview, planning meeting or survey  or User Story Mapping informed by these methods. Therefore the report author relied on his own analysis of requirements using information and insights garnered through the review of literature conducted as well as his experience as both a student and educator and some discussions with University of Wales Trinity Saint David (UWTSD) AD19 Computing Department teaching and administrative staff. 
[bookmark: _Toc48498596]Hardware
[bookmark: _Toc48498597]Requirements Analysis
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A Client/Server architecture was chosen to implement the test system since that fits well with the conception of a centrally hosted application communicating and coordinating one the one hand with multiple, independent resource constrained devices, operating in many locations concurrently and on the other hand handling, for these, requests for data and optional record modification in a unique data storage system
[bookmark: _Toc48498600]Client
Although there are advantages to permanently mounted devices, such as wired connectivity and mains power, the case for portable devices is supported by occasional logistical requirements that taught sessions change location unpredictably, as well as adaptability of device deployment location in the classroom.
One requirement of a reader from a security standpoint is that each instance of  a card reading should be recognisable by the person present in the classroom who is responsible for the accuracy of the attendance record, for example, a lecturer. Since this responsible person may reasonably be presumed to have other responsibilities which might prevent them from concentrating on a display screen each time a student presents a card to be read, an auditory signal should be emitted, for example, a beep for read success and a buzz for read failure.
Moreover, for fraud prevention, it should be obvious to the responsible person exactly who is presenting the card to the reader and that only one card is read per person. A reader permanently mounted by the room entrance or passed around among seated students, whose movements may be obscured by partitions or equipment, does not address this requirement. Therefore, for the above reasons, the card reader should be portable enough to be easily transportable to the session location  and repositionable by the responsible person, but not so small as to be easily misplaced. For the same reasons of portability, it should be self-contained, not needing to be physically connected to anything. It should therefore perform all the clientside  processing itself and connect to the server via the building’s wifi.
Server
As the server software should be on the hosting institution’s central computer system, connectable to via an institution wide network, the assumption of the existence of such a system and network is a necessary prerequisite to this investigation.
Data Storage
Since an existing educational institution will almost certainly have a pre-existing  data storage system or will acquire one based on requirements and decisions at least partly outside of the scope of this investigation, a rudimentary placeholder data store holding a simple few records, held in a text file, sufficient to test the hypotheses will suffice for the test system. This will be hosted on the same computer upon which the server is hosted.
[bookmark: _Toc48498601]Configuration
The hardware configuration chosen for the test system’s client RFID reader device consists of an Arduino Uno WiFi Rev2 [56] with an MFRC522 RFID reader module [57] attached via a breadboard and connecting wires. The whole is mounted on a plank. For true portability, a battery pack would be used as the power source. However, since the experiment is, during lockdown, being conducted in the researcher’s study, the present use of a mains power connection suffices to test the hypotheses under investigation.[image: ]Figure 6 the test apparatus - the client RFID reader

Arduino
The Arduino family of boards was chosen because of their size and weight, versatility, copious ,well written and thorough documentation, because they can be programmed with C++ using OO, because there is a huge range of libraries to use with them and because the compiling and uploading of the software is made extremely easy by the default programming environment, the Arduino IDE.
The first board to be chosen was the Arduino Uno, however, very early on, as the requirements were resolved, it was decided to emulate deployment parameters more closely by switching to a WiFi enabled board. 
[bookmark: _Toc48498603][image: ARDUINO UNO WiFi REV2]Arduino UNO WiFi Rev2Figure 7 Arduino UNO WiFi Rev2

The UNO WiFi Rev2 is powered by an Atmega 4809 microcontroller which has 48KB of flash memory for storage of application code and 6KB of volatile SRAM for storage of program variables during runtime [58]. This makes it one of the more powerful Arduino boards. The main reason it was chosen is because of its integrated WiFi module, allowing the assembled test client device the portability found to be necessary through the literature review and requirements analysis for testing the hypotheses.
[bookmark: _Toc48498604]RFID Reader
[image: ]The MFRC522 module was chosen because there was a library written for its use with the Arduino that was compatible with the Uno WiFi Rev2 and because it operates at distances of up to 50mm [57], making unintentional card reads highly unlikely.Figure 8 the MFCR522 RFID reader module

[bookmark: _Toc48498605]Server
Although the server for a deployed system should run on a computer connected to the institution’s administrative network with ubiquitous WiFi access, for this investigation, a 17 inch PC Specialist Optimus series laptop computer was used. This computer is equipped with an intel Core i7-7700HQ processor with eight logical (four physical) cores running at 2.80GHz with Windows 10.
Although the client device described below is equipped with WiFi and communicates with the server software running on the laptop by connecting with the local BT Hub managed LAN via the Hub’s WiFi, software is uploaded to the client, and output from the Arduino’s serial port is received via a USB 3 cabled connection between the client and the laptop. This connection also provides power to the client.
[bookmark: _Toc48498607]Feedback
The test system should incorporate a small screen to display informative messages, and as mentioned above, a rudimentary audio output to signal card reading instances, successful or unsuccessful, in a clearly recognisable manner.
[bookmark: _Toc48498608]Hardware Configuration Summary
The assembled reader has the following characteristics: It is portable, but large enough to be easily recognisable to approaching students and to stay where it is put; it will only read a card which is placed right up against the surface of the MFRC522. It is programmable using C++, a fast, robust and extensible language; it can connect to a WiFi network and thence to the server.
[bookmark: _Toc48498609]Software
Requirements
Success criteria one through four concern communication between a client and server. Since 
[bookmark: _Toc48498610]C++
C++ was chosen for the development language for both client and server for a number of reasons. Firstly, it is a robust, strongly typed language. Programmers must say exactly what they mean using it, meaning greater capacity for control along with concomitant responsibility for mistakes and bugs.
Secondly, It strikes a good balance between speed and resource efficiency on the one hand vs. features promoting convenience and ease of use. Its extensibility means that it is possible to adjust that balance through choice of libraries to include. This is why it is a good choice for the Arduino developers to have made for their IDE, in this author’s opinion.
Thirdly, for its accommodation towards Object Oriented programming which in addition to being a very useful programming paradigm and allowing ease of integration with relevant libraries usable with the hardware chosen, is one with which the author has some familiarity.
[bookmark: _Toc48498611]Restful HTTP
The communication between the test system’s client and server can be best modelled as isolated request/response pairs. Therefore it is a good fit to implement it using HTTP methods. Additionally, existing HTTP protocols can be leveraged to implement functionality desired in the test system, for example, security.  Implementing  message passing according to REST architectural constraints makes it lightweight, decoupled and stateless. Therefore, message passing for this project is implemented using REST and HTTP methods. Statelessness does a slight extra cost in system resources in that state information, such as connection characteristics, and a few business information details (such as the module code and session ID) must be passed in the headers of each request and response.
Restbed
The Restbed library is an implementation of a RESTful service in C++ [59].
Working Environment for Code Implementation
Microsoft’s Visual Studio (VS) with the  Visual Micro (vMicro) extension  was chosen instead of the Arduino IDE  as the working environment for this project because VS’s code completion allowed a faster workflow and because of its better diagnostic tools. 
Version Control
Git was chosen as a version control system and local repositories created on the hosting laptop for each project. These are pushed to remote repositories hosted on Bitbucket, both for purposes of backup and to share progress with reviewers. Original code is the work of the researcher.
[bookmark: _Toc48498612]Design
The system must perform multiple consecutive instances of card reading and validation for each reader. To prove hypothesis one, a single client machine is needed, which must perform one instance of a card read and the necessary steps to validate it.
The minimum necessary functionality to prove the hypothesis involves only one set of student records which for the sake of simplicity and because of time constraints will be stored in a text file. So there is no need to send module code and session number in the request. In order to prove hypothesis two, Multiple clients will perform sets of consecutive reads and validate against unique sets of records. During this portion of the investigation module and session information should be added to the request string. In a real-world deployment, a system for accurate entry and updating of this information will need to be devised. This is beyond the scope of this investigation and will not be discussed further. The design diagrams below do show this information as being passed between modules.
Sequential Steps of the System
An analysis of how the test system needs to function in order to perform one instance of a card read &  validation yields the following discrete functions of the system’s components:
[image: A screenshot of a cell phone

Description automatically generated]The first step is that the reader must identify information from the Student ID card - the unique identifier. Next, it must transmit that card ID, the  module code and the module session number to the server using a HTTP GET request. The Server must receive that card Figure 9 Diagram if the relationships and messages passed between the test system components

information, cross reference  and query the data storage to see if the student is supposed to be attending that session. If the answer is yes, the student should be marked as present in the data storage and a response message to that effect formulated. If the answer is no, a response message to that effect should be formulated. The response should then be sent from the server to the client. Figure 9 shows the components of the system and their interactions. Due to time constraints the ‘Do in future’ module has not been described in this report. Its implementation is not necessary to the investigation at hand.

Component Structure and Messages
When a card is read by the MFRC522 it passes the information read to the reader module (client) via the workings of the MFRC522 library. The client then connects to the server and sends a HTTP GET request containing the card ID, the module code and the session ID in a Json object. The the latter two fields are included so that the correct set of student records can be queried and if the cardID matches, the student’s record can be updated so that the student is marked as attending the correct session.
Figure 10 shows the sequence in which interactions between components of the system should occur.

[image: A close up of a map

Description automatically generated]Figure 10 system sequence diagram showing the interactions between system modules in terms of execution order

[bookmark: _Toc48498613]

Implementation
For ease of referral the success criteria/features for implementation are summarized below in table 1.
[image: ]Table 1 list of Success Criteria by which the hypotheses can be proven true.

[bookmark: _Toc48498617]Preliminary Setup
[image: A picture containing table

Description automatically generated]Accordingly, the first feature to be developed was number 1. Separate projects were created in VS for the client and server and the git repositories created.
However, in  preparation, the client hardware was assembled, as in figure 11 ,the RFID reader library and test sketch (Arduino programs are called sketches) were uploaded and the ability of the MFRC522 and the Arduino to communicate was tested using the test sketch. Output from the client was printed to the IDE’s serial port monitor.
As can be seen in figure 12 below, this was done using the Arduino IDE, which is the native environment for the board, to reduce unknowns as much as possible. Only when this was done was VS configured to connect to the client and coding begun.Figure 11 early stages of test apparatus assembly

[image: A screenshot of a social media post

Description automatically generated]Figure 12 Arduino IDE serial monitor showing successful ID card embedded ID reading

[bookmark: _Toc48498618]
Criteria One
The first feature to attempt implementation of is this:
“Pass a message wirelessly from a portable  reader to server”
This was broken down further into first connecting the client to the LAN and then passing a message from it to a known functioning server. Therefore the client code was the first attempted.
Client Software
Code Structure
The Arduino Uno WiFi Rev2 uses Arduino’s WiFiNINA library [60], which includes a WiFi client class [61]. The steps for setting up the Arduino and then connecting to the LAN, and then to the remote server, must be done in a certain order with little room for variation, so examples from the Arduino website and similar resources were used to structure this. This functionality up to establishing  the LAN connection was left in the base .ino file, which all Arduino programs must have at least one of. It is an abstraction layer hiding some of the hardware setup that a PC’s operating system would take care of, as these boards are too resource constrained to run  an OS [62]. 
REST/HTTP Handling
Code having to do with the client connection to the server and sending an HTTP request has been wrapped up in a ‘ReaderMethods’ class to make it more cohesive and ease integration with other aspects of the code, the functionality of the MFRC522 RFID module and response handling. This has methods implementing establishment of a connection, the sending of a GET request and the reception of a response from the server. 
The SendGet() method includes the necessary headers and, so far, a resource string ending with a dummy card ID. The RcvMsg’()(receive message) method reads in the streamed response from the server one char at a time and stores it in the ‘response’ string.
Understanding Figures Detailing Examples Of Output
By default, the output from the Arduino, both that initiated by the board’s underlying software and that instigated by a user program, is printed via a serial connection to the Serial monitor window. The code written for this investigation is experimental and a first for the researcher. Therefore, to better understand what is happening as the program executes step by step, there is lots of signposting via printing to Serial so that the serial monitor output is a reasonably reliable narrative of what is going on during program execution.
Testing
During development, VS’s code correction was relied on but more importantly code was frequently built and run to test its correctness and successful implementation. Upon detection of problems, Serial monitor output was analysed and debugging using VS’s debugger was attempted.
[image: A screenshot of a cell phone

Description automatically generated]Coding ProgressFigure 13 serial monitor screen showing gibberish labelled as received response

Progress developing code was slower than expected. This was a product of, among other factors, unfamiliarity with both the vMicro adaptations of VS’s functionality, and effects of key constraints of the Arduino board’s capabilities. For example, figure 13 shows the successful sending of a request to google and reception of a response. However, the representation of the response is gibberish. Debugging problems such as this are a major source of delay. Ultimately, work on the client was halted before completion and focus shifted to building the server.
Server Software
To fulfil criteria one, functionality needed is, in order, to accept a connection request from the client, receive a Restful HTTP request and send the response. REST functionality has been implemented using the RESTbed library. The developers’ documentation has proven somewhat difficult to access. Their statement on the subject is below.
This codebase is intended to be as self documenting as possible. We have supplied many examples and test suites to help aid developers.
We are currently working on textual API documentation, however it's subject to erratic and frequent alteration; you've been warned. [63]
Therefore, use of the API has been influenced by a tutorial example written by Restbed’s lead developer which was found on Stack Overflow, a mutual help website frequented by developers. This functionality has been extracted and implemented in the server’s ‘GetMethodHandler’ class. This is, as in the client software, for cohesion and ease integration with other aspects of the code, such as data handling.
So far this class and the main method (which is every C and C++ program’s starting point for execution) are all that has been developed. They are, however, sufficient to fulfil criteria one.
[image: A screenshot of a computer

Description automatically generated]ChallengesFigure 14 cURL request and expected  server response

The example code is implemented procedurally and worked when built without alteration. However, when wrapped in the ‘GetMethodHandler’ class, difficulties arose caused misapprehension of nuances of the API’s implementation. A central difficulty was that two of Restbed’s methods did not expect as parameters methods of an object instantiated in heap memory, necessitating use of a ‘bind’ technique previously unknown to the researcher [64] [65]. 
Testing
As with the client, code was mainly tested by attempting to build and run it. To eliminate  variables as much as possible, preliminary testing was done by sending GET requests in a known reliable manner, using cURL, a command line utility, from a mobile phone. Figure ss shows an example of success with this.











for results and discussion

This area of the code also presented the steepest learning curve for the researcher.
Idiosyncrasies of Small Boards
Arduinos are versatile small boards but there are some adaptations in Arduino’s version of  C++, particularly missing features, adaptations to coding techniques because of  resource constraints and also because of an orientation towards information harvesting from and control of real time sensors and actuators and other devices. This last consideration is responsible for the expectation, embodied in the default code template that first includes a setup section, to be run once, where digital and analogue I/O pins are assigned to variables and behaviour defined
In particular, some puzzling behaviour of the devised code [explain about sudden println stopping]…………

Debugging
Although a reason for using VS over  the Arduino IDE was its debugging capability, this was not as accessible as expected as




[bookmark: _Toc48498619]Results & Discussion
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Description automatically generated]Conditions under which the experiment was conducted were less than ideal. Time was, due to unavoidable personal circumstances, extremely short and lockdown due to the Covid-19 pandemic restricted the researcher to working from a home office. Therefore implementation of the test system was prematurely ended without having proved either hypothesis. Neither, however, were they definitively disproven.
Progress proceeded to the point of having possibly received a response on the client to the request sent. Unfortunately printing to the serial monitor cut off in the middle of printing text from the client code, as can be seen in figure 15. But analysis of the serial monitor’s record of execution, cross referencing with the source code for the SendGet() method, in figure 16 and RcvMsg(), in figure 17, shows that a request was sent successfully and a response appears to have been received.Figure 15 serial monitor showing interrupted client program execution

The serial monitor shows that the thread of execution entered the SendGet() method  because line 83 of the code executed. It shows that a connection was made to the server because lines 88 and 89 executed,  printing
Connected to: 192.168.1.150
which would not have happened if the connection attempt in line 86 
if (c.connect(serverAddr, portNo))

was not successful.
[image: ]The printing of  ‘Request Sent’ does not prove that one was, because that would print whether lines 92 to 101, which print to the connection stream, were effective or not. However, the receipt of a response does indicate strongly that a request comprehensible to and actionable by the server was sent.Figure 16 ReaderMethods::SendGet() method code

Both request and response messages signal their end to their receivers by sending a blank line. This is checked for in the MsgEnded() method on line 194 which was called in RcvMsg() on line 166, in the middle of the while loop receiving the response stream from the server, character by character. The last line shown on the serial monitor is ‘Receive|’ which can only be an interrupted attempt to execute SendGet() line 107. This line could only have been reached if RcvMsg() returned 0 in line 105, signalling that that method exited after MsgEnded() returned true.
105	if (RcvMsg() == 0)
106	{
107	    Serial.println("Received Response:");
108	    Serial.println(response);
109	    c.stop();
110	}
111	else
112	{
113	    Serial.println("Error receiving Response");
114	}

However, without actual evidence in the form of a received and visibly outputted response string, it cannot be said that a response was truly received. If that cannot be said, then by the above logic it cannot be said definitively that a request was sent.
 
[image: ]Figure 17ReaderMethods::RcvMsg() method code








[bookmark: _Toc48498620]Conclusion & Future Work
 Because none of the success criteria can be said to be shown true, the hypotheses cannot be proven true. However, the incomplete nature of the experiment does not disprove the hypothesis.
Decent progress was made in physically constructing the test apparatus and the design of the experiment seems, in the eyes of the researcher, to be, while possibly not perfect, relatively sound and improvable. 
[bookmark: _Toc48498622]The software in its present form is incomplete, but scope remains for further development.
Reflection
I have learned a lot about conducting an experiment as well as structuring and putting together a research report.
Also how difficult time management can be whilst struggling with the impacts of an exceptional family situation on educational priorities.
I have learned that I need to employ better coping to help me alleviate anxiety and cope with the impacts of ADHD and autism on my working patterns and deliverables.
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