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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Please see end of document for report. A word copy of the report has also been uploaded to the coursework submission. Name of report: Lab Report- IPv4, Subnetting, VLSM and IPv6- 1809781 Features of IPv6 Report. 

Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers

                                            		 
Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	Subnet B
	172.16.2.0
	
255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	Subnet D
	172.16.10.0
	
255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	Subnet F
	172.16.12.0
	
255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	Subnet E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	Subnet A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	Subnet C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	Serial Link R1-R2
	172.16.13.104
	
255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	Serial Link R2-R3
	172.16.13.108
	
255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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1 Introduction

i report wil documentthe werk caied aut o research the features of Y8 and compsrisans o
1Pu3. The report il detal th stucture, scdress types, unctionslites snd securty. The report uil
outine the resssroh nd summarise he nformation
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2 Research

1P dcressing i used to uniauely denty sny device which s connscted to @ network snd running an
Interne Profsce. Pt of the Infemationsl Orgarisaton o Stgndardisaion 1S0) model ncude the use:
G117 Scdrassing some mey rafer 12 th 150 macal & GS1. The IS0 modsl idantiies the seven layers
of ratacturs o compate the communicston system. Layer e identives the Netwarking syar. 1=
‘irasses slows networks 1 casiy connect snd set Up wih another. It slows conectiiy o millons
of atworks sround the work 1] Knowing th scope and svalsbilty o I sddrassing diferent factors
st be consicerec

1P i he ntemat Proocal version  which s the mast racent version whih s in fur replcd e,
1Pu8 has 128 bt which allows enogh [P scdesses fo he word.IPyé was ony 32 it which caused
resichons. An sxampl of an [Pva Sructre = 19219511 (2 A¢ e 1Py hes 123 b 1 gets
Sonvertad to & hexadecimsl format which can be used in networkng. An example format &
e3te101 dezeiebos 28af Bobc. S5a% €50 [2)

There are three difierent types to [PV adcresses, Unicast Anycast and Mulicsst. Unicsst s used to
deny & single inerlace, Anycast s & Set f erfaces where packets can be Sent t the anysst
‘Sciress and wi be ceiared fo an adirecs Wi thet et Mislioset = 3 group of interfaces. e
packets e sent 1o the mallicest adress they are sent o sl the interaces within he group. A formt
Drefc (FP) s e varisbi Jength i whih sartain the Jeacing b, A entied on the sysiems
‘Somiistrston guide te fllowing table disleys te format refe slocetons 3.

Table 141 Format Prefix Allccations 3]

Alocation Prefix Fraction of Address
(Binary) Space
[— o0o00000 | 11250
Unsssigned ooo00001 | 1258
Reserved for NSAP Alocstion w0001 |z
Reserved for IPX Alcaton w00 |z
Unsssigned ooovor | wzs
Unsssigned 00001 2
Unsssigned o001 e
‘Aggregste Giobal Unicast Address. 01 w
Unsssigned o0 w
Unsssigned o w
Reserved for Neutra nterconmect Bssed Unicsst | 100 I
Adirasses
Unsssigned 101 w
Unsssigned 110 w
Unsssigned 1o e
Unsssigned 11110 2
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Alocation Prefix Fraction of Address

(Binary) Space
Unsssigned 0 s

Unsssigned wnmo |z
Unsssigned 00 | stz
Link Looal Use Addresses T 00 | ozs
Site Looal Use Addresses T 011 | ozs
Mulbcast Addresses | vese

T above tabe dlisplays the Praf- Binary.Binay is  buc-number system which dipleys dat.lanly
includes numbers 0 snd 1. Bnary s used fo computar processor nstuctions. The baokground o binary
120 eprasents oft-no slecticty fow. whereas 1 reprasents on- slecrity alowed t flow 4.

1P provides the platform forth inovaton of th Iternet o Things (oT), The number of s svaatle
for P llows the 17 f operse and sxpand for  lang pericd f . This i s o IPvé ot aving
the capacity 0 support the IoT. Researcning I8 s identied three main assons a5 o why IPv0 5
imperiant o he o7 [5]

‘Scalabity is the st reazon. As mentioned sbove the 125 bit scdrasses avalabl i important This
Scalabity can ive ressstranoe that unique denffiers can be provided (0 su raqurements fo & long
percd ofma. 1 slows technology o grow and osn mes! e demands 5

‘Securiy is the second reason. Due to increasing demands and svaiabilty of product, secarty is
becoming 3 hot {opc and s requirement or many industies. Dus fo he sensiive snd person cata
Slorad online <eourty Solubons heve been considered for P16 IPYD can un &nd t end snarypten
Encryption tht s used for vitualprivats niworks (VPNS) re standrd componens for version & The
mprovement and uee of [PV wil make atasks such a2 the “an- ha-middis sgnfoantl Giicut
il provide mare protecton agsinst ogging no cyber aps (5.

148 s sid o provide more seoure neighbor iscovery protocel. This checks o ensura the ot s who
it csims 1 to be. Using this profocal makes other siacks such 3z address resaluton protosal more
il due o the naming rasolutons [5]. The cisco dscorery potosol siso suppors ine neighbour
information as it 33ds the avaiisbity io transfer [Py8 adoressing informaion befween two Cisco
devies. Gisco nas intoduced snd moiied many commands t nclude the P18 festures. Some of he
ommands re, 1P aodrass, IP domain s, 8 adaress snd many mr (6]

‘Connactiity s the i factor. The requiramen fo networks to spesk fo one anofher is critca.IPYS
proties uniqusly sdcressatle produsts of the IoT wihout hating he netwerk scdress ransitions [Pvs
eirea 5]





image8.png
3 Summary

There are many factrsto tke into consdsration when investigation IPV0. A challnge with the verson
5 i how 1 inegrstes with [Pvd 5na how wil [P¥8 becoms the standard when thare are many [Py
acoresses.

Researching th scslabilty o I sciessing, IPA6 wilsow the [T o grow widhout P constsints. Now
there i plty of scslabity vith [PV but 6Us to the naturs and change of the 1 il epend of the
demand 1Pud may fac.

The sacurity festures fram [Py to [PV i taken nto oonsidrstion for the sslabity and requirements
forthe 0TI IPVD i propery configured and i considere from the sesign and implamentaton stage.
£l bcoma 3 ot more. ecire than what IPvé wes. The i dus to tn sendarce requred for IF¥a
Another plus o P the connectty o netwrks. Prvicing ihe urique scdresses aons connacty
Tz fector will be undamentl fo the growih o he 0T,
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