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[bookmark: _Toc33778420]Introduction
The aim of this assignment was to implement a PHP website with SQL backend database to display and analyse rainfall data captured by 3 sensors. The data was imported from text files into the database from a PHP script using SCANDIR to check if there are any files in the directory, a function to input data into the database and a for loop to go through each text file. This means if more sensors were added in future there would be no need to change any code it would recognise the additional text file. [Screenshot 16]
[bookmark: _Toc33778421]Implementation
The layout of the website was as followed:
· Index (Homepage)
· Data – Will display the data from the database in a table with filter functionality
· Stats – Used to display data that has been analysed e.g. wettest day, maximum rainfall
· Graph – This will display graph results of data in the table with search feature.
· Login - Login session will be to provide correct permissions to content.
[bookmark: _Toc33778422]Log In
[bookmark: _GoBack]The basic log in allows the user to access the site with their username and password. The password is stored in plaintext which is very insecure and should never be stored in the database like this. [Screenshot 1] The user can then access the permitted pages/features through the use IF statements with @_SESSION[‘loggedin’] on each page. [Screenshot 3]
The advanced login page uses prepared statements to protect against SQL injection. (Adams, 2020) The use of password_hash and password_verify were also used. [Screenshot 2] These are used to protect a password by using a strong one-way hashing algorithm and then to check the passwords match when logging in. (Php.net, 2020)
The ISSET feature has been used to determine if a variable is declared from user input for validation. If the username and password is incorrect or either field is empty it will display an error and go back to the log in page. [Screenshot 2]
[bookmark: _Toc33778423]Data
Screenshots 5 and 6 show the basic display of data and then how the filters were implemented to display the data in different formats. An ELSEIF statement is used to filter through the variables to check if any data has been entered. A lot of time was invested in trying to get this to work. I found out through a work colleague that ELSEIF should be structured to check if all values before filtering down into the next IF. [Screenshot 6] An SQL statement is run depending on which variable is set. I have also used date formatting to display the date in a user friendly format. The function used for this is as follows:
[image: DisplayData2]
This is used to format the date from the database into a human readable format. (Php.net, 2020) The second part then convert the date time description into a UNIX timestamp. (Php.net, 2020)


[bookmark: _Toc33778424]Stats
[bookmark: _Toc33778425]Query 1
The first query implemented to manipulate and present data. [Screenshot 9]
[image: C:\Users\tyzacc\AppData\Local\Microsoft\Windows\INetCache\Content.Word\SumofRainfall.PNG]
This query sums the total rainfall from the database and groups it by the 3 sensors displaying it in a table. The user can see quickly which area has had the most rainfall since the sensors have been in place. The user can also distinguish which sensor they would need to look into further if there were abnormal amounts of rain to protect against floods etc.
[bookmark: _Toc33778426]Query 2
The original plan for this query was to implement a more advanced search on the query above. The idea was to group by sensor for each date to show which dates had more rainfall. Instead I created this query which was similar with user input:
[image: RainfallonDate]
Here the query sums the rainfall on the selected date. This was implemented for the user to check rainfall– if there were storms or establish the wettest day. This query shows the data from all sensors. 
[bookmark: _Toc33778427]Query 3
The third query is another user input query which allows the user to search for data more than a certain amount of rainfall. This again could be used to filter out days where there was little or no rain to analyse the data.
[image: RainfallMoreThan]
[bookmark: _Toc33778428]Graphs
[bookmark: _Toc33778429]Basic Graph Searches
I have implemented 4 graph searches rather than displaying the graphs with no user input.  The user can generate a graph by sensor, date, rainfall more than or sensor and rainfall more than. I have based these on my queries which display in tables. I have used the following code to get them to display neatly on the graphs page rather than them opening up in a separate page. I have used the GET feature rather than POST as there is no sensitive data being passed through to the variable. INT is used to show that a number is going to be passed through.
[image: MakeSensorGraph]
This code uses the image source to get the graph from the page it’s created on. It then takes the variable set from the user input to determine which graph to show. The user is able to get the exact graphs needed with this solution.
[bookmark: _Toc33778430]Advanced Graph Search
The advanced search gets the input of rainfall and the sensor the user selects. This allows them to get precise data on the dates required. This is obtained using the same method as the screenshot above but uses two GETs to get the result from both user inputs. [Screenshot 15]
[image: AdvancedSearch]

[bookmark: _Toc33778431]Future Improvements
I am happy with the overall layout of the website and the navigation but I would have liked to have invested more time into prepared statements and sanitising any user inputs to prevent SQL injection as security of websites are extremely important. More data validation would also make the website more accessible as users would get precise messages if they weren’t entering correct values etc.
Another improvement I would put in place is to customise the graphs. I would use the date instead of the ID to display the rainfall in each graph. This would give a better representation of the data and make it easier to read.
Another feature I would consider is further searches. Implementing searches such as by sensor, date and rainfall in one would give the user more functionality. This would be implemented through more IF statements.
Another useful improvement would be to use an in depth test plan. This would ensure that testing the website is thorough and all issues are documented. A simple test plan was used this time to test some of features bit by bit. [Screenshot 17]
[bookmark: _Toc33778432]Screenshots
[bookmark: _Toc33778433]Screenshot 1 (Basic Log In)

[bookmark: _Toc33778434]Screenshot 2 (Advanced Log In)






[bookmark: _Toc33778435]Screenshot 3 (Sessions)


[bookmark: _Toc33778436]Screenshot 4 (Page Session)

[bookmark: _Toc33778437]Screenshot 5 (Display Data Basic)


[bookmark: _Toc33778438]Screenshot 6 (Display Data Advanced)



[bookmark: _Toc33778439]Screenshot 7 (Rainfall on Specific Date Search)

[bookmark: _Toc33778440]Screenshot 8 (Rainfall more than Input)


[bookmark: _Toc33778441]Screenshot 9 (Rainfall Sum Group by sensors)

[bookmark: _Toc33778442]Screenshot 10 (Basic Graph – 1 Variable)

[bookmark: _Toc33778443]Screenshot 11 (Advanced Graph – 2 Variables)




[bookmark: _Toc33778444]Screenshot 12 (Sensor Graph)

[bookmark: _Toc33778445]Screenshot 13 (Date Graph)


[bookmark: _Toc33778446]Screenshot 14 (Rainfall Graph)

[bookmark: _Toc33778447]Screenshot 15 (Sensor and Rainfall Graph)


[bookmark: _Toc33778448]Screenshot 16 (Import Function)



[bookmark: _Toc33778449]Screenshot 17 (Test Plan)
[image: ]
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$rainfall=$_POST['rainfall'];
$sql = "SELECT * FROM sensordata WHERE rainfall >$rainfall"; //query to get data from table
sresult = $mysqli->query($sql);
if ($result->num_rows > 0) {
// output data of each row
while (5row = Sresult->fetch_assoc()) {
echo "<tr><td>" . date('d-mY H:i', strtotime($row['date'])) . "</td><td>" . $row['rainfall']. "</td><td>". $row['sensor'l. "</td></t

} else

{

echo "0 results"; }

}
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<? if (isset($_GET['sensor'l))
{

echo '<center> Rainfall from sensor ' . (imt) $_GET['sensor'] . ' <br />
<img src="makegraph3.php?sensor=' . (int) $_GET['sensor'] . '" /></center>'; //Get sensor graph with user input from makegraph3 page
} o>
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<? if (isset($_GET['rainfalll']) && ($_GET['sensorl'])) // ADVANCED Search - Sensor and rainfall

echo '<center> Rainfall more than ' . $_GET['rainfalll'] . ' mm from sensor '.$_GET['sensorl'].' <br />
<center><img src="makegraphrainfall.php?rainfall=' . $_GET['rainfalll'] . '& sensor='.$_GET['sensorl'].'" /></center>'; /
1 >
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|/*5username=5_POST ["username”] ;
$password=s_POST ["password"];

$sql="SELECT * FROM users WHERE username like 'Susername' AND password like 'Spassword'";

sresult = $mysqli->query($sql);
//$result=mysqli_query (5mysqli->Squery) ;
Snum=mysqli_num_rows (Sresult);

if (Snum==1)

{
$_SESSION['username']=$username;
echo header ('Location: /index.php');

else

{
echo "Sorry, wrong details";?>
<br>
<a href="login.php">Try Again</a>
<?
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[J<? session_start();

include "conninfo.php";

//check data in login form is submitted

if (!isset($_POST['username'], $_POST['password'])){
//error if username or password isn't entered
die ('Please enter your username and password.');

i }
//Prepare SQL statement to prevent SQL injection
if ($sql = $mysqgli->prepare('SELECT id, password FROM users WHERE username = 2')){
// s = string
$sql->bind_param('s', $_POST['username']);
$sql->execute () ;
//store data to check account exists in DB
$sql->store_result():
if ($sql->num_rows > 0)
$sql->bind_result ($id, $password) ;
$sql->fetch() ;
// Verify password if account exists
//Hashed password is stored in database|

if (password_verify ($_POST['password'], Spassword)
{
session_regenerate_id(); //Create session
$_SESSION['loggedin'] = TRUE;

$_SESSION['name'] = $_POST['username'];
$_SESSION['id'] = $id;
header ('Location: /index.php'):

H } else

{

echo"Incorrect Password, please wait page will refresh in 3 seconds", header("refresh:3;url=http://localhost/login.php");

r }
) else(
echo"Incorrect Username, please wait page will refresh in 3 seconds", header("refresh:3;url=http://localhost/login.php"):
i }
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<!DOCTYPE html>

<2 include "conninfo.php
session_start();
global Smysqli; // can access variable in all functions
if (isset($_SESSION['loggedin'])){ 2>
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<2 }
else header('Location: /index.php');
// Go back to Index if not logged in
2>

e
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<? if(isset($_SESSION['loggedin'])) {
echo "<center><b><h4><u>To import the latest recordings into the database please click the button below.</h4></center></b></u>";
}
else {?> <center><b><hd><u>Please login to import the data</u></h4></center></b> <2}2>
<? if(isset($_SESSION['loggedin'])) {
echo "<center><a href='scandir3.php' class='btn btn-default' role='button'>Import Data from Sensors</a></center>";
}
else{ 2> <br/>
<?}2>
</div>
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/*$sql = "SELECT * FROM sensordata";
$result = $mysqli->query ($sql);

if (Sresult->num_rows > 0) {
// output data of each row

while (5row = Sresult->fetch_assoc()) {

echo "<tr><td>" . $row["id"].
}

echo "</table>";

} else { echo "0 results";

}

, $conn->close ()i */

"</ed><td>"

$row["sensor”]

"</ed><td>"

$row["rainfall®].

" omm</td><td>"

date ('d-m-Y H:

strtotime
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$sql = ''; // Declare SQL Variable as empty

//check if there are values in each field
if (isset($_POST['datefrom']) && ($_POST['dateto']) && isset($_POST['sensor'])
{
$datefrom=$_POST['datefrom'];
$dateto=5_POST['dateto'];
$sensor=5_POST['sensor'];
$sql= "SELECT * FROM sensordata WHERE sensor = $sensor AND (date BETWEEN '$datefrom 00:00:00' AND '$dateto 23:59:59') ORDER BY date";
} // if no value in one of the fields moves onto next if statement

elseif (isset(5_POST['datefrom']) && ($_POST['dateto’]))
{
$datefrom=$_POST['datefrom'];
$dateto=$_POST['dateto'];

$sql= "SELECT * FROM sensordata WHERE date BETWEEN '$datefrom 00:00:00' AND '$dateto 23:59:59' ORDER by date"”; //run query
}

elseif (isset (§_POST['sensor']))
{

$sensor=5_POST['sensor'];

$sql= "SELECT * FROM sensordata WHERE sensor = $sensor ORDER by date";
}

elseif (isset ($_POST['viewall']))
{
$viewall=$_POST['viewall'];
$sql ="SELECT * FROM sensordata";
}
else
{
"Please Try Again";

}
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if (@5_POST['sensor'] "" || $_POST['datefrom'] "" || $_POST['dateto']
sTesult = $mysqli->query(5sql);
if (mysqli_num_rows (Sresult) > 0){
while (5row = mysqli_fetch_assoc ($result)) {
$sensor = $row(['sensor'];

|| @5_POST['viewall']){

Sdate = date('d-m-Y H:i', strtotime($row['date'])); //date format to output in readable format
Srainfall = Srow['rainfall'];

2>
<tr>
<td><? echo $sensor; ?></td>
<td><? echo Sdate; ?2></td>
<td><? echo $rainfall; 2></td>
</tr>
<?
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)

~/ioni>
<? if(isset(5_POST['submit'])){ 2>
<table class = "table table-striped">
<br>
<tr>
<th>Date</th>
<th>Rainfall</th>
</tr>

//1f (isset (5_POST['submit'])){

$date=$_POST['date'];
$sql = "SELECT SUM(rainfall), date, sensor FROM sensordata WHERE date LIKE '$$date!
//query to get data from table where user input is like date in database
Sresult = $mysgli->query ($sql); |
if (Sresult->num_rows > 0)
// output data of each row
while (Srow = $result->fetch_assoc()) {
echo "<tr><td>" . date('d-m-Y', strtotime($row['date'])) . "</td><td>" . $row['SUM(rainfall)']. "</td></tr>";

} else

{

echo "0 results"; }

}
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$rainfall=$_POST['rainfall'];
$sql = "SELECT * FROM sensordata WHERE rainfall >$rainfall"; //query to get data from table
sresult = $mysqli->query($sql);
if ($result->num_rows > 0) {
// output data of each row
while (5row = Sresult->fetch_assoc()) {
echo "<tr><td>" . date('d-mY H:i', strtotime($row['date'])) . "</td><td>" . $row['rainfall']. "</td><td>". $row['sensor'l. "</td></t

} else

{

echo "0 results"; }

}
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$sql = "SELECT sensor, SUM(rainfall) FROM sensordata GROUP BY sensor"; //Query to obtain sum of rainfall
sresult = $mysqli->query($sql);
| if (Sresult->num_rows > 0) {
// output data of each row
| while (5row = $result->fetch_assoc()) {
echo "<tr><td>" .§row["sensor"] . "</td><td>" . Srow["SUM(rainfall)"]. "</td></tr>";
}
echo "</table>";
} else { echo "0 results"; }
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<? if (isset($_GET['sensor'l))
{

echo '<center> Rainfall from sensor ' . (imt) $_GET['sensor'] . ' <br />
<img src="makegraph3.php?sensor=' . (int) $_GET['sensor'] . '" /></center>'; //Get sensor graph with user input from makegraph3 page
} o>
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<? if (isset($_GET['rainfalll']) && ($_GET['sensorl'])) // ADVANCED Search - Sensor and rainfall

echo '<center> Rainfall more than ' . $_GET['rainfalll'] . ' mm from sensor '.$_GET['sensorl'].' <br />
<center><img src="makegraphrainfall.php?rainfall=' . $_GET['rainfalll'] . '& sensor='.$_GET['sensorl'].'" /></center>'; /
1 >
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$ui=$_GET['sensor'l;
include_once ('phpMyGraphS.0.php'); // Link to library file phpMyGraph 5.0

//$cfg ['title'] = 'Rainfall from Sensor //configure, title, width and height
//$cfg ['width'] = 5007 //number of pixels horizontally
Scfg ['height'] = 300; //number of pixels vertically

//$cfg ['title-color'l= '#FF0001';
//$cfg ['background-color'] = '#0a0000';

include "conninfo.php";
$sql="SELECT rainfall FROM sensordata WHERE sensor = $ui";
Sresult = Smysqgli->query($sqgl); //get data from database

Sdata=array () ;

$x=1;

while (Sr=mysqli_fetch array (Sresult))
¢

Sdata[$x]=$r["rainfall"]; //put data into array
Sx+t

-}

header ("Content-type: image/png");
Sgraph = new phpMyGraph () ;

$graph-> parseVerticallineGraph ($data, $cfq); //create graph
33
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k2
Sui=$_GET['date'];
include_once ('phpMyGraph5.0.php'); // Link to library file phpMyGraph 5.0

// $cfg ['title'] = 'Rainfall from date'; //Configure, title, width and height
// $cfg ['width'] = 500; //number of pixels horizontally
$cfg ['height'] = 300; //number of pixels vertically

//$cfg ['title-color'l= '#FF0001';
//$cfg ['background-color'] = '#0a0000';

include "conninfo.php";
$sql="SELECT rainfall FROM sensordata WHERE date LIKE '$Sui%'";
Sresult = $mysqli->query($sql); //get data from database

Sdata=array () ;

$x=1;
while (Sr=mysqli_fetch array (Sresult))

¢

Sdata[$x: "rainfall”]; //put data into array
Sxtt;

-}

header ("Content-type: image/png");

Sgraph = new phpMyGraph () 7

Sgraph-> parseverticalColumnGraph ($data, $cfg); //create graph
2>
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$ui=$_GET['rainfall'];
include_once ('phpMyGraph5.0.php'); // Link to library file phpMyGraph 5.0

//%cfg ['title'] = 'Rainfall from Sensor '; //Configure, title, width and heigh

//5cfg ['width'] = 500; //number of pixels horizontally
Scfg ['height'] = 300; //number of pixels vertically
//35cfg ['title-color']= "#FF000L';

//5cfg ['background-color'] = '#0a0000';

include "conninfo.php";
$sql="SELECT rainfall FROM sensordata WHERE rainfall > $ui";
sresult = Smysqli->query($sql); //get data from database

Sdata=array () ;
$x=1;

while ($r-mysqli_fetch_array ($result)

{

$data[$x]=$r["rainfall"]; //put data into array
Sx++;

-}

header ("Content-type: image/png");
Sgraph = new phpMyGraph () ;

$graph-> parseVerticallineGraph ($data, $cfg); //create graph
2
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GET['rainfall'];
_GET['sensor'];
include_once ('phpMyGraph5.0.php'); // Link to library file phpMyGraph 5.0

//5cfg ['title']
//3cfg ['width'] = 500; //number of pixels horizontally
Scfg ['height'] = 300; //number of pixels vertically

//%cfg ['title-color']= '#FF0001';
//%cfg ['background-color'] = '#0a0000';

include "conninfo.php";
$sql="SELECT rainfall FROM sensordata WHERE rainfall > $ui AND sensor = $sui
sresult = Smysqli->query($sql); //get data from database

Sdata=array () ;
sx=1;

while ($r=mysqli_fetch_array ($result)
1{

$data[$x]=$r["rainfall"]; //put data into array
$x++;

'}

header ontent-type: image/png"):

Sgraph = new phpMyGraph () ;
$graph-> parseVerticallineGraph ($data, $cfg); //create graph

'Rainfall from Sensor '; //Configure, title, width and height
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L
nclude "conninfo.php”;

$i = 1; //variable start at one for loop
$dir = "E:/xampp/Amp/htdocs/rainfall”; //directory of files
$cdir = scandir ($dir);

// Function to insert data into DB
function insertIntoDB(Srainfall,Stimeofreading, $sensor) {
global Smysqgli;
$sql = Smysqli->query("INSERT INTO sensordata (rainfall,date,sensor) VALUES (§rainfall,'Stimeofreading’,$sensor)");

if (Ssql) (
return true; //passing yes or no back bottom to decide whether inserted or not
} else ¢

return false;

// Loop to open each txt file in dir and get the contents
foreach (Scdir as $dirItem)(

if(is_dir($dir.'/'.$dirTtem)){
// unset($dir.'/'.$dirItem);

} else (
/*echo ™ <br />";
echo $dir.'/'.$dirItem;
echo "<br /> <br /><br /><br /><br /><br />"; */

$filelink=fopen ($dir.'/'.SdirItem, "r")or die("Unable to open file!

Sdata=fread (§$filelink, filesize ($dir.

$dirTtem));//read entire file
fclose ($filelink);//close the file

$incoming=array () ;
$incoming=explode (chr (13),$data) ;

$length:

izeof ($incoming) ;//how big is the array?

Stempdata=array () ;
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for ($x=0;$x<Slength; Sx++)
| [
$incoming[$x]=trim($incoming[$x]);//clean off the linebreak
Stempdata=explode (" ", $incoming[$x]);//split current line of data that has been read into 3
Stimeofreading=S$tempdata[l]." ".S$tempdata[2];//stick datestamp back together in one variable ($timeofreading)
$rainfall=trim($tempdata[0]);//rainfall reading
echo '<br />Rainfall: '.Srainfall.'<br />'; //echo each successful result
echo 'Timestamp: '.Stimeofreading.'<br />';
echo 'Sensor: '.§i.'<br /><br />';
//$timeofreading = new DateTime (Stimeofreading);
//$timeofreading->format ('Y-m-d\TH s.u');
] if (insertIntoDB(Srainfall,Stimeofreading, $i)) 1
echo "Inserted Successfully”;
) else ¢
echo "Failed";

| }

Sit+;
] if (unlink($dir.'/'.$dirTtem))({
echo "Files Deleted Succesfully”, header("refresh:5;url=http://localhost/index.php”); //return to index once complete
} else

echo "Failed”, header("refres:

surl=http://localhost/index.php”); //echo failed and return to index
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if (@5_POST['sensor'] "" || $_POST['datefrom'] "" || $_POST['dateto']
sTesult = $mysqli->query(5sql);
if (mysqli_num_rows (Sresult) > 0){
while (5row = mysqli_fetch_assoc ($result)) {
$sensor = $row(['sensor'];

|| @5_POST['viewall']){

Sdate = date('d-m-Y H:i', strtotime($row['date'])); //date format to output in readable format
Srainfall = Srow['rainfall'];

2>
<tr>
<td><? echo $sensor; ?></td>
<td><? echo Sdate; ?2></td>
<td><? echo $rainfall; 2></td>
</tr>
<?
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$sql = "SELECT sensor, SUM(rainfall) FROM sensordata GROUP BY sensor"; //Query to obtain sum of rainfall
sresult = $mysqli->query($sql);
| if (Sresult->num_rows > 0) {
// output data of each row
| while (5row = $result->fetch_assoc()) {
echo "<tr><td>" .§row["sensor"] . "</td><td>" . Srow["SUM(rainfall)"]. "</td></tr>";
}
echo "</table>";
} else { echo "0 results"; }
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)

~/ioni>
<? if(isset(5_POST['submit'])){ 2>
<table class = "table table-striped">
<br>
<tr>
<th>Date</th>
<th>Rainfall</th>
</tr>

//1f (isset (5_POST['submit'])){

$date=$_POST['date'];
$sql = "SELECT SUM(rainfall), date, sensor FROM sensordata WHERE date LIKE '$$date!
//query to get data from table where user input is like date in database
Sresult = $mysgli->query ($sql); |
if (Sresult->num_rows > 0)
// output data of each row
while (Srow = $result->fetch_assoc()) {
echo "<tr><td>" . date('d-m-Y', strtotime($row['date'])) . "</td><td>" . $row['SUM(rainfall)']. "</td></tr>";

} else

{

echo "0 results"; }

}
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