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[bookmark: _Toc192006293]Introduction
This document is my submission for the first assignment as given in L5 - Network Operating Systems and Services (ACCA5023).  This document aims to convey the appropriate responses to the following tasks:

[bookmark: _Toc192006294]Task 1: Research Report (1500-word limit)
· Hypervisors - types, architectures, features, etc (400 words)
· IP Addressing – how the internet functions and the role of IP addresses, describe routers and switches, IPv4 vs IPv6, etc (400 words)
· IP Routing – routing protocol fundamentals and purpose, static vs dynamic routing, compare protocols, etc (400 words)
· Network Services – specifically; VPN’s, DHCP, ADDS and Certificate Authorities (300 words)

[bookmark: _Toc192006295]Task 2: Technical Documentation (900-word limit)
Build and deploy a virtual network based on the following topology:
[image: A diagram of a computer network

Description automatically generated]
Based on prior research:
· Choose and deploy a hypervisor
· Deploy 4 virtual machines as depicted
· Configure IP addressing
· Test and troubleshoot connectivity among the 4 hosts

[bookmark: _Toc192006296]Task 3: Reflection (100-word limit)
Reflect on technical aspects and challenges faced in Task 2, using documentation gleaned during.


[bookmark: _Toc192006297]Task 1: Research Report

[bookmark: _Toc192006298]Hypervisors
Categorised into two distinct ‘types’ – Type 1 and Type 2 [1] [2].
Type 1 hypervisors are installed directly on hardware and act as the Operating System (OS).  This type is used extensively in enterprise and excel in their manageability and scalability feature sets useful to larger businesses or datacentres such as remote/automated management, distributed resource scheduling, software-defined networking, clustering services to allow for resilience and high availability and even live workload migrations e.g. physically moving running Virtual Machines (VM’s), their entire running state, from the RAM and CPU of one host to another without interrupting the VM’s operation.  A type 1’s direct access to the hardware yields higher performance relative to a type 2 on the same hardware.  Notable type 1 hypervisors include VMware  ESXi, Microsoft Hyper-V, Citrix XenServer, and open-source solutions like KVM.
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Type 2 hypervisors, often referred to as ‘Hosted Hypervisors’, are essentially applications installed into an existing OS, offering somewhat less raw performance in comparison to type 1’s due to having to access hardware and software resources through requests directed necessarily via the host OS’s kernel and drivers.  However, relative to a type 1, this comes at the benefit of potentially wider hardware compatibility dictated primarily by the host OS requirements and compatibility instead.  Whilst type 2 hypervisors are limited by the host OS and are not designed for large-scale deployments, distributed workloads or centralised management, they do offer advantages in ease of set up, ease of use and lower costs.  Typically employed by IT staff or software developers looking to test a scenario or software setup, easier by virtue of just being installed as an additional application on their existing workstation.  Popular type 2 hypervisors include VMware Workstation, Oracle VirtualBox, and Parallels Desktop.
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Hardware requirements normally vary significantly between type 1 and type 2 hypervisors.  Type 1 systems typically demand enterprise-grade servers, often requiring specific CPU instruction sets (e.g. Intel VT-x, AMD-V) and hardware compatibility certifications from the relevant hypervisor vendor.  Type 2 hypervisors, as an application, can run on most consumer-grade hardware, requiring only sufficient RAM and CPU resources to support the required workloads effectively.
Security considerations also differ too – type 1 hypervisors, operating independently of an underlying mainstream OS that supports myriad applications, API’s and frameworks, have a reduced potential attack surface to vulnerabilities.  Type 2 hypervisors, being dependent on a mainstream host OS, inherit any security flaws present in the given hosts’ operating system.

[bookmark: _Toc192006299]IP Addressing
IP addressing is a fundamental component of IP-based networking, allowing devices to be assigned a unique address enabling communication other across networks, or networks of networks such as the Internet.
IP-based network communication involves structured processes as defined by various protocol standards agreed and maintained by organisations such as the Institute of Electrical and Electronics Engineers (IEEE) or the Internet Engineering Task Force (IETF), which are then implemented by software and hardware vendors in products.  Prior to transmission, data is first broken up into smaller pieces called ‘IP packets’, aligning with layer 3 of the OSI reference model.

[image: ]

Every packet contains both a destination IP address and a source IP address.  Routers are essential devices for inter-network communication, physically connecting numerous different networks together and crucially, they examine the destination IP address of every packet they receive and decide which interface/network they must be sent through next to either get closer to or to arrive at the intended destination network.
Switches, intermediate devices present within networks as opposed to between them, facilitate internal communication.  They operate at layer 2 of the OSI reference model, forwarding ethernet data frames (which contain the IP packets as payload) via local MAC addresses rather than IP addresses.  IP address-to-MAC address mappings are maintained by each network member allowing for internal network communication.
IP addressing is available in two forms, version 4 (IPv4) and version 6 (IPv6).  IPv4 uses a 32-bit addressing scheme providing for around 4 billion unique addresses, not all of which are available for public use, using a dotted decimal notation e.g. 192.168.1.1.  Stemming from the 4 billion unique address limitation in IPv4, IPv6 was later introduced using a 128-bit addressing scheme, providing 340 undecillion unique addresses or countless trillions of addresses for every grain of sand on earth.  IPv6 addresses use a hexadecimal notation, separated by colons (e.g. 2001:0db8:85a3:a001:1001:8a2e:0370:7334).
Subnetting is an important concept for IP addressing, allowing networks to be logically divided into smaller, more manageable sub-networks to bolster security, performance, and efficient utilization of available IP addresses.  A ‘network subnet mask’ is a special value combined with an IP address that defines which portion of an IP address identifies the network address.  In IPv4, a 24-bit long subnet mask with a dotted decimal notation of 255.255.255.0, signifies that the first three octets of the associated IP address identify the network, while the last octet identifies the host on that network.  This logical structure to an IP address is critical for routers to do their job, routing packets to specific networks.

[image: A figure depicting the structure of an IPv4 address and it's network subnet mask.]

Network Address Translation (NAT) [3] [4] was first introduced in the nineties to help relieve the exhaustion of public IPv4 addresses, by sharing one ‘public’ IP address at a networks’ edge amongst all the devices inside it, which instead use non-routable ‘private’ IP addresses.

[bookmark: _Toc192006300]Routing
Routing, as it relates to IP-based communication, is all about determining the best path for IP packets to travel across networks from their source to their destination.  Routers are intermediate network devices responsible for routing IP traffic between networks and utilize ‘knowledge’ held in their routing tables to make their routing decisions based on each packet’s destination IP address.  These devices are crucial in both small-scale networks or large-scale global infrastructures, determining the best path for network traffic to be sent, based on both predefined rules and/or real-time network conditions.
The methods routers use to update the data held in their routing tables are termed as either being static or dynamic.  Static routing implies the manual configuration of routes by administrators and is used most often in small or stable networks where pathways do not frequently change.  It offers advantages such as simplicity, security, and reduced computational needs as the devices don’t need to compute algorithmic updates, but it also lacks scalability and adaptability, requiring manual intervention when network topology or connectivity changes.
Dynamic routing allows routers to automatically update the routes held in their routing tables based on network conditions and/or signals from other router devices, through the implementation of Routing Protocols.  Each protocol uses different algorithms, signals and/or rules to determine the available routes and their relative priority and can readily adapt to changes such as link failures and/or traffic congestion.  Dynamic routing protocols can be categorized into: 
· Distance Vector Protocols: e.g. Routing Information Protocol (RIP) or Interior Gateway Routing Protocol (IGRP).  These determine routes based on distance metrics like hop count and periodically exchange routing table updates on a schedule with their neighbours, updating routes dynamically.  While easy to implement, distance vector protocols suffer from slow convergence (delays in adequate routing table updates) and hence scalability issues in larger networks.
· Link-State Protocols: e.g. Open Shortest Path First (OSPF) and Intermediate System to Intermediate System (IS-IS).  Work by constructing a complete network topology map, allowing routers to make informed decisions about the shortest and most efficient paths. Link-State protocols offer faster convergence and better scalability in larger networks but require higher processing power and memory onboard the router devices.
· Hybrid Protocols: e.g. Enhanced Interior Gateway Routing Protocol (EIGRP).  Combining the features of both Distance Vector and Link-State protocols, balancing efficiency and adaptability.
In real-world deployments, routing protocols are essential for effective network operations for large enterprises and ISPs, often using OSPF or ISIS [5] for their efficiency in handling complex network structures, while the Border Gateway Protocol (BGP) governs global internet traffic routing by determining the optimal network pathways between Autonomous Systems.
Choosing the appropriate routing method depends on factors such as network size, scalability requirements, and administrative overhead.  While static routing is ideal for simple environments, dynamic routing via routing protocols provides for adaptability and automation but requires proper configuration and maintenance to avoid security or performance issues.


[bookmark: _Toc192006301]Network Services
Active Directory Domain Services (AD or ADDS) is a hugely popular directory service system developed by Microsoft, providing for centralised authentication (“Who are you”), authorisation (“Are you permitted”) and accounting (“I’m taking notes”) of users, devices and network resources.  Heavily dependent on Domain Name System (DNS), it uses a hierarchical domain, tree and forest structure to organise network resources, with a multi-master database replicated amongst Domain Controller servers recording and serving all directory requests and accesses, also providing for Single Sign-On (SSO) in most scenarios.  In combination with Microsoft client software, Group Policy enforcement can tightly control and automate security policies, user rights and software deployment.
Certificate Authorities (CA’s) issue and manage digital certificates, used to verify the identity of users, devices or services such as websites.  Certificates are used as the foundation of security protocols such as Transport Layer Security (TLS), which use the cryptographic keys found in certificates to aid both in the verification of identities and the establishment of encrypted communications.  Certificates list both who they are issued to and who they are issued from – clients must also necessarily ‘trust’ the CA that issued a given certificate to consider it valid.
Dynamic Host Configuration Protocol (DHCP) was introduced to assist with automated IP allocation to and the configuration of IPv4 network hosts, eliminating laborious and error prone manual configuration of each host.  A DHCP server listens for clients requesting service, and replies with an available IP address from a predefined range (tracking what’s assigned or available) alongside all the other associated configuration information such as network mask, DNS servers and network gateway addresses etc.
Virtual Private Networks (VPN’s) allow devices to establish an end-to-end encrypted link or ‘tunnel’ between them across existing public or private networks.  Commonly used across public networks such as the internet to allow both Site-to-Site links, privately connecting physically separated networks together, and for Remote Access links, allowing individuals to safely access a private network from almost anywhere on the internet as though they were directly connected to it.


[bookmark: _Toc192006302]Task 2: Technical Documentation

[bookmark: _Toc192006303]Planning

The following topology must be constructed:
[image: A diagram of a computer network

Description automatically generated]
Instead of acquiring four separate physical computing devices, all the appropriate networking and power cabling and the intermediary network devices to connect them together as depicted, a Hypervisor will be used allowing the whole collection to be created virtually using a single computing device.
A type 1 hypervisor will be used, provided by the university via Azure Lab Services – this will provide access to a high-performance Hyper-V-based server to run all four of the required virtual workloads adequately, whilst also having the benefit of being ‘cloud hosted’ allowing access to it from anywhere with an available internet connection.  This server and the work performed on it will persist for as long as the university allow it to, which will be for as long as it is required, including leading into the second piece of coursework in this module.
The illustration above provides some IPv4 network addresses to work from, however the marking scheme provided suggests that a custom network addressing scheme can be used.  The addressing scheme will therefore be simplified to a more familiar 192.168.1.0/24 network subnet, which will be logically sub-netted as per the following table:

	Description
	Hosts Required
	Net ID / Mask Length
	Subnet size
	1st Usable IP
	Last Usable IP

	S LAN
	32
	192.168.1.0/26
	64
	192.168.1.1
	192.168.1.62

	C LAN
	19
	192.168.1.64/27
	32
	192.168.1.65
	192.168.1.94

	INTER LAN
	2
	192.1683.1.96/30
	4
	192.168.1.97
	192.168.1.98



Note that while both the S LAN and the C LAN technically only required 2 available host addresses – 1 for the server and 1 for the client – this value was set to 32 and 19 to simulate the need for working DHCP pools for the two servers to assign IP addresses from, to potential DHCP clients, which the provided topology diagram shows above.
This results in the following derived IP Addressing configuration table:

	Device
	Interface
	IP Address
	Subnet Mask

	S-DC
	S LAN NIC
	192.168.1.1
	255.255.255.192

	S-DC
	INTER LAN NIC
	192.168.1.97
	255.255.255.252

	ClientS1
	S LAN NIC
	DHCP
	DHCP

	C-Server
	C LAN NIC
	192.168.1.65
	255.255.255.224

	C-Server
	INTER LAN NIC
	192.168.1.98
	255.255.255.252

	ClientC1
	C LAN NIC
	DHCP
	DHCP



Also note that there’s currently no recorded information for routers/gateways at this stage, nor DNS servers either, as these are not depicted in the given topology.  These will likely become requirements in a later coursework, however.  IPv6 configurations beyond local-link defaults will not be used on this coursework.

[bookmark: _Toc192006304]Initial preparation

Firstly, access to a type 1 hypervisor must be acquired and set up.  The module lecturer was consulted and advised to email a resource request to him which he then forwarded on to the relevant faculty.  An email was later received with a link to ‘register’ for Azure Lab Services, and the following lab with a cloud hosted Hyper-V server was then accessed and ‘switched on’:

[image: ]

Then the RDP (Remote Desktop Protocol) connection file was downloaded and a remote connection established to the Hyper-V server.
[image: ]

The required operating system installation resources/downloads were then acquired using the web browser on the remote Hyper-V based server – Windows Server 2022, Windows 10, Ubuntu Server LTS, and Ubuntu Desktop LTS:

[image: ]
[image: ]

[image: ]
[image: ]

[image: A computer screen shot of a blue screen

AI-generated content may be incorrect.]


[bookmark: _Toc192006305]The Windows-based VM’s

The Hyper-V Manager console was then used to create the first virtual machine / workload for the S-DC ‘Windows Server 2022’ server:

[image: ]
[image: ]

This virtual machine (S-DC) was then ‘started’ and the operating system installation process begun and completed through the virtual console – a GUI window presenting the graphical output from the virtual machine that also accepts input from the hosts keyboard and mouse:
[image: ]
[image: ]
[image: ]
Following this the Hyper-V Manager console was then used to access and reconfigure the ‘Virtual Switch Manager’ functionality, where the default internal vSwitch was first renamed to ‘vSwitch – S LAN’ and changed to a ‘private’ type vSwitch, and then two more private vSwitches were created and named appropriately:

[image: ]

The IP address configuration for the first NIC connected to the ‘S LAN’ vSwitch on S-DC was then set as per the IP Addressing table earlier to 192.168.1.1 with a mask of 255.255.255.192:


[image: A computer screen shot of a computer screen

AI-generated content may be incorrect.]
The S-DC virtual machine was then shut down so a second NIC connected to the INTER LAN vSwitch could be added:

[image: ]
The S-DC virtual machine was then powered back up and that new NIC connected to the ‘INTER LAN’ vSwitch was then configured to 192.168.1.97 with a mask of 255.255.255.252 as per the IP Addressing table:


[image: A screenshot of a computer

AI-generated content may be incorrect.]

That concludes the initial configuration of the virtual machine ‘S-DC’ – a similar process will now be conducted to create the Windows 10 client virtual machine named ‘ClientS1’, though to try to prevent this document becoming too filled with step-by-step screen captures, only key captures will be provided.
Creating the new virtual machine:

[image: A screenshot of a computer

AI-generated content may be incorrect.]

After the Windows 10 operating system was installed, a user account created and logged in, it is then renamed to the correct machine name of ‘ClientS1’:


[image: ]

After a reboot, the NIC is set to DHCP by default and has assigned itself an APIPA (Automatic Private IP Addressing) IP address in the 169.254.0.0/16 [6] subnet due to not being able to contact a DHCP server:


[image: ]

Next, create and configure a DHCP server for the S LAN on the S-DC server – use the ‘Server Manager’ console to begin a ‘Role-based or Feature-based installation’ to add the ‘DHCP Server’ server role on S-DC, allowing the automatic addition of the appropriate ‘management tools’ too:

[image: ]

Following the installation, a ‘DHCP Post-Install Configuration’ wizard must be followed to create some required security groups:

[image: ]

After a required restart of the DHCP Server service to allow the security groups to be recognised, the DHCP management console can be used to configure the server, creating scopes/pools etc.

[image: ]

The DHCP service ‘bindings’ to specific NIC’s must be set so that the DHCP server only ‘listens’ for DHCP discover broadcasts from clients on the S LAN connected NIC, and not from the INTER LAN network:


[image: ]

Next, an IPv4 ‘scope’ must be created, which will contain the configuration for the ‘pool’ of IP addresses that can be given out or ‘leased’ to clients requesting IP configuration.  Here follows some key screen captures of that process.


[image: ]


[image: ]

Name and describe the scope, then define the IP address range it is able to lease to requesting clients.  Assuming there are no more fixed IP address servers on the S LAN after S-DC, the next available IP address in the subnet is 192.168.1.2 and the last available IP address is 192.168.1.62, maintaining the subnet’s 26 bit long mask value.


[image: ]
Other configuration options could at this point be defined in the scope too such as DNS server and router/gateway addresses, or they could be defined for the DHCP server as a whole (so applying to every scope).  This does not apply in this coursework as yet, so they are not defined.


[image: ]

Upon completion you are informed of the need to ‘activate’ the scope before clients will begin receiving service.


[image: ]

Activating the scope to ‘turn it on’ and begin serving clients with IP configuration.

[image: ]




A view of the current ‘leases’ of IP addresses to clients, showing no leases have been given out so far.

[image: ]

Going back to the ‘ClientS1’ Windows 10 virtual machine, we open an administrative command line interface terminal and use the ‘IPCONFIG’ utility to ‘release’ the current 169.254.x.x APIPA address.


[image: ]


Then use the ‘IPCONFIG’ utility to ‘renew’ the IP address configuration, triggering the DHCP client to broadcast a DHCP Discover packet, receive the DHCP Offer packet, send back the DHCP Request packet and finally receive the DHCP Acknowledge packet confirming acceptance of an IP address lease and then set that IP address configuration against the TCP/IP stack on the NIC.  The IP address of 192.168.1.2 with a 26-bit long network mask has been applied.


[image: ]

Looking back at the server’s DHCP management console, you can now see a ‘lease’ for the address 192.168.1.2 having been granted to a client with the name ‘ClientS1’.


[image: ]



[bookmark: _Toc192006306]The Linux-based VM’s
The Hyper-V Manager console was used to create the virtual machine / workload for the C-Server ‘Ubuntu Server LTS’ Linux server:
[image: ]
This virtual machine (S-DC) was then ‘started’ and the operating system installation process begun and completed through the virtual console.  A limited selection of screen captures of the operating system installation is shown below:
[image: ]
[image: ]
[image: ]
[image: ]
The additional virtual network interfaces were then added to the virtual machine’s configuration, and all the interfaces configured inside the operating system.
[image: ]
Ubuntu Server LTS now uses Netplan to apply YAML file configurations to network interfaces such as logical naming and IP addressing:
[image: ]
Using the ‘lshw’ utility to display networking configuration information:
[image: ]



Next the Linux client virtual machine will be created and its’ operating system installed.
[image: ]
[image: ]
[image: ]
Next, we install a DHCP server package (using ‘sudo apt install isc-dhcp-server’) onto C-Server and configure it to serve clients on the C LAN with appropriate addressing configurations:
Configuring the DHCP server and a ‘pool’ (range) to serve:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Binding the DHCP server to the appropriate network interface to only serve clients on the C LAN:
[image: ]


Observing the ‘leases’ shortly after from the ‘dhcpd.leases’ file showing the lease for the IP address ‘192.168.1.66’ being given to an entity with a hostname of ‘ClientC1’:
[image: ]

And the view inside the GUI of the Linux client machine ‘ClientC1’:
[image: ]


[bookmark: _Toc192006307]Test Results

The marking scheme for this specific assignment provides for the following required outcomes following ‘connectivity tests’:
1. Successful connectivity within networks
2. Unsuccessful connectivity between networks

The ‘connectivity tests’ will be performed using the ‘Ping’ utility – a ubiquitous utility used to send ‘ICMP Echo Request’ (Internet Control Message Protocol) packets to an IP destination address and await a corresponding ‘Echo Reply’, measuring the RTT or Round-Trip Time taken for the replies received.  A successful reply indicates a working IP-based path between the sending and destination addresses.  Lack of reply indicates the opposites, and another utility commonly called ‘TraceRoute’ can also use ICMP packets to help narrow the point in the pathway where the problem may have occurred.
ICMP is a layer 3 protocol mostly used by network devices such as routers, as opposed to applications or services, for information exchange and error reporting/diagnosis.  However, due to this nature of giving out information concerning the network, it is sometimes considered a security risk/vector for bad actors to take advantage of, and as such is commonly blocked by many software and hardware firewall products in their default configurations	.
As such, steps have been taken to disable the default firewall configurations in the Windows-based virtual machines to allow for the following tests to be made.
Based on the above required outcomes, the following connectivity tests will be performed with their expected results noted:

	Ping Test Source and Target
	Expected Result

	S-DC to ClientS1 – within S LAN
	Successful Ping

	S-DC to C-Server – within INTER LAN
	Successful Ping

	C-Server to ClientC1 – within C LAN
	Successful Ping

	ClientS1 to C-Server – between S LAN & INTER LAN
	Failed Ping

	ClientC1 to S-DC – between C LAN & S LAN
	Failed Ping

	S-DC to ClientC1 – between INTER LAN & C LAN
	Failed Ping





[bookmark: _Toc192006308]Within Network Tests

S-DC to ClientS1 – within S LAN
Actual result = SUCCESSFUL PING   ☑
[image: ]

S-DC to C-Server – within INTER LAN
Actual result = SUCCESSFUL PING   ☑
[image: ]

C-Server to ClientC1 – within C LAN
Actual result = SUCCESSFUL PING   ☑
[image: ]
[bookmark: _Toc192006309]Between Network Tests

ClientS1 to C-Server – between S LAN & INTER LAN
Actual result = FAILED PING   ☑
[image: ]

ClientC1 to S-DC – between C LAN & S LAN
Actual result = FAILED PING   ☑
[image: ]

S-DC to ClientC1 – between INTER LAN & C LAN
Actual result = FAILED PING   ☑
[image: ]


[bookmark: _Toc192006310]Task 3: Reflection
Being already somewhat familiar with Windows-based systems and virtualisation through my workplace, Task 2 was a great opportunity to learn some more about the Linux operating system ecosystem and nonetheless did present some unexpected obstacles.
My first choice for the hypervisor, the one hosted in Azure Lab Services was brilliant but did present an issue when it became apparent it had no native route to the internet.  The browser had hidden proxy settings allowing me to download OS resources, but I could not provide internet connectivity to any of the VM’s.  The Linux server VM needed to connect to Ubuntu’s repositories to install updates and the DHCP Server package but could not.  I was unable to resolve this after speaking to faculty about adjusting the Azure-based host, so this resulted in my moving the 4 VM’s to a Hyper-V instance on my laptop near the end of the exercise, where I was able to solve that problem quickly.
I also had to learn about Netplan, the YAML-based network interface system now employed in Ubuntu server, to name and configure the network interfaces - the Ubuntu Server documentation site [7] proved instrumental.  I also learned how to configure ISC-DHCP and greatly enjoyed putting last semester’s advanced networking class (L5 ACCA5024) to good use in designing and subnetting my own IP addressing scheme.
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sample configuration file for ISC dhcpd

Attention: If /etc/ltsp/ohcpd.conf exists, that will be used as
configuration file instead of this file.

P # option definitions common to all supported netuorks...
) # option domain-name "example.org";
# option domain-name-servers nsil.example.org, ns2.example.org;
. default-lease-time 6o
‘o max-lease-time 7200;
DR Notest Bitches PNG

# The ddns-updates-style parameter controls uhether or not the server will
# attempt to do a DNS update uhen a lease is confirmed. We default to the

\ # behavior of the version 2 packages ('none’, since DHCP vz didn't
# have support for DDNS.)
5 ddns-update-style none;
ot # T+ this DHCP server is the official DHCP server for the local
# netuork, the authoritative directive should be uncommented.
author itat ive;
. # Use this to send dhcp log messages to a different log file (you also
# have to hack syslog.conf to complete the redirection).
Rehearsal #log-facility local?;
RequestF...
# No service will be given on this subnet, but declaring it helps the
# DHCP server to understand the network topology.
#subnet 10.152.187.0 netmask 255.255.255.0 {
DevicesWit.. "
# This is a very basic subnet declaration.
subnet 192.168.1.64 netmask 255.255.255.224 {
range 192.168.1.66 192.168.1.94;
Acoun S # option routers rtr-239-0-1.example.org, rtr-233-2-2.example.org;
o) j# option domain-name-servers 192.168.1.1;

l# option domain-name “example.com’;

i

j# This declaration allows BOOTP clients to get dunamic addresses,
[ uhich we don't really recommend.

- INSERT -
us: Running
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# Defaults for isc-dhcp-server (sourced by /etc/init.d/isc-dhep-server)

# Path to dhcpd's config file (default: setc/dhcp/dhepd.conf).
{#DHCPDV4_CONF=/etc/dhp/dhepd. conf
#DHCPDV6_CONF=/etc/dhep/dhopde . conf

# Path to dhcpd's PID file (default: svarsrunsdhcpd.pid).
#DHCPDY4_PID=/var/run/dhcpd. pid
#DHCPDY6_P ID=/var/run/dhcnds . pid

# Additional options to start dhepd with.
# Don't use options -cf or -pf here; use DHCPD_CONF/ DHCPD_PID instead
HOPTIONS=""

# On uhat interfaces should the DHCP server (dhcpd) serve DHCP reguests?
# Separate multiple interfaces with spaces, e.g. "ethe ethi”.

INTERFACESVE=

R B e B B B N B B S

INSERT -
Status: Running
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debcanf .conf iscsi modprobe. d protocols subuid xattr.conf
debian_version issue modules python3 subuid- xdg
fdefault issue.net modules-load.d  python3. 12 sudo.conf xml

deluser.conf kernel mtab reo.d sudoers 2zsh_command_not _found
Jjonec-server:setcs cd dhcp

Jjonec-server: /etc/dhcps 1s

Father Pnekeus dnclientoeeitohooks o dhepds.conf  dhopd.conf
Jackpng Jjonc-server: /etc/dheps cd /

Jjonec-server: /s s

bin boot  dev home 1ihed lost+found mnt proc run  shin.usr-is-merged srv usr
pin.usr-is-merged cdrom etc lib  lib.usr-is-merged media opt root shin snap suap. ing var
o jonac-server
local lock log mail opt run snap spool

dous grub misc private sudo ubuntu-release-upgrader upouer

dhcp  ieee-data os-prober  python sucatalog ucf usb_modesuitch

dheped  landscape PackageKit sgml-base  sustemd udisks2 vin

dokg  Libuuid  pam shells.state unat tended-upgrades xml-core

fuupd  logrotate plymouth  shim-signed ubuntu-advantage update-manager

Jcommand-not-found it man-db polkit-1  snapd ubuntu-drivers-common update-notifier
Jjonec-server: svar/1ib$ cd dhcp

jonc-server: /var/Lib/dhcps 1s

dhcpde. leases  dhends. leases™ dhopd. leases  dhepd. leases™

Jjonec-server: svar/Lib/dhcps cat dhcpd. leases

# The format of this file is documented in the dhcpd.leases(S) manual page.
# This lease file was uritten by isc-dhcp-4.4.3-P1

# authoring-byte-order entry is generated, DO NOT DELETE
authoring-byte-order little-endian;

server-duid '\008\801\0001001/P\243\3411000025] 13231340003 ;

lease 192.168.1.66 {
starts 2 2025/02/25 15:56
ends 2 2025/02/25 16:01
cltt 2 2025/02/25 15
binding state active;
next binding state free;
rewind binding state free;
harduare ethernet 00:15:5d:
uid "\081\0001025] \323\340\011"

client-hostname "ClientC1";
i

onac-server:/var/ Lib/dhcos
us: Running
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ator: Windows PowerShell

Windows Powershell ~
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSkindows

Ps C:\Users\Administrator> cnd
Microsoft windows [Version 10.6.20348.169]
(c) Microsoft Corporation. ALl rights reserved.

C: \Users\Adninistrator>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of dat
Reply from 192.168.1.3: bytes 1ns
Reply from 192.168.1.3: bytes s
Reply from 192.168.1.3: bytes s
Reply from 192.168.1.3: bytes s

Ping statistics for 192.168.1.3:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Minimum = s, Maximum = s, Average = ms

\ C:\Users\Adninistrators.
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C: \Users\Adninistrator>ping 192.168.1.98

Pinging 192.168.1.98 with 32 bytes of data:
Reply from 192.168.1.98: 2 timecin:
Reply from 192.168.1.98:

Reply from 192.168.1.98: bytes=32 timeclms
Reply from 192.165.1.98: bytes=32 tim

Ping statistics for 192.168.1.98;
Packets: Sent = 4, Received = 4, Lost = @ (6% loss)
lapproximate round trip times in milli-seconds:
Minimum = @ms, Maximum = Ins, Average = Om:

C: \Users\adninistrators.
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ME- monty-pyt...
Copyipg
01282 Wales _ paperge0... c-server login: jon
Weiinems Passuord:
Welcome to Ubuntu 24.04.2 LTS (GNU/Linux 6.8.0-54-generic x86_64)
. — + Socurentation:  nttps://nel ubuntu.con
- * Management : https://landscape. canonical.com
- Father * Support : https://ubuntu. con/pro
Reques... Jackpng
Sustem information as of Tue Feb 25 06:08:54 PM UTC 2025
. systen Losd: 0.0
s — o st o o A
Triggers.png DR Notest Bitches PNG il G
Processes: 101
Users logged in: 0
. . TPu4 address for eth-host-nat: 192.168.204.38
o % Strictly confined Kubernetes makes edge and IoT secure. Learn how Microkss
BitLocker.pdf WWHG DR just raised the bar for easy, resilient and secure Kas cluster deployment.
Rehearsa...
https://ubuntu. con/engage/secure-kubernetes-at - the-edge
. . Expanded Security Maintenance for Applications is not enabled.
form-RHW... Rehearsal 9 updates can be applied immediately.
RequestF...
Enable ESH Apps to receive additional future security updates.
. . See https://ubuntu.com/esm or run: sudo pro status
= . janac-server:~$ ping
Py Do ping: usage error: Destination address required
B jon@c-server:™$ ping 192.168.1.66
L168.1.66 (192.168.1.66) 56(84) hytes
from 192.168.1.66: icnp_seg=1 ttl=6d
from 192.168.1.66: lcnp_seq=2
from 192.168.1.66: lcnp_seq=3
Account = from 192.168.1.66: lcnp_seq=4
01282 from 192.168.1.66: lcnp_seq=5

from 192.168.1.66: icmp_seq=6
from 192.168.1.66: icmp_seq=7 ttl=64 time=e.375 ms

192.168.1.66 ping statistics ---
7 packets transmitted, 7 received, 0% packet loss, time 6036ms
Irtt min/ave/max/mdev = 0.372/0.739/1.050/0.251 ns
onac-server: e

us: Runnin




image55.png
Administra

or: Command Prompt

:\Windows\system32>ping 192.168.1.98

Pinging 192.168.1.98 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.1.98:
Packets: Sent = 4, Received = , Lost = 4 (106% loss),

:\Windows\system32>
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m jon@clientc1: ~ Q

jon@ClientCi:-$ ping -c 4 192.168.1.1
a ping: connect: Network is unreachable

jon@ClientC1:~$
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C:\Users\Adninistrator>ping 192.168.1.66

| Pinging 192.168.1.66 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.1.66:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\Users\Adninistrators.
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» HTTP, FTP, IRC, SSH, DNS.
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