STAY SAFE ONLINE

£ This Will Improve Your Life

Potential employers or customers might want to know about what you are good at and
how to contact you. But they don't have to know about your personal relationship and
private details. Whenever you buy something online, remember that bad people want to
steal your personal information. Only give your credit card or bank account details to
websites that have a safe and protected connection. YAPPY is a helpful acronym that
reminds you of the personal information you shouldn't share on the internet.

Protect Your Personal Information

Practice Safe Browsing

Do not go to unsafe areas on the internet. Hackers use shocking material to lure people in. By not giving in to the
temptation, you don't give the hackers any opportunity. Be careful when you get things from the internet.
Cybercriminals want to trick you into downloading harmful programs that can steal your information.

Be Alert Online

It's important to know who you are talking to on the internet. Ensure that your internet and device are safe.
You can use a safe VPN connection. If you're not using your electronic device for a long time, make sure to
turn it off or unplug it.

Choose Strong Passwords

Passwords keep hackers out. People often pick simple passwords that are easy to remember, like "abcdefg" or "123456".
But these passwords are also easy for hackers to guess. Choose strong, complicated, and unique passwords that are
difficult for cybercriminals to figure out.

Be Careful What You Post W %

It's important for kids and families to know what information is okay to share online and what might be too much.
Anything you put on the internet could be there forever. So, don't post anything online that you wouldn't want your mom,
dad, or partner to see. To stay safe on the Internet, be careful about what you share. Before you send a message, think
about whether it is true, helpful, inspiring, necessary, and kind.

Keep Your Antivirus Program Up to Date

Your computer, laptop, phone, and tablet all need to be kept safe. Keep these devices safe from harmful
software and unauthorized access. Antivirus software keeps your computer safe from viruses. Make sure to
keep your computer system and the apps you use updated. They help keep things safe.

T @ Backup Data Regularly

Ransomware is a favorite of cybercriminals because it can lock your
computer. One way to protect against ransomware is to regularly save
copies of your data. Make sure to regularly save copies of your important
files so that you don't lose them.
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