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Introduction
Costach (2018) stated that in the 21st Century under the umbrella of technology, several cultivations and modifications have taken place. The digitalisation era in which several refinements have been developed are aimed towards provision of ease, usability, and comfort level to the end-users (Costache, 2018) . In addition, (Bermudez, 2019) due to technology, numerous gadgets have been developed some are in the tangible form, and some are intangible. For example, websites, mobile application, android phones, and other aspects. (Churski P., 2017), has told that in the 21st Century many more entities have been developed which are continuously getting improved with time such as “Artificial Intelligence”, “Internet of Things”, “Machine Learning”, “Blockchain” and several others. Moreover, (Song Tan, 2016), has said that as compared to the previous era and approaches where the data storage, along with its smart usage, have been challenging aspect in terms of data authentication and confidentially. The 21st Century technology and modification have mitigated such challenges and have changed the process of data storing, utilisation, sharing, manipulation, and other facets in cost-effective, timesaving, and through automated mechanisms. 
Therefore, this eventually leads towards the attainment of smart factor. (Aidan Fuller, 2019), has argued that although technology and several platforms that have been developed under such umbrella is facilitating people with significant ease and enable organisations and other vicinities to become smarter. However, there are some challenges, and risks occurred due to the technology in which the prime factor is Cyber Security. Lack of concern in the formulation of adequate strategies to deal with the challenges and risk management lead towards several issues concerned with data protection under the umbrella of authentication and confidentiality. Therefore, it can be stated that in the digital era digital identity management has been the main aspects that must be adhered by the organisations; however, different mechanisms played an essential role to manage the digital identity such as Biometrics – irises, eye prints, fingerprints, facial recognition, mobile banking, voice recognition, passwords, patterns, encryptions methods and others. Thus, in this report, the aim is to discuss the mechanisms of securing the data precisely in accordance with the organisations that help the readers in developing the relevant knowledge and information for the readers. 

[bookmark: _Hlk32598622]Discussion 
In this section, the detailed discussion has been conducted that help in the accomplishment of the aim; however, several objectives have been formed to accomplish the aim in the adequate manner. 

Digital Identity 
(Windley, 2019) has demonstrated the concept of digital identity and stated that it is the information on an entity which has been used by the computer system to depict an external agent. The agent can be in the form of an organisation, application, person, or device. In addition, digital identity has been used by the organisation to promote their activities, which can be done more efficiently through social media in the 21st Century. 

[bookmark: _Hlk32598776]Organisations: Use of Digital Identity
It has been examined from (Carson, 2017) that in the last decade, it is evident that social media has played an energetic character and has expressively shaped the younger cohorts. It was common practice just five or six years ago to create separate user accounts through the diverse platform; however, some platforms have their own method of authentication, and some use the multifactor. 
On the other hand, organisations such as John Lewis Partners, Amazon and Huawei with time have adopted the concept of digital identity, where WhatsApp has been purely based on the concept of digital identity. Although the concept of digital identity has been upsurge with time; however, issues in accordance with cyber threats, phishing, and worms have also been increased.  Therefore, such risks factors might come with negative consequences. Formulation of appropriate strategies and techniques has been considered as the vigorous element. For example, WhatsApp have developed the two-side encryption technique.

[bookmark: _Hlk32598860]Data Protection Act (DPA)
As per the Research regulation (2018), it has been determined that the data protection act has been designed in order to protect personal data that has been stored in an organised system of paper filling or in computers.
Concerning to WhatsApp, it can be stated that they have adopted the data protection act with the amalgamation of the technology medium in accordance with the encryption method. WhatsApp (2017), has further demonstrated that in order to act under the umbrella of data protection with regards to facilitate the end-users with secured communication and interaction with their digital identities WhatsApp have allied with OWS “Open Whisper System” for the cryptographic messaging proportions. In addition, the WhatsApp has involved in a variation of OTR “Off the Record”, PFS “Perfect Forward Secrecy”, and the DRA “Double Ratchet Algorithm”. 
Concerning to Huawei, it has been examined from that under the Data Protection Act they have adopted the advanced encryption standard Cipher block chaining, encryption algorithm to encrypt packets of IP, advanced encryption standards and several other methods. However, the rationale behind the adoption of such facets by Huawei has been highlighted in (Chen, 2017) that there are enormous amounts of people who are allied with Huawei technology and so as the digital identity. To protect the data from unauthentic users such as hackers. Huawei has incorporated several algorithms to protect the data of end-users.
(Chen, 2017) has stated that Amazon focuses on the e-commerce, digital streaming, cloud computing, and artificial intelligence; however, there are several digital identities which have been associated with amazon. In addition, as it is an e-commerce platform, personal data of end-users such as name, mobile number, payment details, and other aspects have been recorded. Moreover, working under the banner of the Data Protection Act, Amazon has adopted encrypt Amazon EBS volumes for server-side encryption (SSE). Additionally, Amazon RDS supports Transparent Data Encryption (TDE). Therefore, it can be stated that Amazon is predominately helping the end-users in ensuring the authenticity of their data and in the prevention of unauthorised access.
Concerning to the John Lewis Partnership, it has been examined that is a chain of high-end department stores in which the amount of data such as inventory, financial, consumers, and the vendor have been stored widely. However, it has been examined (Salaman & Storey, 2016) that the reason behind their success is their activities in accordance with the provision of a secured platform to end-users. They have adopted the Data Protection Act in terms of the Ping ID concept. Partnership’s login tool for the applications such as Google, intranet, raising a maintenance request and, shortly, Workday. They are also using it across the business processes to cut down on the passwords, which users need to remember. Therefore, to provide better information security, along with protecting the data or information of consumers and supplier John Lewis partnership are working accordingly that helps in the elimination of unauthentic access. 

Some Risk, Uncertainties and Risk Management
As per  (Nasir, 2019) it has been determined that although WhatsApp, John Lewis Partners, Amazon, and Huawei has planned and formulated some strategies that help them in the attainment of quality outcomes under the umbrella of DPA 2018. However, some risk and uncertainties might restrict afore-mentioned organisation in maintaining their digital identity appropriately. The risk and uncertainties might occur in diverse ways like patch updates, software vulnerability. Random checks, scheduled updates, and others; however, it is the responsibility of the administrator to have a keen focus on such areas so the negative impact could be eliminated from the company and their digital identity. (Mirhosseini & Parnin, 2017), has defined the concept of patch updates and stated that patch updates are a set of changes to a program designed in the computer or the supporting data that has been designed to improve, fix, and update it. This ultimately had an impact on the user usability and interaction aspects. However, in maintaining the digital identity of the organisation as mentioned above the management or the administrator must have a keen focus on such areas that ultimately help in mitigating the threats that might occur also known as cyber threats. 
(Ghaffarian & Shahriari, 2017), has defined the concept of a software vulnerability and demonstrated that software vulnerability is a weakness, flaw, or glitch, exist in the OS (Operating System) or software. Software vulnerability affects the firewall that lets unauthenticated users or access is known as hackers to access the confidential data that might impact adversely on the organisation plus on the individual. Therefore, it can be stated to maintain the digital identity of the organisation as mentioned above, appropriate action of the administrator or managers regarding the mitigation of unauthorised access must be designed. Thus, it eventually supports in order, to deal with cyber threats. Another intervention with regards to maintain and manage the concept of digital identity in an organisation is in the form of random checks which is comprised of several areas such as Proactive security monitoring, Number of unneeded services and programs (Setup Configuration). Patch management timelines and breadth. Also, restrict the user personal information to get access by anyone such as username and passwords, and Antimalware status and coverage (Taplin, 2017). It is evident that with a notion of digital identity, a substantial number of consumers get associated with the organisation, whether it is WhatsApp, Amazon, Huawei, or others. Random checks also help in the elimination of cyber threats with the help and implementation of patch management software and malware protection software at the right time. (Rijmenam, 2019) has stated that random checks are a productive approach that helps in dealing with the errors and issues that occurred on a very early stage. In addition, to restrict the unauthorised access of users that affect the image of the organisation, there must be an adequate technique that helps in continuous monitoring of organisation activities. However, a random check is one the techniques which must be adhered by the organisation and therefore, it can be stated that it ultimately helps in the mitigation of the issues occurred under the umbrella of cybercrimes such as phishing, cyberbullying, hacker involvement, spams, email trolls, whistleblowing and others. Hence, it can be stated that the organisation administration and manager must have their focus on such risk and uncertainties that might adversely affect the digital image of the organisation and must adopt adequate strategies such as random checks and scheduled updates. 
On the other hand, (Steinhorst, 2017) has delineated that WhatsApp, Amazon, and other afore-mentioned companies have adopted the digital media platform in which social media have been playing a vital role. It has been examined from (Fraga-Lamas & Fernández-Caramés, 2019) that social media has become the platform that helps companies in targeting the consumers; however, different cyber threats and crimes have also occurred in the same platform. Spamming, email trolling, hacker involvement, counterfeiting or fake domains, promotional theft, and legal ramifications have become common. However, adequate strategies to deal with the threats must be adopted by the companies otherwise such risk, and uncertainties trick the person and hijack their account that ultimately had an impact on customer engagement so as the digital image of the company. Therefore, (Hopkin, 2018) has demonstrated that to secure the digital identity of the companies, risk management strategies must be designed that help in eradication of the unauthorised access and other cyber issues. In Table. 01 risk Social media risk assessment matrix has been defined whereas in Table. 02 strategies of the chosen organisation have been mentioned. However, it is obligatory to design the adequate strategies that help in the elimination of the social media risk, Table. 01 is an estimate of social media risk, whereas Table. 02 are highlights the strategies that help companies to deal with the issues such as counterfeiting or fake domains social media aspects, fake or counterfeit accounts, worms, phishing, email trolls, spams and other threats that might have a drastic impact on the company’s digital identity. 









Table 1: social media risk assessment matrix (ballpark figure)
	Social Media Risk Assessment Matrix

	Threat
	Risk = Possibility of event x Cost
	How to Manage

	Confidential info leak
	0.8 x £5000,000 = £400,000
	Mitigate
	Encryption
Invest in Training

	Social media having a negative impact on a brands’ reputation
	0.6 x £100,000 = £60,000
	Accept risk
	Internet security

	Intellectual property theft
	0.5 x £200,000 = £1000,000
	Control
	Insurance training for staff on social media use.

	Legal Ramifications
	0.4 x £100,000 =  £40,000
	Accept
	-----


(Information, 2019)

Table 2: Risk Management Strategies
	Risk Management Strategies 

	#
	Companies
	Platform 
	Strategies That Help In The Eradication: Social Media Risk

	1
	WhatsApp
	Social Media
	Bio-Metric aspects such as Iris and voice recognition and others

	
	
	
	Password

	
	
	
	Improved Encryption Method and Malware Protection

	2
	John Lewis Partners
	
	Robust network security and regular testing to provide early identification of network or system vulnerabilities.

	
	
	
	Continuous security monitoring.

	
	
	
	Collaborate training.

	3
	Amazon
	
	Continuous Updates

	
	
	
	Two-factor authentication

	
	
	
	Data Governance

	4
	Huawei
	
	Two-factor authentication

	
	
	
	Integrate Social Media with Other Corporate Communication Technology (Call Center, CRM, IM, Email, and other applications)

	
	
	
	Ensure that IT and Lines of Business are Working Together





Conclusion
To conclude, in this assessment, the prime aim was to discuss the mechanism of securing the data precisely in the accordance with the organisations that help the readers in developing the relevant knowledge and information for the readers. WhatsApp, John Lewis Partners, Amazon, and Huawei have been discussed in this assessment. The concept of digital identity of the chosen organisation has also been discussed along with the estimated values of risk and with the strategies that might be beneficial in managing the risk and uncertainties adequately. Therefore, this assessment helps the readers in understanding the concept of digital identity management within a company in an effective manner. 
                                            






















Appendices 

‘phishing’ – The fraudulent practise of sending emails purporting to be from reputable companies in the order to induce individuals to reveal personal information, such as passwords and credit card numbers. 
· Anti-phishing software & policies
· Notable client-based anti-phishing programs
· Avast
· Avira Premium Security Suite
· Earthlink ScamBlocker (discontinued)
· eBay Toolbar
· ESET Smart Security 
· GeoTrust TrustWatch 
· Google Safe Browsing (used in Mozzila Firefox, Google Chrome, Opera, Safari, and Vivaldi)
· Kaspersky Internet Security
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