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Assignment 2 — report 1000 words

e The features and design decisions of your application
e including how it adheres to best practice.
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Features

Sockets

Sockets were used to establish a connection between server and clients. By suuplying the socket with
an address family ‘sin_family’, socket type ‘SOCK_STREAM’, and a protocol ‘IPROTO_TCP’, it can
connect to a client with IP address and port number to data exchange.

The connection

ti ::InitialiseSocket(){

wsaData;
e = WSAStartup(MAKEWORD , BwsaData)
SAGetLastError();})

AM, IPPROTO_TCP);

Code Snippet 3: [3] Closing of the socket.

Security

The application holds all of the game logic and variable manipulation in the server as opposed to the
client. This is done to ensure that the client does not have access to data where they could make
amendments. For example, the user inputs a coordinate on the client size which is sent to the server
for that move to be made; if this move was made client side, it could be possible for the client to
make changes that they should not be able to, such as put their pieces on unavailable spaces and
enable them to win unauthentically.

CurrentPlayer() olour(), playerTurn);

Code Snippet 4: Make move function in server.




Similarly, relevant gameplay functions are also out-of-reach from the players by locating them in the
server. Such as check-for-victory function which checks for lines of four connected pieces and deems
the corresponding player as the winner. The player does not have access to this code they may have
the ability to make amendments and grant themselves the win without eaming it, hence these
functions are in the server and not client.

[See Code Snippet 9: Check for victory function on the server.]

Messages

Messages are used to send data back and forth between the server and client. Messages enable
communications between connected clients and the server and are used to send grid updates, client
details, client moves, etc.

username = GetStringFromConsole(

screen->PrintColourOp

lour = GetIntFro
olour < 1 |

= cm =

cm etDetails(username,
SendNetworkMessage(cm) ;

Code Snippet 5: Setup and sending of connection message.

Serialise and unserialise.

Messages are serialised, meaning multiple pieces of data can be appended in series and sent as one
message. The receiver can then unserialise the message at its destination and separate the included
variables in reverse for use. This is used on all messages.

endl;

k(make_pair(cc

board. push_back(row);

Code Snippet 6: Serialise and unserialise of the board in the dient.




Threading and Synchronisation
Each connecting player has their own thread so that they can connect individually. This enables both
clients to join simultaneously and play without interruptions or bottlenecks.

These threads are synchronised so to prevent problems such as race conditions, deadlocks,
starvation, etc, mutexes are used to halt multiple threads from passing.

lockT( turnSyne

t cA->GetCurrentPlayer()

Code Snippet 7: [4] use of a mutex during synchronisation.

Alternating turns

When a turn begins, the client uses an enum to track which player’s turn it is. When a turn ends, the
player’s alternate between ‘your turn’ and ‘opponents turn’. Depending on which enum is found,
depends which code is run for that user and if they can input a coordinate or wait for their opponent
to take their turn.

onnect4: :SwapTurn(
switch (playerTurn){
case playerl:
playerTurn = player?;
return;

case player2:

playerTurn = playerl;

return;

Code Snippet 8: [5] Swap turns function in server.

Pairs

The grid colours player’s pieces based on their selected colour. This selected colour is sent to the
server and processed into the grid as integer colour, and square state (empty, player-1, or player-2.)
When the client receives a grid update, the grid is printed incorporating the colour on the pieces.
This enables both clients to see both player’s selected colours of the respective pieces in the grid.

[For use of pairs see Code Snippet 4: Make move function in server. and Code Snippet 6: Serialise and
unserialise of the board in the client.] [For use of the integer colour of the pair, see Code Snippet 11:
client’s print board function .]

Disconnected player
If a player disconnects from the server, the current player is alternated and this remaining player is
deemed the winner.




Input validation

When the user is asked to input an integer, the client ensures the input is in range of the stated
options. For example, when the player selects a colour, their options are to select from the list (1-7),
if the input is less than one or greater than seven, the player is asked to try again. [See Code Snippet
5: Setup and sending of connection message.]

It would be better practice to have improved validation, including checking for correct data type on
the server, to better validate inputs with better security.




Code snippets

It should be noted that code was supplied by T. Bashford and delivered in the classroom, this involves
a networked elements and structural significance of the program; this program was adapted for this
project to be Connect-4 game and evolved where possible such as addition of the colour element
and relevant messages, board size, structure, and serialise/unserialise and print formating, etc.

Efficiency check for victory
As there are 4 x 10'? combinations available on the board, there are very many different winning
combinations. The writer has devised an efficient way to check for victory in this unpredictability.

The check for victory function attempts to thoroughly check all opportunities for victory on the board
in the most efficient manner by sharing for loops where possible, and checking if the box is not
empty before proceeding with a check for victory.

CHECK IF BOX IS NOT EMPTY, CHECK METHOD FOR FOUR CONSECUTIVE PIECES
COORDINATE RANGE FROM INITIAL CHECKED BOX

Check horizontal — starting from X, check each box from the
shaded area for square state ‘not empty.’
If so, check the next three boxes to the right.

Check diagonal 1 - during the same for loops for efficiency,
compete the same check.
Check the next three boxes diagonal up and right.

Check vertical — in the next section of code, compete the
same check.

X
_ Check the next three boxes above.

Check diagonal 2 - during the same for loops for efficiency,
compete the same check.
Check the next three boxes diagonal up and left.

Table 1: Diagrams and pseudo code of the check for victory function logic.




Code Snippet 9: Check for victory function on the server.




Grid pairs

The grid is set up as a vector (rows) of vectors (boxes) of pairs, which hold the integer of colour and
the state of the square (empty, player-1, or player-2.) The colour is set from the player’s input, these
integers relate to the syntax used to change the colour, meaning the colour integer is used directly in
the cout without the need to create a switch case.

When printing the grid element to the screen, a switch case is used to determine the state of the
square. If the state is player-1 or player-2, it means the square will hold a piece and therefore should
be the respective player’s colour.

The first part of the pair holds and integer (1-7). This integer is the same as the ‘place value one’ unit
of the reference numbers: e.g. integer 2 for green is used in the syntax “\033[1:32m"” predeceasing
the desired coloured text, therefore the variable is inserted into the statement below as “C":

Set colour Text Return colour to default
\033[1:3Cm | XorO | \033[1;,0m

Table 2: example setup of printing coloured-pieces.

<< endl;

Code Snippet 10: Client function prints colour options.

quare.first << "m"

square.first << "m"

<< endl << ™

cout << endl;

Code Snippet 11: client’s print board function [2].




Desirable features and their implementation difficulties

The following features were desired and the problems preventing their implementation.

* No play again feature — after completing a game, the results are printed and the game ends.
After two players are connected, the server does not clear these connections, meaning no
new game can commence.

o In attempt to resolve this, the function ‘PlayGame’ was encapsulated in a while true
loop. This kept the server running, but the server still saw the two client connections
even after they had |eft. These remaining connections were attempted to be
dropped, but results were unsuccessful.

o Toresolve this, the server would have to close these connections only once the
clients have disconnected.

¢ Input validation — the client has some input validation for integer ranges, but the program
does not deal well if the player’s input is not an integer.
o The developer created a validation while loop in the client to reject integers out of

range.
*Im) - >GetState() == yourturn){

GetIntFrom( ", please select column (B-6): ");

Code Snippet 12: Integer validation.

o This solution still relies on the client to input an integer data structure.

o The server would need implementation of a try function or a test of ‘isdigit’ to reject
the input when input out of range or invalid data types and prompt for another
attempt to prevent crashing.
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