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1. [bookmark: _Toc37801434]Introduction
Hardware and software projects can be complex and difficult to carry out. Depending on the scale of the project, careful management and planning may need to be considered. This is potentially impacted further by constraints such as deadlines, financial costs and quality control issues.
Risks will need to be identified in order to determine the overall effect on the project. Next the risks will be analysed and calculated in order to mitigate any potential issues.

This report has been created to demonstrate the project management methods being used for the Smart Brain Group project. The Smart Brain application will be developed to aid users suffering from Dementia. The Project is split into 3 main parts. These parts include a Mobile software application which, will connect to a database and a hearing device.  The project will be created by the smart Brain team. This comprises of Ryan Williams (Software Developer), Matthew Howells (Database Developer and Team Leader) and Krzystoph Matela (Electronics Engineer). 

2. [bookmark: _Toc37801435]Risk Management
There are two main methods for prioritising risks:
A Risk Exposure calculation is suitable to use when a monetary value is known. This would be a value such as potential damage which would then be multiplied by the probability of occurrence. This calculation may be suitable for more experienced teams who have previous experience of similar projects.
A Risk Evaluation Matrix uses a qualitative approach to prioritise the risks [1].

For the Smart Brain project, it has been identified that the risk Evaluation Matrix would be used as the quantitative data required is not available to use the Risk Exposure calculation approach.

The first task was to identify and list the risks. Then we take each risk and give them a probability rating in the ranges of: (Low- less than 10% chance of happening, Moderate- 10-29% chance of happening, Significant- 30-50% chance of happening, High- Greater than 50% chance of happening).

2.1 [bookmark: _Toc37801436]Identification of Risks
A table was created to take each identified risk and to plot the probability rating of it happening alongside it:
	R1 Team member absence

	High- Greater than 50% chance of happening

	R2 Technical issues

	High- Greater than 50% chance of happening

	R3 Natural disasters

	Moderate- 10-29% chance of happening

	R4 Financial issues

	Moderate- 10-29% chance of happening

	R5 Tasks are missing or not identified from requirements stage

	Significant- 30-50% chance of happening

	R6 Deadlines are missed

	High- Greater than 50% chance of happening

	R7 Deliverables are not achieved

	Significant- 30-50% chance of happening


Each risk has been given an identifier such as R1 or R2 that will be used to plot the values into the below matrix.
2.2 [bookmark: _Toc37801437]Risk Evaluation Matrix

The risks identified above, now give us the data to plot in the Risk evaluation matrix.
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The matrix consists of a grid with an y axis for the impact that the risk could potentially have. An X axis is used to rate the probability. The probability sections include low, moderate, significant, and high. The matrix will provide a visual breakdown of which risks should have the highest priority and greatest impact on the project
2.3 [bookmark: _Toc37801438]Strategy for Managing Risks
The above Risk Evaluation Matrix has given an overview of the risks involved and the impact that these risks might have on completing the project successfully. In order to manage these risks the following strategies have been put in place:

Team member absence:
·  Team members work will need to be freely accessed on the group share point.
·  This will enable the other team members to get accurate information about, what work has been completed. 

Technical Issues:
· Git hub will be used to store previous versions of the software, hardware or database 
· The project has been designed to include workarounds to potential issues to the hardware, software and database

Natural Disasters:
· UWTSD One Drive Cloud storage will be used to protect user and project data

Financial Issues:
· The project has been designed to be a low cost initially to prove proof of concept.
· Any additional costs will be added to funding available for the project.

Tasks are missing or not identified:
· A Gannt chart has been created to show the tasks needed and, the order and date that they should be completed in.
· Get a stakeholder to review the project in the analysis and development stages

Deadlines are missed:
· A network diagram has been created to help identify what impact each risk has on the overall project

Deliverables are not achieved:
·  Research will need to be provided, so the stakeholder can be assured the task will be achieved and that it will successfully work for the project
· An explanation will need to be provided to the stakeholders

Communication issues:
· A share point group has been created so that all work completed and carried out is available to all team members
· A Face book messenger group has been created should the share point not be available
· Team progress sheets are created at the start of each week of the project so that

Quality control issues:
· Testing will be carried out at each stage of the development.
· Version control will be implemented via Git hub

Data corruption or theft:
· Backups of data will be stored on the universities one drive system incrementally.
· The database will be secured using secure password policies
· The software application will use the mobile devices in built security features
· The hearing device will use a pin protected Bluetooth security password.
3. [bookmark: _Toc37801439]Code of Practice: Sustainability Issues for Project
Sustainability is an important aspect of both environmental and social economic issues in today’s society. Global warming and reducing the carbon footprint is becoming an increasing problem. Depletion of natural resources such as fossil fuels and wood from the rainforests has increased the need for more sustainable solutions to these problems. 

ICT systems can play an important role in reducing the negative impacts by allowing for reductions in these resources using green technology. Areas that can be affected in a positive way include, using fewer physical materials and focusing more on using recyclable materials. These materials could include reduction in physical locations, reducing the use of paper and saving on electricity costs and usages.

3.1 Analysis of first, Second and Third order sustainability impacts for the Smart Brain Project

There are three different effects have been used to identify the impacts that ICT has on sustainability. These are called first, second and third order impacts. The effects range from the most direct impacts to the most indirect impacts. The most direct would be the effects that the physical hardware has on the environment. The Most indirect would be the impact the project has on the wider environment. [2] For the Smart Brain project the impacts have been listed below:


Figure 1 abstract picture of the first, Second and Third Sustainability impactsFigure 1 Shows an abstract causal structure to describe the relationship between three types of ICT effects (Erdmann & Hilty, 2010). Colors: Grey for first-order, blue for second-order, and orange for third-order effects. The symbol * on arrows indicates that the dynamic impacts of ICT originate from the feedback of third-order effects to first-and second-order effects.  
Source publication
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First Order (direct impacts)
The Smart Brain project will have an environmental impact in the following ways:
· Power consumption for each device
· Transportation of equipment
· Fuel costs
· Heating and lighting when creating the project
Second Order (Positive impacts on the wider system)
The second order impacts for the project include:
· Reduced pollution of paper


Third Order (Environmental effects of medium or long-term impacts due, to the consumption of IT infrastructure for example)
· Reduction in care staff and nurses possible through the smart brain application
· Positive environmental impacts through reductions in resources needed.
· More efficient care and monitoring would provide better quality of life for the sufferers and their families
· Data analytics from the application could assist in a wider impact to cure or prevent Dementia and Alzheimer’s.


4. [bookmark: _Toc37801440]Code of Practice: Ethical and Legal issues for the Project
Ethical and legal issues are important considerations when working on a project such as Smart Brain. Several well-known Issues have arisen from users and Professionals causing intentional or unintentional issues relating to data theft, copy right issues and illegal uses of a company’s intellectual property rights. In 2018 an NHS software created to log patients’ preferences incorrectly allowed 150,000 patients data to be logged incorrectly [3]. This resulted in objections to sharing their data was never received by NHS digital. This is an example of a data breach that could have resulted in legal issues.

To mitigate these issues, organisations such as, the British Computer Society and The Institute of Engineering and Technology created guidelines [4] [5] and best practices to members and non-members within the computing and IT industries. 

The BCS guidelines were used for the Smart brain Project. These guidelines would provide best practices and boundaries for what is and is not permitted with information from third parties or users and employees data.  

The Ethical and legal issues identified for the Smart brain project are as follows:

1. Data Protection and integrity

· User data will be protected by ensuring Passwords are applied whenever any data is created or, obtained from the users or project team members. These passwords will be set to change for the team members every month to increase protection. One team member will be responsible for managing the admin and security tasks for the project. 

· Users will be able to log security issues via the app. Options will be created so that a specific error code is generated that the user selects. The error code is compared against a sql server agent event script that then provides the information to the database admin by way of an alert.

· Security updates need to be ran in-line with the latest windows updates to ensure application and database are not vulnerable to malware. 

· All devices must be encrypted when uploading or downloading data.



2. Employee best practices

The smart Brain team members must not agree to carry out work that they are not qualified to carry out or are not able to complete within acceptable time scales. 

 Disagreements between team members take place then, the team leader will have the overall say on the final decision. If issues are continuing to affect the team then the issue will be escalated to the project stake holders Sue Maw or James Williams for a final decision.

Copyright issues- improper use of user’s or a company’s data could result in legal issues. These issues could have a detrimental impact on the company and its employees in several ways. Companies reputations are important to provide assurance to relevant stakeholders and customers. A bad reputation could put a company out of business. Financial issues, as a result of this would add a further risk factor to the company’s prospects.

Security issues- Loss and theft of data can have wide implications on a business and its users and customers. Data protection laws have been created to mitigate these risks. Developments in technologies such as Ai and machine learning have increased the amount of data that can be gathered and used for illegitimate reasons. Data has now become more valuable than oil and offers a lucrative means for individuals to collect and sell this data.

General Data Protection Regulation (GDPR) is a set of government principles that companies should abide by to protect data. The principles are lawfulness, fairness and transparency. Purpose limitation, data Minimisation, accuracy, storage limitation, integrity and confidentiality(security) and accountability.









5. [bookmark: _Toc37801441]Quality Assurance Issues for Project
Quality Assurance is required to ensure errors are limited. Ensuring the product is safe and error free are principles based on ISO 9001 standards [6]. The principal ideas of these standards are designed to ensure the product is fit for purpose and delivered as stated. The principle is to use a right first-time approach to assure customers and stakeholders of the quality of the product.
Quality management is another important part of the quality assurance principles. To adhere to these principles, requires quality management of the materials, services and inspection processes used. 

From a technical standpoint there is an overlap whereby engineering principles are concerned with getting the product to work once. Quality assurance enhances this by ensuring the product works all the time [7].

Quality metrics are used to identify and monitor acceptable and unacceptable tolerances that need to be adhered to. The metrics are designed to ensure deliverables are met for the customers for the processes and products used. By using these metrics, the projects efficiency, performance and progress can be monitored closely [8].


The below table lists the key metrics identified for the Smart Brain project:

	Metric
	Standard
	Frequency
	report

	Software usability/capability
	0 errors
	Per prototype
	Monthly quality management reports (Mqmr)

	Compatibility of software with hearing device
	0 errors
	Every significant update
	Mqmr

	Usability of hearing device
	0 errors
	Per feature added
	Mqmr

	Customer satisfaction
	8/10 or higher with no score below 7
	Per prototype
	Mqmr

	Product defect rate
	<1
	Every product
	As achieved
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