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There are millions of people at home that can connect to the internet by Internet Service Providers (ISPs). The research that will be carried out will identify the security of current networks that are in homes then proceed to create steps to follow to improve security and even provide new security that can be added to protect those who are using broadband in their homes.

The reason that this particular project has been chosen is due to doing a course within  Networking & Cybersecurity, this means that any personal knowledge gained from studies will be able to be applied in order to benefit the research being carried out. The benefit of doing a project within a field of understanding will mean that flaws of current networks will already be understood and the current security that is already implemented into ISPs routers/networks. 

The literature that will be included within this research proposal will contain sources from academic backgrounds amongst online resources detailing ways to improve home network security. By being able to gather what is currently available to improve home networks, it provides a starting ground for further analysis for the project. The research is worth doing as it will provide a more protected network that can detect and eliminate possible threats that may damage the user’s devices along with keeping all their information secure. Current improvements for home networks are making sure that routers are updated and editing certain elements such as the password, name and limiting the access to the home network [1]. 
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There have been studies carried out within this area Computer/Technology studies, which have identified that certain areas in the world are more at threat of Cybercrime, due to lack of security software/hardware for their computers, current research shows that cybercriminals will specifically attack home networks in order to exploit the router and gain information [2] . Due to an increase in malicious activity over cyber-attacks is another reason why further research should be carried out.

The security that ISPs have currently implemented into their provided routers is to allow the change of SSID (Service Set Identifier) along with this the default IP address can be edited, as keeping the standard name will allow cyber criminals to gain further information about the network that is being used in order to exploit it further, in addition to this ISPs provided routers have network encryption meaning that data stored on the network is protected and cannot be accessed with malicious intent by hackers [3]. ISPs currently ensure that each router provided for home networks have its software updated and can often provided users with additional anti-virus software to protect their devices whilst being connected to the network.

Different routers have been created in order to benefit home network security (also networks on a larger scale) which as detailed have various encryptions ISPs provided routers typically have WPA2 (Wi-Fi  Protected Access 2) routers and is able to mix up the encryption key [4] [5]. However, despite this type of encryption being the most recently created form of encryption, those who are of older generation may have a slightly older format such as WEP (Wired Equivalent Privacy) or WPA (Wi-Fi Protected Access) which are both not as good as WPA2 routers. By having either of these two forms of routers it provides a higher risk of having poor Wi-Fi security and allows cyber criminals to listen to the traffic on the network to gain important information to cause malicious activities [3].
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One of the main aims stated for this project is to investigate currently existing security that has been implemented into networks (such as ISP Routers that are provided to their customers) and to create recommendations that can benefit the security, in addition to this objective is to provide new security measures that home networks will be able to use, and even protect any devices that will the users will be connecting for their own personal use.

The chosen objectives for the research project are detailed as followed:

· To investigate existing home network security that is currently available and to provide recommendations for ISP customers to follow to improve their security

During this section of the research, an analysis of current network security. This includes the security of ISP provided routers, and further discussion of the recommended ways that the users can improve their network. The type of data that will be gathered for this will vary from existing journal articles and projects that have been carried out, to understand what improvements could or already have been made. This will allow for better understanding of the current situation for all ISP security for homes, and if it varies for each device that connects to the network.

· Show any existing or underlying problems with modern network security 

By investigating on going security issues that home networks currently have, it will allow further research to be carried out on what type of cyber crimes are being used on home networks, which is another. This element will also include any flaws found with current home network routers and its devices.

· Provide new security measures that can be implemented in future home networks 

After carrying out the research element of the project, the possible additions that can be done to in order to improve the overall security of home networks in the future, by making changes to ISP routers, devices that may connect to the network, or additional features that can be created to be installed within homes to prevent unwanted access to the network.
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Expected Outcomes
Whilst carrying out this experiment, a replica design of a modern home layout with a ISP network will be carried out to experiment on, this will have multiple devices (mobiles, laptops, tablet) that will be connected to it from different areas. As this is testing whether there are implementations that can be made in order to improve the security of home networks, devices that are in modern day use, such as Sensors (Doorbells, CCTV) that can be connected to networks and have the possibility to be hacked by unwanted visitors, there will need to be a more indepth security put in place to prevent hackers from seeing what devices are connected to the Wi-Fi itself, and individually communicating with them, even if disguised being able to be registered as holding as a potential threat to the device, and providing a counter attack against the malicious activity.

At the end of this research the expected outcomes are to produce possible options that will strengthen the security of home networks, by analysing currently existing problems with security and comparing them to previous research done in order to fix those issues. Being able to produce a new security measure that all home networks and the connected devices that could benefit from would be the end goal of this project. 
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To obtain results that will benefit the research project the use of Quantitative methods will be used, this means that the use of Experimental methods are put into use for further analysis, the reason that these methods have been selected is due to being the best for identifying/completing the research objectives [6]. This research will be useful to all groups as households tend to have ISP networks meaning that the improvement of security will benefit populations of all ages. Despite this, the validity may be an issue, as the use of new technology can be somewhat confusing to those of an older age, and they may want to stick to the tech that they are most accommodated to using.
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Having a plan of how to collect data via Experimental research will benefit the research produced for a positive outcome. It will allow the gathered data from the Experiment method to progress development of the project, which is improving the security of Home Networks.  
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By completing a feature-driven development layout, it will provide a clear structure of what needs to be completed (networking wise), to provide a final result of creating a new element of security that could be used in future development of HNS [7]. A possible risk/legal issue whilst carrying out this project in creating new security measures is having a similar idea to something which has already been created, this may result in a copyright claim if research is not properly declared through out the work being carried out. As further detailed within ‘Resources & Planning’ the use of the networking software will be used in to produce enough detail to use the results within the research.

When carrying out an experimental based research method, all areas will have to be considered, including what devices will be connecting and how many users there will be on the network. As discussed previously, validity of the experimental aspect will have to make sure that it will be simplistic, so that older generations which would be receiving this new type of security will not find it too difficult to use, and put them at risk of possible malware or cyber-attacks.

However, even though experimental methods are being conducted, another way to investigate current security methods which could be improved is by using forums and seeing what ISP users think the of their network security is it will allow a conduct of research into that specific area, to see if improvements have been made, and if not how can it can be constructed to benefit more security.
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To make sure that this research project is being carried out successfully there will be multiple tools that will need to be used. The planning aspect will require the use of a Gantt chart, which is detailed further below, to make sure there is a steady flow of work being achieved during the time frame provided. Further in the resources details the use of online resources, which will be very beneficial whilst carrying out the investigation of the research proposal.

During the process of researching for the project the resources that will be required to carry out this investigation will be:

· Computer with Cisco Packet Tracer (Networking Software)

By having access to a computer that has this software it will allow the replication of a house environment and layout. Meaning that a scenario can be done to show a malicious attack being carried out on a ‘home network’ and see how the network will respond and deal with it, while having various security applied to the main router of the home [8]. Due to studying in the are of networking, the knowledge gathered whilst studying will be applied to ensure successful outcomes. As discussed previously in the research, another benefit of using this tool is that the use of common devices (mobiles, laptops, PCs, tablets) can be used in addition to routers alone, meaning that the experiment can also be extended to protecting the devices that are connected.

· Cisco (NetAcad)

By having access to this academic learning facility, it will provide a further understanding of the tools within the networking software available, along with other useful research about current networks that are available, which will be of benefit whilst this experimental research is being created.

· Time Management Software

Even though this project will be based on improving home network security, ensuring that a set time is in place so that a constant flow of work can be produced is a key element whilst doing research and the experiment itself. By having set times, it still allows room for personal breaks and academic activities.

· Online Resources (Academic/governmental/industrial)

Having access to a wide variety of tools will allow a smoother result of producing research that can be implemented into the project. These particular resources can often provide a wealth of knowledge as often the areas of Technology (broadband in particular) are always being researched and progressed further, meaning that the security will always be pushed to advanced in order to keep up with the demand for more tech. The use of academic resources will be beneficial, as it will show the areas which have already been investigated and whether it was a successful piece of work,
if not it will show what areas were unsuccessful which will still be of benefit, as it can be investigated further in the research. Industrial resources will also be of great importance, as information can be provided form those who are producing the current network security, this can also lead to investigating which areas have not been implemented into their current products.
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To make sure that each task of the research in a set amount of time to allow a steady flow of work being done, a Gantt chart was used in order to keep the project on schedule over the weeks. A summary of the sub tasks that were needed to be done for the initial research is detailed below.

This Gantt chart displays the current research being carried out, this software allows the addition of separate tasks, along with assigning specific users to each task. When further experimental research is being carried out there will be a longer time frame available, and more time slots will be set for the next part of the project.
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(Gantt Chart – Created using Toggl [9])

Each part of the project was picked apart in order to show its sub-tasks that would make the whole research complete. By doing this it allowed a time frame in which each task can be carried out. The References times had been scheduled so it coincided with the Research time slots, as the references would need to be provided when discussing them in the proposal. After each slot has been completed the selection to mark them as ‘Done’, to display and easy timeline of the things that are left to do.
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