Tutorial Questions

Please research on the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 25 mins . You can choose 2/3 people to do the presentation and the rest can help in answering questions directed to the group.

Group 1 should prepare about 3 Questions to ask group 5
Group 2 should prepare about 3 Questions to ask group 1
Group 3 should prepare about 3 Questions to ask group 2
Group 4 should prepare about 3 Questions to ask group 3
Group 5 should prepare about 3 Questions to ask group 4

Friday Presentations (01/12/2023)
Based on Lecture 11 and 12 slides and research.

Group 1
1. What are its primary components of Contingence Planning?
2. List and describe the seven-step CP process recommended by NIST.



Group 2
3. List and describe the sets of procedures used to detect, contain, and resolve an incident.
4. List and describe several containment strategies . On which tasks do they focus?




Group 3
5. What criteria should be used when considering whether to involve law enforcement agencies during an incident?
6. What is a disaster recovery plan, and why is it important to the organization? What is a business continuity plan, and why is it important? What is a business impact analysis, and what is it used for?



Based on Lecture 7 Materials

Group 4
1. List and define the factors that are likely to shift in an organization’s information security environment.
1. Briefly describe the following five domains of the general security maintenance model.
External monitoring, Internal monitoring,Planning and risk assessment: ,Vulnerability assessment and remediation ,  Readiness and review
.

Group 5
1. What is digital forensics, and when is it used in a business setting?
2.  What is the difference between vulnerability assessment and penetration testing?









