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	Figure 1 shows the creation of the “Dept_Important_docs”, which will be used to store documents shared with other users on the network.
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	Figure 2 showing the issue that I faced when trying to add users to the permissions list.
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	Figure 3 shows the process of adding a new user to the permissions list. However, the user hasn’t been verified. 
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	Figure 4 shows the user that was added and is now verified as showed with the name being underlined.
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	Figure 5 showing the new user I added to the permissions getting complete control of the text document.
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	Figure 6 showing the text that was composed in the text document.
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	Figure 7 showing the creation of the share permissions and the process of the creation.
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	Figure 8 showing the path to where the permissions are saved and the shared name.
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	Figure 9 showing the specific permissions that were chosen and the users that have permissions on the folder.
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	Figure 10 shows the confirmation section of the file-sharing wizard, the location of the file and the share properties of the file.
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	Figure 11 shows the network map of the drive, the path of where it was saved and client one attempting to connect to the drive.	
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	Figure 12 shows client one connecting to the folder.
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	Figure 13 shows the creation of the group of users that are not admins and will have their access restricted from the pc system.
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	Figure 14 shows the creation of the policy that will halt access to the control panel for users in the group.
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	Figure 15 shows the process of the policy being enabled to the group.
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	Figure 16 shows the policy being forced updated and the way to update the group.
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	Figure 17 shows a user who is part of the group with restricted permissions. On client one trying to access the control panel and the error they got.
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	Figure 18 shows the same user trying the access the command prompt. However, they are among the users that have restricted permissions.
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	Figure 19 shows the same user trying to access an external drive, but they are part of the user’s group with restricted permissions.
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	Figure 20 shows the creation of a new organisation unit.
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	Figure 21 shows the “WS1-NWT” computer being moved into the newly made organisation unit.
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	Figure 22 shows the creation of a new policy that will stop users from gaining access to install applications onto their PC system. 
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	Figure 23 shows the policy of restricting access to installing apps  has been enabled 
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	Figure 24 shows the error message that a user who is part of the group will get when they try to install apps on their pc system.
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	Figure 25 shows the requirements of the group manager and what will be needed to keep the account secure.



	[image: ]

	Figure 26 shows the creation of a new account; however, an error message occurred when the password for the account was too short; this shows that the policies enabled are functioning correctly.


[bookmark: _Toc70666637]Observational Tasks 
[bookmark: _Toc70666638]local permissions & File shares
Another term from local permissions are NTFS (New Technology File System). NTFS are a Microsoft functionality that enables admins to assign specific permissions to individuals regardless of where they are connected. The permissions admins assign can be particular, allowing users complete control, allowing users to modify or delete anything on the systems. The ability to read and execute can only allow users to read files or execute programmes, or just read or write; users with this permission are only allowed to view files who can only write to a file/folder. File sharing is a way for computer systems to connect and allow for data to be sent over the network; the share of files and folders between computer systems can be done. This is because users on the systems are given permissions that determine who can read/write and make changes to the documents or folders on the system, which is usually done through a public or private network. [1] File sharing allows a multitude of people to share the same files and folders; this is usually done by having an admin account that has full access to the file or folder; the admin now has the option to assign read/write permissions to users on the network, this will determine which users will gain access to the document. The functionality of file sharing has been wildly used in multi-user computer systems. It allows users to connect to their data, which is usually on a different computer system or a server, as having multiple users data on a single computer system can lead to the storage filling up quickly. [2] The main difference is between local permissions, and file sharing is the scope of the operation; file-sharing would typically be used in the lower populated network as assigning each individual user permission would be a lot easier, however when it comes to large scale networks that have lots of users local permissions should be used, because you can group users and give the group permissions so when a new user is added to the network they will be added to the group, and the policies from the group will transfer to the new user. [3]
[bookmark: _Toc70666639]Role of Group Policy Management 
The primary purpose of group policy management is to ensure the security of the users and their data on the computer systems; this is done in many ways by enabling password policies, system management policies, and software updates. Password policies are a great way to ensure that users accounts are protected, policies such as increasing the length of the password, having different characters used in the password. How frequently the password will have to be updated and not allowing the user to use the same password again, these policies will always keep intruders guessing passwords and well ensure that users accounts are kept safe. There are many system management policies that the group policy manager can enforce; some of these policies can be restricting access to some of the systems utilities to uses that will not need it or denying access to files or documents that are confidential. An example we used above in figure 19 is restricting the access of external drives to the computer system; this will ensure that no malicious software gets installed onto the computer systems. The group policy manager in a network environment will also be tasked with maintaining the computer systems; this can be done by forcing updates out to each computer system that is attached to the network. The group manager can also run diagnostic software on the systems to check for any malfunctions in any of the computer systems. [4]



[bookmark: _Toc70666640]Password principles
Enabling two-factor authentication after a user has entered their password would be a suitable practice for any company to follow. As it provides an extra layer of security for users accounts because when the user has to sign in to their account, a message will be sent to the two-factor authentication app asking if they are currently logging into their account, the two-factor authentication app usually gives the user a code that they need to type into they system, this then allows the user to gain access to the account. Two-factor authentication is very useful as if a user password is leaked, the intruders will still need to use the two-factor authentication to gain access to the account. Avoid using words from the dictionary as it is commonly known that brute force attacks search from the dictionary and will leave you vulnerable to a dictionary attack programme. Ensuring that a different password is used whenever a user changes their password. Making sure that passwords should be changed every three months. [5]
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