



Introduction 
This report will explicate the new General Data Protection Regulations (GDPR) which comes into effect on 25th May 2018. The report will provide key indicators of the GDPR and how it will affect Dragon Data and its employees. The report will also provide insight into the rights in which individuals are now entitled to, following with analysis and an offering of recommendations in which to sustain a healthy compliance plan. 



What is GDPR? 

GDPR is short for the general data protection regulation which was approved on the 14th of April 2016 by the European union the United Kingdom. The purpose of the new GDPR is to increase the importance and strength of how citizens from all nations data is handled, used and secured. Citizens will have easier access to what information is stored on them by organizations and have the rights for their data to be removed. This transparent approach will give better understanding for citizens about data handling. The GDPR will be linear across all countries and they will abide by the same laws and incur the same penalties if data was mishandled or the laws were not abided by (Curtis, J 2018).



Brief History of Data Protection 

In 1995 the EU formulated the data protection directive which was introduced while the internet was still premature thus in need for new policies which cover the explosion of social media. Although it has been several years in the making, the GDPR is now law not a set of minimum requirements, which is what the data protection directive was.  This means that the penalties of breaching the new laws can be severe (Privacy Trust, 2018).











The GDPR allows citizens of the EU:

1) The right to access –individuals have the right to request all their information which is stored by organizations and to know how exactly their data is being used. Organizations would need to supply the data stored on the individual at no charge. 
2) The right to be forgotten – Companies must remove data immediately upon the request of removal by an individual or the termination of consent from the individual. 
3) The right to data portability – Data can be transferred from one organization to another upon the request of the individual. The content would be in format which is user friendly. 
4) The right to be informed – individuals must be notified before information is gathered on them. They must also understand exactly what data is gathered and how it will be used.  This would request consent from the individual. 
5) The right to have information corrected – individuals can have their data updated at any point in time. 
6) The right to restrict processing – Individuals can request that their data will not be processed or limit how the data is processed.  
7) The right to object – Data marketing should be consented from the very start, individuals can object their information to be used for marketing at any time and would have to clearly consent for this to be conducted. 
8) The right to be notified –Individuals must be notified within 72 hours if their personal data has been compromised. 
(Lund, 2018)



GDPR Compliance 

GDPR compliance applies to every organization which is offering their goods or services to any citizens within the EU. If an organization is established outside of the EU but are still targeting EU citizens, then the GDPR applies to them as well. Penalties for breach of compliance with GDPR can be issued with fines of up to £20,000,000 or 4% of their annual revenue which is regarded as a higher stage and for the lower stage of penalties, organizations can be issued fines of £10,000,000 or 2% of their annual revenue. These penalties could be catastrophic for any business or organization who do not comply with GDPR. (IT Governance (2018).


Recommendations

1) Establishing a GDPR compliance checklist would ensure an organization are covering all compliance requirements, Suggestions for a checklist could include; 

2) Accountability and governance framework- Identifying opportunities and risks within the management team will ensure all management are made fully aware of the challenges within the organization regarding GDPR. Accountabilities should be assigned and actioned. 

3) Project scope and planning- All organizations should have clear and precise project management. The project manager should receive ongoing training and be aided by a data protection officer is possible. The scope of the business will be clear and accuracies with which units require what attention. For UK organizations it would be wise to consider Brexit implications for the business. 

4) Auditing data inventory & data flow- Data flow and inventory audits should be carried out in a systematic manner. Processing the data should be in compliances with all laws of GDPR, the origin of the data should be clear and data mapping should be implemented to identify any risks of the processes of using data. 

5) Gap analysis- Closely monitoring and analyzing GDPR compliance will highlight any gaps in which need amendments. Organizations will benefit from analyzing this regularly.  

6) Develop operational policies, procedures and processes- Organizations should create policies and procedures which correspond with GDPR. Consent must be clear from both the organization and the individuals whose data is being used. Contract updates applicable when needed.  
7) Securing data- Security for individuals data must be imperative and prioritized. Encrypting methods, identifying data breeches and control measures should be kept in place. 

8) Communications- Communicating the GDPR within the organization will ensure full transparency and allow management to account for their duties to enforce the policy and procedures which would secure the data processing. Training should be a continual process to evolve the employees understanding of any ongoing changes organizations can make to comply with GDPR.

9) Auditing compliance- Auditing regularly will ensure a high level of compliance with GDPR. Data processing will be updated frequently as a result which will benefit the organization.  (IT Governance (2018) 



CONCLUSION

In conclusion, data is more valuable today than it has ever been and since digital age is evolving, organisations must coincide with it. Social media is a tool which allows individuals or customers to share more of their private information than ever before and whilst it can be a powerful tool for businesses to progress, it can also be threat if businesses no not use have policies and procedures in place to comply with GDPR. Instead of focusing on drawbacks or negatives from the GDPR, organisations should acknowledge new opportunities it will provide which could strengthen core company values such as honesty and trust which will inevitably result in customer loyalty. 
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