Chinese balloons over North America. | Owain Stuart Plant (1910280)
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1. [bookmark: _Toc134690864]Background
A series of high-altitude balloons were spotted in North American in January and February 2023. One of these was spotted on the twenty eighth of January 2023, near Alaska. It was tracked across Alaska into Canada, it re-entered the United States on the first of February 2023. The balloon was shot down off the coast of South Carolina on the fourth of February 2023 by the United States Air Force. The Chinese government has denied spying, however the U.S. military believes that it is part of a Chinese effort to gather intelligence. 
2. [bookmark: _Toc134690865]Issue 
This incident has raised some concerns regarding Chinese military capability as well as their intentions in the regions. With speculation about balloons in the media as a defence company there is a need to understand if it poses any threat and what is possible for it to be doing. 
3. [bookmark: _Toc134690866]Recommendation 
Recommendation is to observe the situation, seeing if a similar event occurs again in the future and be vigilant for other tension increasing factors between the two nations. This is due to the potential for the company to develop a more cost-effective method to eliminate these types of threat. 
4. [bookmark: _Toc134690867]Timing 
Not an urgent requirement due to no current actions needed, wait for future events to occur before re-evaluation. 


5. [bookmark: _Toc134690868]Discussion 
5.1. [bookmark: _Toc134690869]Timeline of events 
Balloons have been seen previously in United States airspace throughout 2022, with several reports of sightings. The United States military has not confirmed that these balloons were Chinese, but it is believed to be part of a Chinese surveillance program. 
The balloon that was shot down over the Atlantic Ocean was first spotted on the twenty eighth of January 2023, when it entered United States Airspace near the Aleutian Islands in Alaska. It then moved across Alaska and entered Canadian Airspace on the thirtieth of January 2023 over Yukon and Northwest Territories. It then flew Northeast over British Columbia before entering United States Airspace again in northern Idaho on the thirty first of January 2023. On the first of February 2023 it entered Montana, it then flew to South Carolina where it was shot down off the coast and fell into the Atlantic Ocean on the fourth of February 2023. [1]
The balloon was shot down by the United States Air Force First Fighter Wing at Langley Air Force Base, Virginia. The balloon was travelling at an altitude between 60,000 to 65,000 feet when it was hit by an AIM-9X sidewinder missile. The deployed aircraft carrying the missile was an F-22 raptor fighter and is now the aircrafts first confirmed kill. The balloon fell approximately six miles off the coast, with the debris being recovered and sent to the Federal Bureau of Investigation laboratory in Quantico, Virginia for analysis. [2]
The occurrence has caused further disruption and tension to the fragile relationship between the United States and China. China is continuously increasing its military spending and growing its capability by developing innovative technologies, one of these being surveillance balloons. The shooting down of the Chinese balloon is a sign of the growing tensions between the two countries, these tensions are likely to continue to escalate in the coming years. It is unclear how China will respond to this incident, however it is likely that China will continue to fly balloons in an effort to gather intelligence. The United States will respond by continuing to shoot down these balloons if they enter United States airspace. 
5.2. [bookmark: _Toc134690870]Claims 
It has been claimed that the balloon was carrying cameras and other surveillance equipment for intelligence gathering. The United States military believes it was to gathering intelligence on US military bases and other sensitive locations. [3] It is also claimed that the balloons were operated by the Chinese military, however the Chinese government has denied any wrongdoing. The Chinese Government are claiming that the balloons were weather balloons that veered off course. The United States are concerned about the Chinese military's growing capabilities in the field of surveillance. They also believe that the balloons are part of a larger Chinese effort to develop and deploy surveillance balloons around the world. The US military has said that it is taking steps to improve its ability to detect and track foreign surveillance balloons. The Chinese government has denied that the balloons were surveillance balloons, and it has accused the United States of overreacting. [4]
5.3. [bookmark: _Toc134690871]Balloon Information
The average altitudes that weather balloons usually fly is between 65,000 to 115,000 feet or 19.8 to 35 kilometres depending on their size. These systems reach these heights due to them being filled with gases that are lighter than the surrounding atmospheric air, they are usually filled with Hydrogen or Helium. [5] The average size of weather balloons are around six feet wide expanding to around twenty feet when rising. Balloons of this size can drift around 125 miles and will last for up to two hours. [6] The size of the balloon used by the Chinese is quoted by Commander General Glen VanHerck to be approximately two hundred feet, meaning around 60.96 meters. Commander General Glen VanHerck also states that the system weighs a couple thousand pounds meaning around 907.18 kilograms. [7] The image shown below in figure one shows an image of the balloon as well as the equipment fitted, it was captured by a United States Air Force pilot from the cockpit of a U2 reconnaissance aircraft. [8]
[image: A US Air Force U-2 pilot looking down on the Chinese spy balloon over Montana on 3 February. Pic: Department of Defense/US Air Force]
[bookmark: _Toc134645115]Figure 1- Image of Balloon with associated equipment [8]
The image above depicts the system to have sixteen solar panels fitted, the average weight of a 60-cell monocrystalline PERC solar panel is 18.1 kilograms. This means the weight the balloon was carrying in solar panels alone is 298.6 kilograms. These panels produce a maximum of 30.61 volts, 7.42 Amp and 227 Watts of power, meaning this system is producing a maximum of 489.79 volts, 118.72 Amp and 3,632 Watts of power. [9] 
The reason there is a need for so many solar panels is due to it providing energy directly to the fitted equipment during the day as well as to charge batteries so it can be used at night. The number of batteries and therefore stored energy is limited due to the weight issues associated with battery storage of energy. A battery which stores enough energy to provide a usable capacity of power of 9.7 kilowatts per hour of energy weighs 121 kilograms. [10] 
The material these balloons are usually made from is either latex or a synthetic rubber such as neoprene, these materials are used due to their high elastic deformation properties. The assumed material for this balloon is neoprene also known as Polychloroprene Rubber, this material can stretch up to 800% before breaking. It has a density of 1.35 - 1.50 g/cc	with service temperature between 100 to -30 degrees Celsius, giving it good thermal properties for the operating ranges it will encounter. [11] The average side wall thickness for these balloons are 0.051 mm or 0.000051 meters [6], given the size of the balloon is 60.96 meters the rough calculation of the weight of it is shown below in equations 1, 2, 3 and 4. For these calculations it is assumed due to ease of calculation that the balloon is a sphere. 

 
[bookmark: _Toc134688747]Equation 1- Balloon external surface area calculation


[bookmark: _Toc134688748]Equation 2- Balloon Volume calculations

[bookmark: _Toc134688749]Equation 3- Density of neoprene conversion 


[bookmark: _Toc134688750]Equation 4- Balloon mass calculations 
Weight of the balloon as shown is 28.275 kilograms, meaning the total approximate weight with one battery, the sixteen solar panels and the balloon itself is 447.875 kilograms. If the estimated 907.18 kilograms is taken and deducted from the rough calculated weight from the known equipment fitted this leaves a weight of 459.305 kilograms for other equipment. This will be less than this figure due to the balloon, panels and the battery needing to be secured to a frame with the actual equipment going to be used also fitted, increasing the weight further. The approximated volume and Buoyancy force of the balloon is shown below in equations 5 and 6, the numerical values used for these equations are also shown below. The value for the buoyancy force will be negative due to it apposing gravity and having lift in an upwards direction.
· Diameter (d) = 60.96 meters
· Density of Helium (Ƥ He) = 0.164 kg/m^3 [12]
· Density of Air (Ƥ Air) = 1.293 kg/m^3 [13]
· Gravity (G) = 9.81 m/s^2
· Coefficient of drag (Cd) = 0.285 [14]


Volume (V) = 1.18613×10^5 meters^3
[bookmark: _Toc134688751]Equation 5- Balloon volume calculations 


Buoyancy force = -133.9 kilonewton 
[bookmark: _Toc134688752]Equation 6- Balloon Buoyancy force calculations [14]
The information and equations below are what was used to calculate the Rayleigh criterion for the system this determines the diameter of the lens required by the system. The lowest quality with shapes of structures and other key geographical features still being visible to make up an image is to use a distance of 0.05 meters between points. [15] The calculated diameter of the lenses are shown in the equations below in equation 7 and 8. 
· Distance d= 60,000 feet or 18,288 meters
· Wavelength λ= visible light between 380 to 700 nanometres [16]
· Wavelength λ= ultraviolet light between 100 to 400 nanometres [17]
· X =0.05 meter to be able to make up shapes for image 

Visible light lens size
				 
 0.168 meters/ 168 millimetres			0.312 meters/ 312 millimetres 
[bookmark: _Toc134688753]Equation 7- Visible light lens diameter calculations 
Ultraviolet lens size 
				 
 0.044 meters/ 44 millimetres			0.178 meters/ 178 millimetres 
[bookmark: _Toc134688754]Equation 8- Ultraviolet lens diameter calculations
Using the information gained from the Rayleigh criterion shown above the weight of the lens can now be calculated. Using the worst-case scenario of 312 millimetres diameter with a thickness of 40 millimetres and assuming it is made of glass, this is shown in equation 9, 10 and 11 below. 	


[bookmark: _Toc134688755]Equation 9- Balloon Volume calculations

[bookmark: _Toc134688756]Equation 10- Density of neoprene conversion 


[bookmark: _Toc134688757]Equation 11- Balloon mass calculations 
The weight of the lens can now be added to the overall current approximated calculated weight of the system making it 477.827 kilograms. The force of this due to gravity can now be calculated and compared with the approximate lift force calculations, this is shown below in equations 12 and 13. 


[bookmark: _Toc134688758]Equation 12- Force due to gravity calculations


[bookmark: _Toc134688759]Equation 13- lift force considering weight.
This number in reality would be less due to this calculation not considering the additional weight from the frame and other equipment fitted, this would likely bring the weight up to the 907.18 kilograms previously stated. The force would also be reduced by the resistance to air as it climbs creating drag. It is however a good approximation and gives an idea of the sort of equipment that could be fitted to the system due to the weight limit. 
5.4. [bookmark: _Toc134690872]Incredible functionality 
The balloon was described to have a suitcase sized box attached housing information gathering equipment, this section will look at the incredible functionality of what could be inside of that box. The first thing to be looked at is the plausibility of the device to actually be used for weather monitoring purposes. The first point here is if the system was designed for this purpose, then the balloon would be much smaller compared with normal weather balloons as previously discussed. The second point is the expense of fitting solar panels to the system and having such a long flight time when this is not the usual thing that is done. There has been a great deal of time to design and build this system, thus making it improbable this was the only use or its intended use at all. 
There has been speculation and worry due to the potential that this system could have weapons fitted, this is highly unlikely due to it being a provocative act with the origin of the system being easy to trace. The system is also unlikely to be able to pick up ground wave or line of sight information being sent via this propagation method. This is due to these systems sending information near to the ground so the balloons fitted equipment at its cruising altitude will not be able to pick any of these signals up. A radar is tuned and spins like a light house meaning anything above the height of the wave will either be unreadable or undetectable. This system will also unlikely be transmitting any form of gamma waves or x-rays. This is due to the energy required to power these systems would be grossly disproportional to the lift capability of the balloon. There would also be no benefit to searching for or emitting any form of ultraviolet frequencies. There is a possibility it could use a new state of the art system to transmit data back to its source via optical beam however this is unlikely due to the cost of the system. 
5.5. [bookmark: _Toc134690873]Potential functionality 
Now that the incredible functionality of the fitted systems has been discussed, the actual potential functionality of it will be discussed. The device is likely for surveillance utilizing some form of optics in the visible spectrum or infrared frequency. The plausibility of these systems was proven above in equations 8, 9 and 10 by using the Rayleigh criteria that the lens is of a sufficient weight to be able to be carried at just below thirty kilograms. The benefit of using the infrared frequency over visible is that it can see through clouds. It could also be used in the lower end of the microwave frequency to intercept communication for mobile telemetry. It could also intercept communication sent via ionosphere propagation also known as sky wave. This information can be used to gather intelligence, test of response time or could be a diplomatic statement and a challenge. The information it gathers will need to be sent back to the source, this will likely be done by transmitting the data to a satellite to relay back to the origin source. 
5.6. [bookmark: _Toc134690874]Protection methods 
The likely reason that a balloon was used is due to it being cheap when compared to something like a UAV (Uncrewed Aerial Vehicle). These systems are also likely to have a lower radar signature than that of a UAV and is easily disguised as such things as weather balloon. As a company in the defence sector there could be a potential avenue for work to develop a new system that has the capability to bring these systems out of the air safely. The method that was used for the balloon was to use a fighter jet and a missile to bring the balloon down, this is not only very costly but also has environmental and safety implications associated with it. It is important to continue to observe the situation for security reasons and due to the company being well positioned so that a potential spoofing or more cost-effective method be investigated. 
5.7. [bookmark: _Toc134690875]Associated risks  
This type of back and forth happens often between different rivalling nations but due to size and visibility because of the altitude the public and media have seen it this time. This has caused much speculation and discussion around the two nations as well as Americas national security. There are associated risks from these systems due to them being required to be shot down in the eyes of the U.S. department of defence, this means safety and environmental hazard from falling debris. 
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