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Like most businesses today, there is a critical security requirement, as associations are most often threatened by criminal units that have to take or damage association property, data, and take shop data from the association. The automotive business is additionally facing these equivalent difficulties. Many of the security challenges introduced in the automotive business stem from the development of models, such as customer protection, self-sufficient driving and weakly related segments. "You can access a wide range of individual data through the relevant vehicle application long after the car is sold." (Zola, 2018) This is a real concern for customer protection and information that can be supported by legitimate conventions for digital security. Self-driving is another important model in the car business. This model leaves the car business open to significant problems if legitimate safety efforts are not made to prevent powerful vehicle control. Another important model / challenge for the automotive business in terms of security is the weak connected parts. "Unauthorized access is one of the main security challenges in the connected biological system" (Research and Markets, 2018) Vulnerable equipment bits can lead to hacker vehicles that can be controlled remotely, restrictive information taken about the organization or individual information about the buyer. taken among many other potential outcomes. In this exam paper, we will talk about these three models, giving a brief overview of each model, and then choosing one of the three to explore more data on this model as it identifies with the automotive business.
[bookmark: _Toc49077605]Study of the automotive industry
The car business is not new to the personal computer universe, but when it comes to the security of these computers, the car business is in its infancy. "Basic electronic control devices (ECUs) appeared in large-scale production of GM and Ford cars in the 1970s to cope with basic capabilities, such as timing and transmission due to stricter efficiency guidelines and emanation. " (Mertl, 2018) No one at the time thought about it or tried to make sure of these parts of the computer by malignant customers. Computer segments, for example, OBD-II (on-board diagnostics), which is found in most modern vehicles today, is not yet protected from attack. "OBD-II definitions contain classified elements that cannot be fully tested by vehicle manufacturers." (Takefuji, 2018) These mechanized segments are left unstable but can do many things, for example, get to demonstrative data about the car, affect the exposure of the vehicle and as we jump further into the universe of connected cars, it offers access to the entire upgraded subsystem of this vehicle. This measure of access and insecurity poses a real threat to the well-being of buyers and friends of property innovations. Things, for example, a computerized odometer can be exhausted if a customer turns to OBD-II. This probably won't seem like a dangerous problem, but if the vehicle has kilometres on it and a customer restores the meter to 50K, this may lead the new customer to assume that the car is more capable than it can be in In fact, while riding the bike can get stuck and anything can happen, for example, an accident or the new driver can be stressed in an obscure area, especially if travelling a considerable distance. This is an exceptional case of why electronic vehicles need to have safe parts, especially with the approach of self-driving cars. Later in the research book, we will go further into how these car models identify with the digital security industry, just as the automotive business uses digital security to match weakly connected parts.
[bookmark: _Toc49077606]Top trends in the automotive industry
This segment will provide a brief study of customer protection, independent driving and weak related parts, as identified with digital security and the automotive business. 
[bookmark: _Toc49077607]Consumer privacy
Protecting the buyer before the presentation of the connected vehicle is not something that does not exist, but rather is centred around an alternative part of the car business. Buyer protection was more focused on the money-related side of the car business. As vehicles are legitimately associated with the protection of internet shoppers, part of the security of digital hazards must be taken into account. As stated recently in the presentation of the document, well after the vehicle has been sold, the previous owner can now approach the elements of the vehicle through a portable application. This application can also allow the previous customer to access individual data of the new customer. This is a real digital security problem, especially as more and more vehicle manufacturers produce connected vehicles. "Creators regularly neglect to address these issues quickly in order to bring out their article. If protection and security are put first in advertising, the results can be critical. ”(Zola, 2018)
[bookmark: _Toc49077608]Autonomous driving
Elon Musk predicts that the independent car (AV) is just going to become ordinary. (Newman, 2017) With organizations like Telsa striving to become the first to advertise self-driving vehicles, self-driving is a significant growing model in the automotive business. Self-driving becomes a safety issue due to the use of computer reasoning and AI to allow vehicles to move on their own. Like most computer-related things, it can be hacked very well. In the event that a malicious customer deals with a personal computer that controls itself, it can basically control the vehicle and lock the real customer, which can cause real mischief or even death.
[bookmark: _Toc49077609]Vulnerable related components
Weakly connected segments in a connected vehicle can include everything from a Bluetooth transmitter to a locally accessible computer that controls oil usage. These computer parts are not as secure as a standard work area or computer machine. An incredible case of a weakly associated segment is the OBD-II Persea, which has been in all vehicles since 1996. The OBD-II can show the customer a variety of analytical data on the vehicle, just like the control of several key upgraded capacities in the vehicle. The OBD-II peruser is not secured with certainty, including anyone can reach this capacity on any vehicle with the best possible hardware. However, OBD-II is not the main weak associated segment, “programmers can terminate and access any helpless, fringed ECU (electronic control, such as Bluetooth) to take responsibility for the main central ECUs that control the brakes or Programmers can exhaust the brakes or directions of the vehicle, close the engine or control other locally accessible frames by refusing administrative encroachment (DDoS), thereby endangering the lives of vehicle occupants. ”(Research and Markets, 2018 ) One of the key targets for hacker vehicles is Tesla's all-electric vehicles, and Tesla has made a delightful attempt to protect its vehicles and buyers from digital attacks by working with security pioneers by sending refreshments over the air (OTA). , and the inclusion of the correctness of the code considers the procedure for creation. However, a group So scientists and programmers have discovered that Tesla has left its Model S vehicles open and unmistakably a more direct type of hacking: covertly cloning the car's day key as a flash, opening the car's entrance, and heading outside. (Greenberg, 2018)
[bookmark: _Toc49077610]Synthesis of trends
Buyer protection, self-driving and weak connected parts are a real model of security for connected cars today and later. The lack of security conventions in connected vehicles can push customer data and friends taken, own advantages, rebel vehicles that are far controlled like hot wheels by vicious customers, or have various ECU devices that could demonstrate full control of the car from engine capacity to recreational work. The truest of the three should be weakly connected segments in the car. In the next segment, we will look in detail at the weakly related segments or VCCs for a moment and their impact on the automotive business, just as the way, the automotive business needs to adapt to this model and secure these VCCs.
[bookmark: _Toc49077611]Influence of related components on the automotive industry
This segment will go more inside and out about weak connected parts in the automotive business, the impact that weakly connected segments have on the automotive business and how the automotive business increases VCC security in connected cars.
[bookmark: _Toc49077612]Impact on the automotive industry
Weakly associated segments affect the automotive business in a range of ways, both positive and negative. VCC's "was important for the emergence of dynamic welfare frameworks, such as anti-lock braking, stepping, and traction control, where wheel sensors trigger the device's response to the loss of grip." (Mertl, 2018) VCC has considered carmakers to increase the safety of vehicle buyers by "performing capacities, such as vulnerable signals for side and catastrophic side situations, computer breakage and safe separation of separation through strict travel control". (Mertl, 2018) On the downside, VCC further leaves buyers represented due to the lack of security that is implemented in each ECU. Accents such as computer breakage or maintaining a safe separation are completely limited by the ECU, which can be hacked and used to control a vehicle. This makes a problem with the good condition of the buyer from a physical and digital point of view. People can make sense of where a vehicle owner lives so that they can be robbed or damaged, they can achieve this by hacking the radio with the chance that it is GPS (Global Positioning System) authorized. Security is expected to prevent things of this nature from happening to buyers as we become more profound over time.
In the vehicle business, “the current process of improving security programs involves limiting it to vehicle equipment. Accordingly, refreshing the product, just like the connected frames at the rear end, is a voluminous procedure which prevents the reaction to new hazards. ' (Koster, Ahlemann, Hirsh and Viereckl, 2016) There are just an excessive number of different models with a variety of equipment and programming so that manufacturers can reasonably refresh each one and cultivate new ideas.
[bookmark: _Toc49077613]How the automotive industry achieves security for vulnerable related components
Vehicles currently have numerous frameworks for sending and receiving data and are, for the most part, helpless against attack. (Koster, Ahlemann, Hirsh and Viereckl, 2016) There is no specific approach to fire to ensure that each ECU is protected. Most carmakers are unhappy with how to "create and maintain a secure connected vehicle and how they should be coordinated in their corporate structures." (Koster, Ahlemann, Hirsh, & Viereckl, 2016) What automakers do to make sure of the ECU is to include managers' hazards, monitor progress, and announce and include the board in their lifecycle for progress. In this way, they can check the randomness, screen / report on these problems and intend to solve the security problems within the improvement lifecycle for each ECU. Another way in which the automotive business seeks to make ECUs safer is through programming and testing of equipment, but carmakers still face problems with differences in item progress cycles. Equipment upgrade cycles are longer than programming improvement cycles, and these two cycles must be in a state of harmony so as to create secure ECUs.
[bookmark: _Toc49077614]Conclusion
Safety in the automotive business is a test for many reasons, but with the rise of the associated vehicle, it is something that cannot be ignored. The automotive business is facing models such as customer protection, independent driving and weakly related segments, which are all problems or have possible problems due to the lack of security updated in current connected cars. The biggest danger is the lack of security of each of the electronic controls that make up the connected vehicle. Each frame is responsible for an alternative, albeit significant, capacity inside the vehicle, and without security, each of these capacities is available for control by detrimental people. There insert security advances and testing the automotive business can fulfil the security in these gadgets in general, they must conquer various provocations, such as how to match the improvement of their equipment with their life cycle of improving programming.
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