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[bookmark: _Toc27065343] 1.0 Introduction
During this module a large variety of network principles and protocols that are used in the OSI and TCP/IP models has been taught, along with basic configurations for routers and switches, implementing IP addressing schemes, and implementing a simple LAN using Cisco Packet Tracer, along with VLSMing a simple network and creating an Ethernet cable. 
[bookmark: _Toc27065344]2.0 Abstract
In this report the first five labs for this module will be completed and explained. The first lab covers building a simple network within Cisco Packet Tracer, the second is building a switch and router network within Cisco Packet Tracer, the third requests a report on the features of IPv6 and asks the user to VLSM a network, the fourth covers securing and accessing network devices with SSH, the final lab tasks the user with assembling an ethernet crossover cable and testing it. 
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[bookmark: _Toc27065345]3.0 Labs
[bookmark: _Toc27065346]3.1 Lab 1 - Building a Simple Network
This lab acts as an introduction to Cisco and their Packet Tracer application. Using the IP addresses and subnet mask provided the user is tasked with researching the various topologies, and connecting a network topology with ethernet cables, configuring the PC hosts, and configuring basic switch settings. According to the Network Fundamentals CCNA Exploration Companion Guide, the LAN switch is the most common device for interconnecting local-area networks, and is also a visible part of the network. [1] This shows that it is essential to fully learn what a switch is as it’s an integral and common part of a network that is used to connect multiple computers in an area to a network safely. 
The lab walks the user through the basics of Packet Tracer such as powering on devices, connecting the devices to the respective interface shown in the diagram, connecting the computers to their switches, and analysing the network connections to ensure troubleshoot time is minimized in the future. In the next step basic terms and commands are taught, such as how to console into the switch using tera term, and how to enter the various modes such as privileged EXEC and configuration mode. Basic etiquette commands such as naming devices, preventing unwanted DNS lookups, local passwords, and a MOTD banner are also demonstrated. 
























[bookmark: _Toc27065347] 3.2 Lab 2 - Building a Switch and Router Network
Lab 2 asks the user to take the role of a network administrator to build a switch and router network. The two core components of connecting multiple systems and devices on the same network and tying multiple networks together are routers and switches. Due to switches providing a convenient way to share information and allocate resources, a switch can save a company money and increase staff effectiveness. A router is used to connect networked devices to the internet and can share an internet connection among multiple users.
The topology shows a PC cabled to a switch, cabled to a router, cabled to a second PC. After placing the 2960 switch and 1941 router along with the computers, the IP address, subnet mask and default gateway are configured. Console cables are used to configure the router and switch via the console ports. 
After the topology and IPs are set up, the router is configured using the commands learned in lab 1 - Building a Simple Network, and using techniques such as configuring and activating both interfaces, and setting a clock on the router. After these steps, pinging PC-B from PC-A should be successful because the router routed the ping traffic across the subnets. 
Next, the user is asked to use “show” commands to retrieve information from each device. Using this command we find out information from the router such as it’s running the IOS image Flash0:c1900-universalk9-mz.SPA.151-1.M4.bin, the amount of DRAM memory the router has is 491520K/32768K bytes of memory, or 512MB, and that the router has 249856K bytes of ATA System CompactFlash 0. Using the “show version” command on the switch gives us the information that the IOS image it’s running is c2960-lanbase-mz.122-25.FX.bin which is found by consoling into S1 via PC-B and using the commands “show version” and “show flash”. Additionally it can be discerned that the switch has 21039k bytes if memory, and the model of the switch is WS-C2960-24TT. 
Displaying the routing table on the router by using the command “show ip route” shows us that that the code used in the table to indicate a directly connected network is C, which designates a directly connected subnet, and that L indicates a local interface. There are two entries coded in the routing table with a C code, and the interface types associated to the C coded routes are GigabitEthernet0/0 and GigabitEthernet0/1. 
To display the routing information on the router, the command “show interface g0/1” is used, this shows that GigabitEthernet0/1 is up and line protocol is up as it should be. Inputting “show up interface brief” on the switch gives a full outline on which ports are up, and in lab 4 the user is shown how to administratively lock down every port that is down from regular users to prevent security issues. 






[bookmark: _Toc27065348] 3.3 Lab 3 - IPv4, Subnetting, VLSM and IPv6 Addressing
The third lab requests a report on the features of IPv6. Through this lab it can be established that IPv6 is an internet protocol address, which then acts as an identifier for one machine on a network. IPv6 was essential to implement to give more IP addresses as IPv4 supports 4 billion unique addresses, which seemed like it would be enough when computers were far less widespread, but in present day it isn’t. 
The second part of this lab asks the user to VLSM (variable length subnet mask) the network shown in the diagram to support a range of hosts across different subnets. The user is then asked to fill out a table with all of their results. According to Cisco Press, “VLSM occurs when an internetwork uses more than one mask for different subnets of a single Class A, B, or C network.” [2] FLSM (Fixed Length Subnet Mask) is far simpler than VLSM, but at the cost of each subnet having a static length, whereas VLSM is complex but is far more flexible with the size of each subnet. 































[bookmark: _Toc27065349] 3.4 Lab 4 - Securing and Accessing Network Devices with SSH
“After managing the performance of over 20,000 infrastructure and applications penetration tests, I have come to realise the importance of technical testing and providing information security assurance.” [3] is how Chris McNab, founder of AlphaSOC, begins his book on network security. This makes it clear that network security is of the utmost importance. Lab 4 examines SSH and how to secure and access network devices with it. 
Firstly, the user must lay out the topology correctly, which is a 1941 router, a 2960 switch, and one PC. Basic device settings are configured such as passwords and password encryption, and assigning an IP, subnet mask and default gateway to PC-A. After basic settings are configured, pinging R1 from PC-A will show the user if the connection was successful as it should be. 
Password strengthening is covered, and the lab shows the user the best practices such as changing the privileged EXEC encrypted password to meet the standard security guidelines. Additionally, it is shown how to set it so a minimum of ten characters must be used for all passwords. In the R1 config it’s possible to set a router to log out of a connection that has been idle for a specified time. This command can be useful if a user leaves the connection open when urgently called away during the event of a fire and other examples, this is done using the command “exec-timeout”. You can also implement commands that stop brute force login attempts, the command “login block-for 1800 attempts 2 within 30” means if a user fails two password attempts within thirty seconds, block all future login attempts for half an hour. Verifying every unused port is disabled by using the “show ip interface brief” command is the last step of this part. 
Part 3 covers configuring the router for SSH access. When computers were relatively new, researchers began experimenting with a new way of communicating, and developed a set of protocols called telnet where a user on one computer can take control of another computer within its vicinity, anyone online could intercept data this way and this shows that telnet is not secure. This prompted the development of a successor to Telnet called SSH (Secure Shell). To use a real-life example, “Telnet was similar to giving a note to a friend, where any stranger could potentially read it. SSH is like sending a locked safe with a note in it, putting a lock on it while keeping the key, and sending it to your friend, your friend then puts his own key on the safe and sends it back, you take your lock off and send it back to your friend, who then takes his own lock off and accesses the information.” [4] To start, the user must configure device authentication by configuring the device domain name, then a crypto key is generated. The username and password for administrative access is then configured, and using the “Transport input SSH” command SSH is enabled, furthermore the login method is changed to use the local database for user verification, and the running configuration is saved to the startup configuration file. 
An SSH connection to the router is then established using Tera Term to establish an SSH session to R1 and using the username and passwords set, an SSH session should be established with R1. The user then ensures that password access is blocked after entering login information incorrectly, and then ensures they can log in and enter privileged EXEC mode. The user then enters the “show running-config” command at the EXEC prompt to view the security settings applied and to ensure they’re all configured correctly. 
Configuring the Switch for SSH access is covered next, the lab tasks the user with first configuring the basic settings on a switch, and then configure the Switch for SSH connectivity using the same commands used to configure SSH on the router. Then the user must start Tera Term from PC-A and SSH to the SVI interface on S1. 
The final part asks the user to SSH from the CLI on the Switch, this can be done by opening CLI on S1 entering the command “ssh ?” and then “ssh -l admin 192.168.1.1” and entering the password.  


























[bookmark: _Toc27065350] 3.5 Lab 5 - Understanding Ethernet Cable
Lab 5 first requests a research report on Cat 5e and 6 Ethernet cable standards.
The lab then asks that the user build their own cables. It starts by presenting a table displaying the colour scheme and pinouts, and the four function of the pairs of wires used for the 568-A standard. It then has the user build an Ethernet crossover cable, and to build and terminate a TIA/EIA 568-A and B cable end. The user is then required to connect two PCs together via NICs using their own Ethernet crossover cable, and test the connection with a partner pinging PC-B from PC-A and PC-A from PC-B. 


























[bookmark: _Toc27065351]4.0 Conclusion
In conclusion, Cisco Packet Tracer has been proven to be a valuable tool for testing a wide array of different connections, and is invaluable for bigger companies to plan their networks ahead of time to save costs and to prevent wasted time. The user learns through the labs how to set up basic networks and standard procedures for setting up a PC, a Switch, and a Router. How to set up SSH is covered and the extra security that a corporation or standard user needs. VLSM was also taught, with the user having to solve a VLSM problem, and how to build an ethernet cable was also covered. 
Delving deeper into networks, this author also wrote about the features of IPv6, cat 5e and 6 Ethernet cable standards, and various encryption standards. 
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