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Scenario 1

University has two options either to start own virtual centre in premises or outsource the work to Amazon Web Services. Each option has their own benefits and drawbacks. If University exercises the option of having own virtual centre, then it will have to manage everything on own, the systems, hardware required, cooling systems and space management will have to be done by the university. The university IT cell will have to look after the management of the server room maintaining the systems and correction of errors. The management will have to check for the room temperatures and install security devices in the data centre. The expenses will have to be borne by the university although the server functioning can be properly monitored by the IT management and it will have an accountability of the purchases going on in the department and of what is required next. 

If the university exercises the option of outsourcing the work, then it will have an expertise of the Amazon Web Services look after it. The team of Amazon will be doing the work in the server room and will accordingly ask the University to purchase the required equipment and will provide them the list. The employees of the service will be looking after database management and other functions too of systems and space management in the area provided by the University. The University will not have to worry about the problems of handling the data centre. However, the University will have to fulfil the demands made by the firm to get whatever is required. University will be paying the company for the services being provided (Bolodurina and Parfenov, 2018).

The option of university running the system centre will bring in some challenges initially but will prove beneficial in the long run for the institution. Expenses will be borne by the University and there will remain accountability of the things being required and purchased. It may happen if outsourced that technical equipment may not come handy if the Amazon firm do not find it useful later and thus money can go waste. University keeping stock of the materials themselves would be investing better. Also, the IT cell of the University will be more attached and answerable to the University if any problem occurs which in other case may not be so. Accountability will be more in case of own IT cell working as there may go small errors unnoticed by the outsourced firm. University can set own storage area network system which it can operate as per wish. The University shall be more concerned about security installations in system and updation of software in the system. University’s own maintenance department will remain more concerned about the technical glitches than the other firm. Also, the costs of employing other firm’s employees will be saved which can be utilised elsewhere in other operations of the university.

Technical aspects of virtualisation

The adoption of virtualised data centre is a sense making decision if one is looking to performance optimisation and reduction in costs of hardware. The virtualisation offers many benefits, particularly if one hopes to increase the resource availability and make a catalogue of necessary information which can help the business. Incorporation of cloud capacity for storing applications like big data can be done with virtualisation. There are benefits and challenges in virtualisation. Talking of benefits, the hardware components of data centre are abstracted and a common layer of software for managing the virtual machines. Different types of virtualisation for servers, storage and networks are present (Pousa and Rufino, 2017). Virtualisation means configuration in servers like virtual machines in which applications have own applications which run in individual frames. The data centre will offer many benefits:

A) Few servers: The virtualisation allows to use few machines in data centre which can reduce costs of operating and problems like heat with rise in temperatures.

B) Quick deployment: It is made easier to deploy applications which are new without configuring of hardware. 

C) Servers which are dedicated: Through virtualisation, it is easy to segregate the services which run on same server, like separation of e-mail, the web service and database server using virtual machines.

D) Easy cloud migration: The virtual machines can be deployed from data centre which makes easy for migration to a cloud-based infrastructure as per need.

Hypervisor

The hypervisor is a software piece which can make virtualization possible. They abstract the guest machine and operating system they use, from the hardware used.

They emulate the resources available so that guest machines can use them. The hypervisor is of two types:

a) Type 1 Hypervisor

b) Type 2 Hypervisor

Type 1 Hypervisor

It is a layer of software which can be installed on the top of physical server and the hardware which is underlying. As there is no operating system in between, it can be also called bare-metal hypervisor. If the University installs it, it can provide very good performance and stability as it does not run on any other operating system (Pousa and Rufino, 2017).

Virtual Design

The design of the virtual centre must be in a manner that there is proper room for ventilation at various corners through which heat generated can escape, it should have cooling systems installed to cool the server room at the right temperatures. Ample space for keeping the systems should be provided with exclusive furniture to keep the systems and a generator back-up to ensure the smooth running of server. Infrastructural design which includes the components of software which make up the infrastructure layer for providing storage and is software-defined must be set u. This design will help in computing and networking too. 

Scalability

The data centre requirement for scalability is driven by increase in density computation from social media and digital transformation globally. There are various types of data centres which need ability to expand quickly.

The facilities which must be provided for scaling critical infrastructure which relates to power and cooling and the space for accommodating increased growth in computer storage and power.  The coordination must be done properly with IT system additions like stand by generators, power distribution systems and the UPS systems which are pre-designed can be installed in operating data centre while it is fully operational (Shahapure and Jayarekha, 2018).

The university might think to use relational database which divides the work among other databases, and this helps in dividing work load effectively.

Speaking of connectivity, the standardized systems and processes of procurement can help the operators to install system to have flexibility.

Physical limitations and external considerations for virtualised implementations and architectures

Scalability

After the virtualization, storage array cannot be viewed as individual entity. The result of infrastructure being implemented at a physical level and looking from perspective of virtualization it must be able to handle the workload effectively and consist of processing of different types and online traffic distribution.
Functionality
The virtualised environment must see that the device has too function better than what has been available currently on storage array and it must leverage the functionality which is existing on the arrays.

Manageability
Management of virtual infrastructure in environment which is virtualised is important in considering for administrators. On introduction of virtualisation device, the end-to-end view can be divided into three domains: server to device of virtualisation, device of virtualisation to physical storage and device of virtualisation.

The virtualised environment must be sufficient of meeting the challenges and integrating with tools existing of management for enabling management of end-to-end virtual environment (Shahapure and Jayarekha, 2018).

There is also requirement of apt space for the system installation and space must be managed for keeping the systems, generators for backing up the system and cooling systems installation. University must keep these factors in mind and accordingly, has to design the centre. Also, availability of resources must be managed because it happens that apt resources are not available at the right time. University must consider this factor and look for suppliers who can provide the material in time for the database functions. The IT engineers have to be constantly in touch with the management of the database centre and also keep in touch for the errors which may occur technically and rectifying them. The team must keep in touch for the evolving changes in database management in the market and upgrade their systems software for change. Room temperature must be monitored always to avoid any mishappening. The university will have to keep provisions separately for any purchase of materials or equipment required by the department as this is going to benefit the institution overall. The optimum utilisation of available resources will help institution in maintaining the budget.

Support
The virtualisation is not an alone technology, and some collaboration is needed to work within the environment existing. The environment must include the vendor technologies like switch and storage arrays which can add to complexity. Addressal of such complexity requires tools of multiple management and introducing operability issues.

SAN (Storage Area Network)

A storage area network is a high-speed independent network which interconnects and shares pools of devices of storage to many servers. The server can access storage like a drive attached to server. The SAN is assembled with cabling, bus adapters and switches which are attached to arrays of storage and server (Ren and et.al., 2019). The University can make the use of network of storage device which can be accessed by many servers or computers which provide storage space as a pool network. The computers on the network can get access to storage as if there were local disks which are in connection directly with the computer. The SAN has a switch functioning as hardware that will provide connection to servers of devices and will move the workload traffic in storage in an efficient manner. The other benefits which can be sought are that the network will help reduce LAN bandwidth problems which occur mostly at work place by removal of a large chunk of traffic,  improve data security with its technique as data logs stay consistent with access to data copies whenever required, provide a frame of backup so that data can be retrieved using a single server for backup and data can be retrieved from multiple locations, increase in scalability wherein data is scaled to match up with business needs and provide disaster recovery measures which can be relied upon as it helps recover critical business data which can be required in face of any calamity happening.

Security

The university has an advantage with the implementation of the virtual centre with SAN that it can have the database secured. Prevention of hackers can be done through this integrated system using high technology which does not allow to let information to pass on another network unidentified. Also, the prevention of data being lost during the times of calamity can help the institution stay safe in information. However, the data centre has to be made technically sound for securing the systems through use of intrusion detection systems, IP address monitoring and firewalls which can be a helpful tool for protecting data from breaches and ensuring security (Bolodurina and Parfenov, 2018).

Security functions must be seen that they are updated regularly as the software have certain time period of expiry after which they require updation as the system gets exposed to risk. Monitoring of the management is required that the installations are checked on whether they require updation or add on a new feature which comes from the software company. This will help systems being updated and avoid any loss of data. Security will ensure smooth functioning only if it is continuously improved as per latest standards and monitoring is required at fixed intervals for safety of data.
Secure Energy supply and Sustainability
Data centre virtualisation is a place where university can store all its data in the system rather than managing it manually. The university can go with two solution i.e., either incorporate own data centre or adopt cloud computing service provide by other IT company. Own data centre also known as on-premises data centre in which the University can store all its data within the college buildings. While on the other hand, if they go for the AWS cloud computing service than their data will be available on internet with the help of which university can access the data from anywhere. Creating own data centre provides high security to the university and help them in processing to enhance excellent performance but they need to select the appropriate and suitable methods of data collection and quality of data (Zapata and et.al., 2019). As large data centre nowadays become an integral part of the information technology. So, for the university integration of IT operation is must and for this they can go with the cloud-based service offer by the Amazon Web Service (AWS) and also create their own data centre. Before creating data centre, the university must know that sustainability and proper use of renewable resources is must for the success of the business. Green data centre is now in trend and increasing day by day. It is because it helps the business in reducing carbon footprints by make decrement in the usage of energy and increase efficiency. 
Because of the generation of large amount of data on daily basis in the University they must adopt the green data centre for creating data virtualized centre with the help of which they put less impact on the environment. Green data centre (GDC) helps the business in achieving their goals without utilizing more natural resources and by achieving green initiatives. This is fast and secure for the university to store college data’s such as student data etc. It is because GDC use renewable energy source without compromising in power efficiency. GDC also helps the business in satisfying their clients because the students and parents are more concerned about the environmental issues (Arshad and et.al., 2017). And the green data centre assists the university in resolving this all issues along with the storage of data in their own premises. Adoption of data centre is always beneficial for the business because it will be evolved to hyper-scale data centre in future. The integration of AI and ML is the data centre is the advancement in the data centre which help the university in gaining parents trust that they are focusing and contributing towards green world initiatives. It reduces the operational cost of the company because a reduction in the power usage efficiency will definitely allow the university to use power more efficiently. Creation of Green data centre helps in improving the branding of the university.
Scenario 2

Importance of security policy and its influence on organizational design at ABC ltd.
Security policy is a policy which help the company in preventing the internal data of the business from the unauthorized disclosure, disruption, loss, access, use or modification. Without the security policy there may, be a chance that information and data of the company is susceptible to theft and error. That why it is important for the company that they must involve the principle of confidentiality, integrity, and availability of data on time in the premises. As the ABC data ltd. is a digital solution provider company that offer fully integrated EI&C cloud design solution service to their customers (Oyewobi and et.al., 2019). And if they are unable to provide secure hardware service and storage service to their clients than it may badly affects their brand image. IT security policy is important to define what information is available for the employees to access and what data need to be secure from the employees. In the present era, there are variety of data which can be easily accessible by the employees with others. So, for this security policy plays major role in the IT company because they do not need to secure their information but also make sure that their client’s data will not get reveal in the market. For ABC data ltd. and being as an employer they need to guard company as well as client’s data within and beyond the office premises. Privacy in the company regarding data is as important as privacy in human rights regarding human personal life.
Security policy affects the performance of the ABC data ltd in significant way if they are not concerned about it. Because its security is important for building the strict procedure and clear policy of the information technology. It influences the ABC data ltd. in cultivating and promoting the security culture in the business. If they provide secure and safe service to their customers than the chances of increase in number of loyal customer base also increase. Being an IT organization security policy help them in aware of the existing security compliances law. And this further help the business to keep themselves away from the unnecessary penalties and fines. Some of the security enforcement framework that the ABC data ltd. can adopt is The European General Data Protection Act etc. It helps the company in securing their reputation of the business as customers are more and more aware of the data breach. And in case if any company do data breach than their whole reputation is get vanish (Hina and Dominic, 2018). If the company implement and follow security policies than they are also able to make improvement in the data protection skills. Information security policy promotes the transparency and access control. In this ABC data ltd. must make sure to their client’s information are available to only credential party. The company must adopt security technology and framework to meet their industry privacy requirement and make proper use of resources to increase operational performance. 
Importance of SAN infrastructure in protecting the company data from the corruption 
SAN is a storage area network specialized in providing high-speed network block-level network for accessing the storage of data. This includes host, switches, storage element and storage device. This whole device is interconnected with each other with the help of variety of topologies and technologies. In simple term, SAN is a storage device that often used to improve the application availability and enhance the application performance. Being in an IT sector, the ABC data ltd. have to incorporate SAN in their office premises to increase storage utilization and effectiveness along with that also for data protection and security (Haseeb and Azam, 2021). Because the company have large amount of data including sensitive data of the number of clients SAN help them in protecting their data form the unauthorized personnel and hackers. As the other network provide several servers with different level of hard drive that is used for utilizing and securing data is confusing for the company. But SAN is the network that allow company to pool company storage and allocate only that data which exactly required by each server. The company can use the space on the SAN more efficiently and, they need to spend less time on the drive for companies’ server. In SAN there is a limit in the time of the use of drive with the help of which no unauthorized person can access the system and hack the systems. 

One of the most important things about the SAN network is that it provides improvement in the bandwidth that exist in the company. As the ABC data ltd. physical location relates to the fibre high bandwidth broadband. As the company is based on the LAN server storage which mainly take more time to complete a simple task or any transfer of document. SAN on the other hand, takes the company’s large chuck of network traffic with the help of which the stress on the LNA bandwidth is automatically decrease. Being operating an IT business and dealing with variety of information on daily basis the SAN help the company with improved security in protecting the sensitive data of the clients. This provides consistent data protection with the help of which they can access the accurate copies of data at any time and also at any place (Fitzgerald, 2020). As the information of the company is available over the internet by storing it on cloud SAN network become significant for the company. Being data on the LAN the hacker may hack their data but for them it become impossible if all the critical stored data is available on separate network called SAN. Whenever company do audit of their network performance, consideration of the data backup is more important. Because if any data get deleted in the process of the audit the company must have the solution of recovering all the data that being lost. The company can also save their extra money because of the SAN flexible storage capacity. 
Disaster recovery system for virtualised data centre
Disaster recovery system is the strategy of collecting the whole data again which is get lost by the company because of the unexpected interruption of IT service. It can also be known as incident response plan. Such disaster in the IT service may be occur because of the large-scale DDoS attacks, ransomware infecting database, network failure and the most common is that the employees accidently delete critical data. So, to overcome this disaster or recover the file and data again which get lost from such a disaster the ABC data ltd. can implement the following practices and that includes:

· Assess risk to data and operations: These practices indicate that before selecting data centre which can also address their data recovery, they need to find out the why they require such a system (Zhu and et.al., 2017). The data and technology of the company is work same as the growth of the company. As before selecting the strategy which overcome their growth issues the company first find out the key area which cause this issue. Same by identifying the key area which destroy their data the company can make improvement in that area in order to reduce the risk of losing the important data.
· Develop a disaster recovery plan: Once the area of risk has been identified by the company now, they can plan for developing the system that address disaster recovery also. This plan must include the thorough assessment of data quality and critical system. For this the company need to involve the detailed identification of all inventories where data is located and after that prioritize the systems according to the downtime situation and compliance requirement (Alshammari and et.al., 2017). The company also make sure that the disaster system is readily available to the IT personnel to recover the data in emergency case also.
· Assigns role for the disaster recovery team: Whatever system the company implement in the organization that is of no use until the company have dedicated teams that can resolve such an issue. That’s why hiring the well-qualified candidates having advance knowledge is another most significant practice of disaster recovery system. For this they can assign the role and responsibilities of the candidates before hiring in the job description (Andrade and Nogueira, 2019). Such role includes executive leadership, IT management, Business unit advisor and security and compliance management. This help all the incharge to know their responsibility to protect the data from the disaster that disrupts the network.
· Update and test the plan: Because of the environmental changes the risk factor also changes. So, it is important for the company that they must keep their eye on all the changes which is going to affect their disaster recovery system plan. Once the plan is made and implemented it doesn’t mean that the company need not to make any change in this (Aljawarneh and Malhotra, 2017). In order to make the disaster system work smoothly the company have to test the disaster system over the period of time and to identify whether the system is on the track or not.  
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