Information Security
Information security is the protection and maintenance of Confidentiality, Integrity and Availability of information.
Confidentiality ensures that information is only accessible to those authorized to use it. Information is classified into different levels according to the number of people allowed to access it, information that all people can access is public information, information that requires restricted access is generally sensitive information or secret, secret can be divided into different secret levels according to the importance of the information and confidentiality requirements.
Integrity, is to protect the accuracy and integrity of information and its processing methods. On the one hand, it means that the information is not tampered with, lost or damaged in the process of use, transportation and storage; on the other hand, it means the correctness of the information processing methods, improper operations, such as the mistaken deletion of files, may cause the loss of information integrity.
Availability means that the information and associated information assets are immediately available to the authorized person when they are needed. For example, the failure of a communication line can cause information to be unavailable for a period of time, affecting normal business operations.

ISO27000 Series Standards
The current mainstream mainstream information security risk management standards focus on different information security priorities. ISO/ICE 15408 (C
C) and ISO27001, the focus is on information assets; SO/ICE 13335 focuses on risk;, SSE-CMM's focus
The focus of SSE-CMM is on security-oriented engineering.
Obviously, in the case of CoffeeBlend, the focus is more on information assets such as employees, customers and intellectual property, so this report focuses on the IOS27000 series of standards.
The ISO/IEC 27000 series of standards take the business security risks faced by an organisation (or organisation) as a starting point and provide guidelines for setting up, implementing, running, seeing, reviewing, maintaining and improving an ISMS appropriate to its size, security needs, objectives etc. through a continuous PDCA process model.
The ISO 27000 family of standards has its origins in BS 7799, which was established by the UK Department of Trade and Industry in 1993.BS 7799-1 was first published in 1995 and BS 7799-2 was published in the UK in 1998.The former provides a comprehensive set of practical rules consisting of information security best practices, which are intended to be used as a single reference for determining the scope of control for all types of information systems The latter establishes information security management system requirements and information security control requirements, which are the basis for the assessment of an organisation's information security management system and can be used as the basis for certification.
The ISO27000 series of standards consists of the following components.
· ISO27000 Information technology -- Security techniques -- Information security management systems -- Overview and vocabulary 
· ISO 27001 Information technology -- Security techniques -- Information security management systems –Requirements 
· ISO 27002 Information technology -- Security techniques -- Code of practice for information security management
· ISO 27003 ISMS Information technology -- Security techniques -- Information security management systems implementation guidance
· ISO 27004 Information technology -- Security techniques -- Information security management —Measurements
· ISO 27005 Information technology -- Security techniques --Information security risk management 
· ISO 27006 Information technology -- Security techniques -- Requirements for bodies providing audit and certification of information security management systems 
· ISO 27007 Information technology-Security techniques-ISMS auditor guidelines

ISO27001, ISO27002
ISO27001 and ISO27002 are the focus of the ISO27000 series of standards, which can be used as the basis for an organisation's information security work. ISO27001 defines a six-step process and follows the PDCA model introduced by W. Edwards Deming in 1950.
The PDCA model designs the workflow as a cycle of improvement, Plan-Do-Check-Act, which states that each process needs to be implemented and improved by first planning the relevant guidelines and reference standards before it can be implemented. During the implementation process, the results of its implementation and the problems encountered in the process need to be evaluated and checked, the results compared with the guidelines, the obtained non-conformities with the plan analysed, and if there are possibilities for improvement, then the improvements are made and the plan revised at the same time. The PDCA model applied to the ISMS in ISO27001 is shown in the diagram below.

ISMS based on ISO27001
The general steps to establish an ISMS are: planning and preparation before the implementation of the ISMS, establishment of the information security management framework, and preparation of the ISMS documentation.
3.1 Pre-implementation preparation
The IT structure is changed according to the needs of information security, and an independent information security team is established to unify and coordinate the IT support departments within the enterprise and to raise the level of information security requirements of the enterprise.
The first thing that the information security team should obtain before the implementation of the ISMS is the approval and commitment of the Coffeeblend board or managers, which is an important guarantee for the effective implementation of the ISMS. The Coffeeblend managers commit to: establishing an information security policy; defining roles and responsibilities for information security; determining the level of acceptable risk; and conducting an ISMS review. The information security policy must be developed in advance of the ISMS implementation to demonstrate management's commitment and to guide the implementation of the ISMS;
For example, based on the agreement between the security team and management, several guidelines such as "Information Security Framework Obligations and Responsibilities", "Information Security" and "Information Protection" are established as a benchmark for information security in the company.
Once the objectives of the company have been established for the effective establishment of the information system, the security team needs to define the roles and responsibilities of the various parties involved in the ISMS establishment process. The organisational and personnel development process includes: the establishment of an information security committee; the appointment of an information security management manager; and ensuring that the division of labour, responsibilities and authorities of the relevant personnel are shared and communicated effectively.

It is important to note that the establishment of an ISMS is a complex system project, which takes a long time to set up and includes a lot of work such as training, risk assessment and documentation. To ensure a smooth establishment of the system, Coffeeblend should plan and organise itself in a rational manner, i.e. draw up a realistic work plan, define the tasks and objectives for different time periods and the division of responsibilities, control the work schedule and organise and develop the master plan. Once the overall plan has been approved, detailed plans can be developed for specific items of work. In developing the plan, the organisation should consider resource requirements, such as staffing needs, funding for training, office facilities, the cost of hiring a consultant and, if third party certification of the system is sought, the cost of certification, and the organisation's top management should ensure that the necessary human and financial resources are available to establish the system.

The management of information security is not only about information data and equipment, but also about the management of people. Improving the security awareness and competence of the company's employees is a very important part of information security management. The security team should design a training plan for information security and train all employees. Training should be conducted in a hierarchical and progressive manner. Hierarchical training means targeted training for different levels of personnel, which includes training for management (including decision-making), audit and verification personnel and operational executives, and the content of the training should be focused on each. Control the progress of training work, highlight the focus of work, arrange and develop the overall plan.

3.2 Information security management framework
The establishment of ISMS starts with the establishment of a reasonable information security management framework. The security team should take an overall security construction of all levels of the information system from the perspective of the company as a whole, and establish the security system and propose security solutions from the information system itself by establishing an asset list, conducting risk analysis, requirements analysis and selecting security controls, and other steps.

3.2.1 Asset identification
Confidentiality, integrity and availability of information assets are three recognised elements that reflect the security characteristics of an asset. The different security characteristics of information assets also determine the value of their information, as well as the vulnerabilities, threats, protection and security controls that need to be implemented. It is therefore necessary to identify the information assets in the Coffeeblend network environment in order to facilitate subsequent security management activities.
The security team may choose to do this through site surveys, information briefings and personnel interviews. The survey will mainly cover the main business functions and requirements; the network architecture and network environment, including internal and external connections; system boundaries; main hardware, software; data and information; sensitivity of the system and data; and the people who support and use the system.
For Coffeeblend the assets were categorised as follows (with assumptions based on the equipment likely to be used by companies using the cloud platform):
	Category
	Cotent

	Data
	Various data materials stored on the information medium, including source code, database data, system documentation, patents, etc

	Software
	Application software: externally purchased application software, outsourced development application software, etc
Source code: all kinds of shared source code, various types of code developed by yourself or cooperatively, etc

	Hardware
	Network devices: routers, gateways, switches, etc
Computer equipment: workstations, desktop computers, mobile computers, etc
Storage devices: tape drives, disk arrays, tapes, optical disks, floppy disks, portable hard disks, etc
Transmission lines: optical fiber, twisted pair, etc
Support equipment: power support equipment, air conditioning, safe, file cabinet, access control, fire fighting facilities, etc
Security devices: firewalls, intrusion detection systems, authentication, etc
Others: printers, copiers, scanners, fax machines, etc

	Service
	Office services: Management information system (MIS) developed to improve efficiency, including various internal configuration management, document flow management and other services
Network services: network connection services provided by various network devices and facilities
Information services: various types of services that rely on the system externally

	Document
	Paper documents, faxes, telegrams, financial reports, development plans, etc

	People
	Personnel who have important information and core business, such as host maintenance supervisors, network maintenance supervisors, and application project managers




3.2.2 Threat identification
A threat is any event or action that potentially compromises the confidentiality, integrity and availability of a system or asset to the extent that it affects the normal use and operation of the system or asset. Threat analysis essentially means identifying threats to critical assets in the context of defining the organisation's critical assets, describing the security needs of the critical assets, and defining the likelihood of a threat occurring and the potential to compromise the system or asset. During the threat assessment process, the security team identifies threats for each critical asset that the party being assessed needs to protect, primarily through security policy document review, business process analysis, network topology analysis, questionnaires, and personnel interviews, and based on the environmental conditions in which the asset is located and the previous threat damage to the asset. An asset may face multiple threats, and the same threat may affect different assets.

3.2.3 Vulnerability identification
Vulnerability is a general term for one or more asset weaknesses. Vulnerability identification, also known as vulnerability identification, is an important element of risk assessment. Vulnerabilities are inherent to the asset and can be exploited by threats, causing damage to the asset or business objectives. Vulnerabilities include the vulnerability of various assets such as the physical environment, organisation, processes, people, management, configuration, hardware, software and information. Vulnerabilities are assessed primarily in terms of both technical and managerial aspects and involve security at all levels, including the physical, network, system, application and management layers.
	Category
	Content

	Technical and operational vulnerability
	Physical environment

	
	Network structure

	
	System software (including operating system and system services)

	
	Application middleware

	
	Application system

	
	Operational aspects

	Managing vulnerability
	Technical management

	
	Organization management



3.2.5 Risk treatment
Risk treatment is based on the results of the risk assessment and is carried out in response to the risk assessment report output from the risk analysis phase. Risk is accepted in moderation and residual security risks are kept within acceptable limits based on the organisation's acceptable disposal costs.
Risk management of information security is a key component of an organisation's information security system. It can further affect the operations of the business. When an organisation identifies information security risks to the business, it then needs to manage the information security risks to the business. Risk management measures mainly include risk reduction, avoidance, transfer and acceptance, and the organisers of an enterprise should choose the appropriate approach according to the actual situation of their organisation.
Define control objectives and select control measures. A risk reduction approach is taken for certain important risks, so that the appropriate processes need to be introduced to select the appropriate control measures to meet the safety requirements by selecting and implementing the control objectives and control measures of ISO 27002.
There is no standard or common approach to the selection of control objectives and controls, and the selection process is often not straightforward and may involve a series of decision-making steps, consultation processes, discussions with different business units and a large number of key personnel, extensive analysis of business objectives, and the production of results that well meet the organisation's requirements for business objectives, asset protection and investment budgets.

3.3 Implementing and running an ISMS
After some of the above steps are completed it is specifically into the bad section of the operation of the information security system of the enterprise. In the process of running the information security system the security team should strictly follow the relevant rules and guiding documents to keep a check on the operation of the company's information security system. Timely discovery of unreasonable problems arising in the operation, mutual communication, the development of appropriate measures to correct. At this point, ISMS will enter the operation stage.
The initial stage of system operation is in the system's break-in period, generally known as the trial run period, during which the system operation aims to test the adequacy, applicability and effectiveness of the system in practice. In the early stage of system operation, the organisation should strengthen the operation, through the implementation of its manuals, procedures and a variety of operational guidance documents and a series of documents, give full play to the functions of the system itself, timely discovery of the problems in the system planning itself, identify the root cause of the problem, take corrective measures to correct a variety of non-conformities, and in accordance with the change control procedures required for the system to be changed, in order to further improve the ISMS The purpose of the system is to further improve the ISMS.

3.3 Monitoring and reviewing the ISMS
3.3.1 ISMS audits

Coffeblend shall establish and maintain an audit programme and procedures to conduct regular ISMS audits to ensure that it has a documented process to check that information security activities and implementation records meet the scope of the ISO 27001 labeling and statements. The purpose of an ISMS audit is to identify Security gaps and weaknesses,
The security team provides managers with the status of achievement of security control objectives, enables managers to understand security issues, identifies significant control weaknesses, formalises risks and provides opportunities to improve the ISMS. The information security team monitors the information security implementation process for compliance with the organisation's guidelines, objectives and planning requirements and provides the audit results to managers to support their information security decisions.

3.3.2 Management Review of ISO27001 Information Security Management System
With the development of the economy, the environment will also produce a series of changes, which requires the company to regularly take some measures to review the organization's information security management system, so that the information security system is more suitable for the needs of the organization, and promote the better development of the business.
After the security team has discovered through various inspection measures that the operation of the organisation's ISMS does not meet the prescribed requirements, it needs to take improvement measures and review whether the corrections taken are reasonable. The operation of the ISMS involves all parts of the organisational system and deviations from the standard are inevitable in the course of operation. Therefore, the organisation should establish a feedback and information security coordination mechanism in accordance with the principles of strict, streamlined and unified information feedback and processing of abnormal information, and improve the problems that arise to improve and ensure the continuous normal operation of the system.
Review inputs include the following:
Check that information security activities and implementation records meet the scope of the ISO27001 label and statement;
Review of corrective actions taken;
Review of preventive control measures taken;
Determine the level of acceptable risk and conduct an ISMS review;
Ensure that the division of labour, responsibilities and authorities of the personnel involved are effectively communicated;
Once the input phase of the management review has been completed, an output review report on the organisation's situation is produced by the company's managers and approved by senior management.
The findings of the review relate to the following areas:
A report of the corresponding corrective actions;
Inspection of information security activities;
ISMS documentation (mainly security management manuals and procedure documents);
the status of achievement of security control objectives to provide managers with an understanding of security issues;
Recommendations for improvement;
Whether ISMS risks need to be adjusted and updated

3.4 Maintaining and improving the ISMS
3.4.1 Corrective and preventive measures
Once the various inspection measures have identified matters in the operation of the organisation's ISMS that do not meet the specified requirements, improvement measures need to be taken.
Corrective measures.
Identify the time of non-conformity in the implementation and/or operation of the ISMS;
Determine the cause of the non-conformity;
Identify and implement the required corrective action;
Document the results of the measures taken;
Review of corrective actions taken
Preventive controls
Document the results of the measures taken;
Review the preventive controls taken; 
Identify changed risks and ensure that attention is focused on significant changed risks;
Prioritisation of corrective actions should be based on the results of the risk assessment;
During the operation of a company's information security system, various man-made and natural problems are bound to arise. These problems will certainly hinder the continuous operation of the organisation's business and create certain disturbances for the organisation's operation. As a business organiser, it is important to take into account the actual situation of the business to correct and prevent any inconsistencies with the ISMS requirements in order to continuously improve the effectiveness of the ISMS.
