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Executive summary

The focus of this report is to analyze the corporate social responsibility (CSR) of social media companies and establish their responsibilities. For this report I have chosen Facebook and its user privacy policy as my case study. In this report there are several incidences whereby Facebook had been guilty of not protecting their user’s privacy and data. From the usage of theories from both Carroll’s pyramid of corporate responsibility and Mendelow’s power interest matrix, it was found that Facebook would rather satisfy their other stakeholders than focus on their users. Recommendations were also given appropriately such as explain clearly what permission is and what Facebook would use it for, allowing users to control the data they give to Facebook, allowing users to control their own data, and lastly prioritizing privacy and security before anything else.










Introduction – Corporate Social Responsibility & Facebook

In this new era of digital and technological advances, the internet proves to be one of the most connecting discovery of it all. This is proved further by the invention of various social media that people use to share and connect through the internet sites such as Facebook, Instagram, twitter and many more (Hudson, 2020). Social medias started off as leisure sites but now play a much bigger role in the publics’ daily life as social medias morphed from being a hobby to becoming a tool used to manage and communicate to the masses, market products and services and voice out opinion (Cooper, 2020). With the rise of popularity of social media sites, there have also been several issues and problems being faced regarding the usage of these sites such as promoting violence, hate speech, racism, cyberbullying, leakage of privacy and many more. Despite having various problem and due to it having such an important role today, social media sites continue to exist but to what extent have these situations improved? This report is to figure out the responsibilities of these sites by analyzing the corporate social responsibility practiced by them. For this report I will be focusing on Facebook and their user privacy issues. After my case study I will be providing my recommendations. 

Corporate Social Responsibility
Corporate social responsibility (CSR) is term used to describe the responsibilities of a company to enhance the lives of their stakeholders and the public in multiple aspects such as environmental and social as well as economic (Chen, 2020). CSR should not be confused with actions that involve giving back to the community or charity as it is more of how companies make their profits instead of what is done after making their profit (Jawad, 2020).
[bookmark: _Hlk41140507]CSR has many theories of different groups which can be viewed and classified into a pyramid as such (1) Economic responsibilities, followed by (2) legal responsibilities, then (3) ethical responsibilities and at the top of the pyramid (4) philanthropic responsibilities. It is suggested by Carroll that any theory that is developed by a company should fall in one of these categories (Carroll, 1999). Each of these theories are defined as followed; - 
[image: ] 
(Janse, 2020)
Despite having these theories categorized into four groups, CSR is too vast to be represented by Carroll’s pyramid as there are various companies in all the industries around the world today. This is due to the oversimplification of the pyramid to relate to real life CSR examples. It also can’t be used to represent a company that operates on a global scale as it preforms different activities across the globe and cant be justified along the various legal systems in all countries. In times where environmental situations are changing and businesses becoming more or as powerful as their governments, Carrol’s theory doesn’t follow nor apply to these changes and would be irrelevant in use (Jawad, 2020).



Facebook
Facebook is an American based company founded by Mark Zuckerberg and his 3 other classmates from Harvard University in 2004. Facebook started of as a judging platform for Harvard students to rate other students in the university in terms of attractiveness but was shut down by the university just 2 days after its run due to policy and ethic violations of Harvard University. Soon after, keeping in mind the popularity of his previous site, Zuckerberg created Facebook as we know today allowing people to create profiles and upload their pictures, voice their opinions as well as connect with old friends and make new ones. Facebook being a social media giant to this day have also taken over other social medias such as WhatsApp, Instagram and Oculus VR to support their dominance in their industry (GBKsoft, 2020). Facebook is run from its HQ situated in Menlo Park, California and has a total of 2.6 billion current users active (Statista, 2020) (Hall, 2020).










Case study

Facebook, like many other modern companies, take pride in their way of CSR in terms of building a better and healthier community for everyone in the public. Facebook owner, Zuckerberg, and his wife Priscilla Chan founded The Chan Zuckerberg initiative and have pledged to donate 99% of their Facebook shares to support philanthropic activities relating to future scientific, economic or educational studies. Facebook also has various sustainability CSR practices when it comes to the environment by prioritizing renewable energy, climate change, water efficiency and environmentally sustainable workplaces. All these efforts are encouraging and give out good perceptions of the company but are not necessarily considered as good application of CSR. As mentioned earlier, CSR is about how Facebook makes profits and how they deal with problems directly or indirectly caused by them rather than what they do after receiving the profits. This can be explained by Facebook’s lack of efforts in trying to ensure their customer’s, or in this case user’s, privacy and personal details. Here are the recent issues faced by Facebook with their user privacy; -

1. In March 2018, someone revealed that the personal data of 50 million people had been improperly harvested by a company called Cambridge Analytica to be used and profiled for political advertisement in the American election. After remaining silent for 5 days, Zuckerberg eventually apologized for the company’s mistakes (Graham-Harrison and Cadwalladr, 2018).

2. In June 2018, a bug in the system had caused a glitch in Facebook which had publicly posted private posts of 14 million users which were intended to be hidden form the public. Erin Egan, chief privacy officer of Facebook, apologized for the mistake and the after math of it and ensured users that Facebook had fixed the glitch (Wong, 2018).

3. In September, hackers had successfully retrieved personal information and data out of 15 million of the 30 million user accounts that were hacked in Facebook. Facebook admitted that they initially believed that there were 50 million users that were affected in this cyberattack (Tynan, 2018).

4. Later, Mark Zuckerberg was also accused by Six4three in a lawsuit that claimed that he had weaponized the ability to retrieve user data from Facebook. Zuckerberg alongside the company denied any such claims and intended to have the case dismissed (Cadwalladr and Graham-Harrison, 2018). This same lawsuit later had led to the UK parliament getting a hold of confidential papers that revealed that Facebook did have plans to sell user data to advertisers and had proceeded to hold Facebook and Zuckerberg accountable (Cadwalladr, 2018) (Hern, 2018). These papers were under seal by the California court and had been turned over by the Six4three legal team. The Six4three legal team then faced massive scrutiny by Facebook and the case judge for doing so. These documents then had led to Facebook sending a representative, Richard Allan, to the house of commons for questioning. It was revealed during the hearing that an engineer had warned Facebook that growing number of users in Russia were collecting data every day in 2014. It was later said by a company spokesperson that the investigation was done thoroughly and nothing had been breached (Graham-Harrison, 2018).

5. In March, it was discovered by some users that Facebook had stored and kept messages and phone records of their users through their smartphone apps without any required consent (Hern, 2018 (B)). Facebook instantly stated that a discretion was given to the users of the app and an agreement of terms and conditions was processed before any records were kept (About Facebook, 2018). Facebook however did not acknowledge previous conditions whereby no such terms or warnings were present for the users to agree upon or consent to giving up their call and text history. This has led to a lawsuit that states that Facebook are misleading when asking for user permissions and invade personal privacy of their users as well as wrongfully monitoring users, minors and potential attacks on privileged communications (Gibbs, 2018).

6. In June, The Wall Street Journal reported that Facebook was still sharing their user’s data and personal information with third party developers and apps even after Facebook had stated that they had ceased to provide delicate information to these parties back in 2015 (Grind, 2018).

It is clear that, despite Facebook stating otherwise, the company doesn’t value customer or user privacy that highly as compared to the other stakeholders. In the year 2018 alone, there were 6 individual incidences that related to the leakage of user personal data. Why does Facebook take lightly the handling of their user data despite the recurring problems from the year 2018?  The answer lies in the theory of Mendelow's power interest matrix.

Mendelow (1991) believed in power differentials when it came to categorizing stakeholders of a company.  He also believed that interest played a big role in terms of importance of being a stakeholder. Using Mendelow’s power interest matrix we are able to analyze how certain stakeholders need to be kept satisfied and at what scale they can affect the company. Equally, you could use this tool to also target stakeholders’ expectations from the analysis made (Eriksen-Coats, n.d.). Thus, he came up with a simple grid that would classify stakeholders to their groups of interest and power accordingly. The four groups are; -

· High power and interest (Manage Closely): These are the stakeholders the company has to impress and would go to great ends doing so.

· High power but low interest (Keep Satisfied): These are the stakeholders that could affect the company but would not bother with operations if things are running smoothly.

· Low power but high interest (Keep Informed): These are the stakeholders that are adequately informed and communicated with to ensure no problems occur or even help out with improvements.

· Low power and interest (Monitor): These are the stakeholders that least likely affect a company’s performance or outcome but should be monitored to ensure power and interest level remains the same.

[bookmark: _Hlk41161653]Movement along the four quadrants may also occur due to abnormal or sudden changes to the surrounding environment particular to that very event or occurrence (Eriksen-Coats, n.d.). 






Mendelow’s Power Interest Matrix of Facebook
	
	Low Interest
	High Interest

	Low Power
	· Other social medias
· Communities
	· Users

	High Power
	· Advertisers
	· Shareholders
· Government
· Board members
· Employees



Referring to the theory above, Facebook’s users fall into the low power but high interest quadrant. This explains why Facebook takes their users for granted as they are only sparsely informed by the company and do not hold any significant power to affect the well-being of the company. Hence, Facebook would more likely devote its time and resources to satisfy their other stakeholders that could actually affect the company’s brand or performance levels such as shareholders, government, Board members, employees and advertisers.





Conclusion

In conclusion, Facebook may have adopted some corporate social responsibilities but have also consistently lacked effort in maintaining or improving user privacy and data security. In the year 2018 alone, there were multiple user privacy breaches of user data including the infamous world known Cambridge Analytica scandal. It appears that Facebook would acknowledge their mistakes and put in efforts to rectify their faults only if the government gets involved or if special circumstances like whistleblowers or evidence against the company is found. With this I have concluded my report of CSR in Social media sites whilst using Facebook and their user privacy policy as my case of study. 












Recommendation

After conducting my report on Facebook and its responsibilities over its users’ privacy and data, I have come up with a few recommendations for Facebook to improve their quality of security for their users worldwide. They are as follow; -
1. Explain clearly and exactly what happens when permission is given to Facebook from the user. Many users do not understand or were not even informed about what actually happens and what data is received when allowing Facebook or one of its apps to access it.

2. [bookmark: _Hlk41166946]Allowing users to control the data they give to Facebook. This could mean limiting the amount of personal information of the user onto Facebooks system. This would also give users independence when it comes to protecting their data as well as choosing what information they get to share and keep private completely out of Facebook’s database.

3. Facebook should also allow users to inspect, moderate and delete their own data from Facebook’s database. This would not only create a safe cyber environment for the users but will also lessen the hassle of controlling and storing user data by Facebook.

4. Facebook should devote more resources and efforts to prioritize user data protection from malware or hackers. This would not only generate a strong trust among Facebook and its users but will also improve the currently tarnished brand name.
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