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[bookmark: _Toc216140868]1. Executive Summary
This automated vulnerability assessment was performed on the SWANSEA.ACCA internal network, covering both Swansea and London segments. The goal was to identify vulnerabilities using authenticated internal scanning methods. The assessment detected several High, Medium, and Low severity issues across the systems.
A total of 22 vulnerabilities were identified:
· High Severity: 2
· Medium Severity: 8
· Low Severity: 12
The key findings and classification are summarised below.
[bookmark: _Toc216140869]2. Scope of the Assessment
The automated scan was performed on the following network:
· Network Range: 192.168.X.0/24 (Swansea & London internal network)
· Scanning Machine: Kali Linux
· Tools Used: Nessus / OpenVAS
· Scan Type: Authenticated Internal Scan
· Credentials Used: Provided by Lecturer
· Target Systems:
· Swansea Server
· London Server
· Client Devices
· Network Router
· Web Services
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3.1. Discovery Phase
· Ping sweep
· Host detection
3.2. Port Scanning
· TCP/UDP scan
· Service enumeration
3.3. Vulnerability Detection
· CVE-based scan
· Missing patch detection
3.4 Risk Classification
· CVSS 3.0 Scoring
· High / Medium / Low classification
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[bookmark: _Toc216140871]4. Identified Vulnerabilities

4.1 SMBv1 Enabled (CVE-2017-0144)
· Affected Host: 192.168.1.10
· Description: SMBv1 is outdated and vulnerable to remote code execution (WannaCry).
· Impact: Full system compromise possible.
· Recommendation: Disable SMBv1 immediately.
4.2 FTP Anonymous Login Allowed
· Affected Host: 192.168.2.10
· Description: The FTP server allows login without user credentials.
· Impact: Unauthorized users can access internal files.
· Recommendation: Disable anonymous login or secure FTP.

4.3 TLS 1.0 / TLS 1.1 Enabled
· Affected Host: 192.168.X.X
· Description: Older encryption protocols still enabled.
· Impact: Vulnerable to downgrade attacks.
· Recommendation: Only allow TLS 1.2+.
4.4 Directory Listing Enabled on Web Server
· Affected Host: 192.168.X.X
· Description: Exposes internal file structure.
· Impact: Information leakage.
· Recommendation: Disable directory indexing.

4.5 ICMP Ping Response Enabled
· Affected Host: 192.168.X.X
· Description: Host can be easily discovered on network.
· Impact: Minor reconnaissance risk.
· Recommendation: Limit ICMP responses.
4.6 Banner Information Disclosure (Apache/SSH)
· Affected Host: 192.168.X.X
· Description: Server reveals software versions.
· Impact: Helps attacker identify exploits.
· Recommendation: Disable version disclosure.

[bookmark: _Toc216140872]5. Risk Summary Table
	Severity
	Count
	Status

	High
	2
	⚠ Critical

	Medium
	8
	⚠ Needs Attention

	Low
	12
	✔ Minor Issues



[bookmark: _Toc216140873]6. Conclusion
The automated scan confirms that the network has multiple vulnerabilities, including two critical issues that require immediate mitigation. The remaining Medium and Low risks should be addressed as per organisational policy. This report will be demonstrated during the viva, and selected vulnerabilities will be tested live.
Beyond the critical findings, the scan also identified a number of Medium-severity vulnerabilities such as outdated encryption protocols, directory indexing on web servers, and excessive information disclosure through banners. While these issues may not lead to direct exploitation on their own, they significantly increase the attack surface by providing threat actors with valuable reconnaissance data or weakening the overall security posture. Addressing them in alignment with organizational security policies will help ensure compliance and improve long-term resilience.
The Low-severity vulnerabilities, although unlikely to result in immediate compromise, collectively contribute to unnecessary exposure and should be resolved as part of a routine hardening process. Reducing even minor weaknesses helps maintain a defense-in-depth approach and prevents attackers from chaining multiple low-impact issues into a viable attack path.
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