




Computer Forensics (CF)






Lab 2 




Wales Institute of Science and Art
Applied Computing
I.Q Building, Room 205
Swansea
SA1 8EW








Lecturer: Assoc. Professor  Carlene Campbell
Email: carlene.campbell@uwtsd.ac.uk 
Website: https://www.knowledgewithprofit.com 


Task 1:

Create a login account on www.tryhackme.com

The tryhackme.com website is a learning cybersecurity platform where you can develop your skills by working through hands-on guide tasks and supporting videos.  You can also learn and test your skills with gamified, real-world cybersecurity challenges.

Now that you have created your account.

1. Once you have sign in go to learn
[image: ]

2. To select a free walk through task, select 
a. Search
[image: A screen shot of a computer

AI-generated content may be incorrect.]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Chose any of the free walkthrough exercises and give it a go. 

If you want specific labs such as Forensics type forensics in the section “Search security terms or topics” see figure above and attempt a lab of your choice. Each week try to complete a different one. 

There are many other similar site.  If you are using a different one please share it to the class.  We will use a number of this site free walkthrough exercise but the option is yours if you want to subscribe (pay).



Task 2: Set up Windows 11, Windows Server 2022, and Ubuntu on VirtualBox

Other than Access Data (FTK) forensics tool (purchased by the University for students to familiar with the real-world forensics tool kit that is used by businesses), is installed on all PCs all other labs will be done in virtual box. 

To set up Windows 11, Windows Server 2022, and Ubuntu on VirtualBox, follow the below step-by-step instructions:

Before you start go to the shared drive link: file://SC-IQ205-LECT/Temp 
The shared drive is also on Moodle

Step 1: Create a Virtual Machine for Windows 11
1. Open VirtualBox.
2. Click "New" to create a new VM.
· Name: Windows 11.
· Add ISO image (browse to the location to where you download it; you should download it from the shared drive link: file://SC-IQ205-LECT/Temp )
· The Windows 11 ISO is shared and the link to the shared drive is on Moodle.
3. Memory: Allocate at least 4GB of RAM (recommended minimum).
4. Hard Disk: Select Create a virtual hard disk now.
· Disk File Type: VDI (VirtualBox Disk Image).
· Storage on physical hard disk: Dynamically allocated.
· Size: Minimum 64GB (adjust based on your needs).
5. Start the VM.
· Windows 11 installation should begin.
· Follow the on-screen instructions to complete the installation.

Step 2: Create a Virtual Machine for Windows Server 2022
1. Click "New" to create a new VM.
· Name: Windows Server 2022.
· Add Iso image (browse to the location to where you download it; you should download it from the shared drive link: file://SC-IQ205-LECT/Temp )
· The Windows 11 ISO is shared and the link to the shared drive is on Moodle.
· Note also, Version: Windows 2016 (64-bit) (this will work for Windows Server 2022).
2. Memory: Allocate at least 4GB of RAM.
3. Hard Disk: Select Create a virtual hard disk now.
· Disk File Type: VDI.
· Storage on physical hard disk: Dynamically allocated.
· Size: Minimum 60GB.
4. Start the VM.
· Follow the prompts to install Windows Server 2022.


Step 3: Create a Virtual Machine for Ubuntu
1. Click "New" to create a new VM.
· Name: Ubuntu.
· Type: Linux.
· Add Iso image (browse to the location to where you download it; you should download it from the shared drive link: file://SC-IQ205-LECT/Temp )
· The shared drive link is also on Moodle.
· Version: Ubuntu (64-bit).
2. Memory: Allocate at least 2GB of RAM (recommended minimum).
3. Hard Disk: Select Create a virtual hard disk now.
· Disk File Type: VDI.
· Storage on physical hard disk: Dynamically allocated.
· Size: Minimum 20GB.
4. Start the VM.
· Ubuntu will boot, and you can follow the installation prompts to install Ubuntu.
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