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1. [bookmark: _GoBack]Review complex types of internet-dependent crimes. (2000 words)
 “Cybercrimes take place online. There are two overarching areas of cybercrime: cyber-dependent crimes - which can only be committed through the use of online devices and where the devices are both the tool to commit the crime and the target of the crime, and cyber-enabled crimes - traditional crimes which can be increased in scale by using computers. These crimes take on a number of different formats - from hacking and use of the dark web to trolling on social media and phishing or identity thefts. The aims of such activities may be to commit sexual offences such as grooming or sharing indecent images, to control or disrupt computer systems, or steal money, information or data. The dark web is used by criminals to trade illegal items online including drugs and firearms” (Crown Prosecution Service, 2017).
By this explanation, it can be said that some crimes are entirely dependent on the use of technology, whereas other crimes can be committed without. Internet dependant crimes, such as Hacking are sometimes difficult to prevent, however, measures to mitigate the impact it has on victims can be a very effective tool in combatting internet crime. “Hacking is a form of intrusion targeted at computers, including mobile phones and personal tablet devices. It is the unauthorised use of, or access into, computers or networks by exploiting identified security vulnerabilities” (Crown Prosecution Service, 2019).
There are many ways in which people can prevent being a target of internet dependant crimes. Having anti-virus software installed on your device, whether that is a laptop, computer, mobile phone or tablet. This will create a firewall and will regularly scan the device for any intrusions. Hackers do not only try and send viruses or Trojan horses to your device, they also try and take remote ownership of your accounts. For example your online banking account, social media accounts or emails, a hacker’s goal is to take ownership of it. “Social media accounts such as Facebook and Twitter are a common target for cyber criminals. These accounts contain lots of personal and confidential information and can also be used to scam your friends and family. When your social media account is compromised it is critical that you act fast” (The Cyber Helpline, n.d). 
There are several methods to help prevent your accounts getting targeted and hacked. Ensure passwords are strong by including a mixture of letters, numbers and special characters. Passwords should not be guessable for example a date of birth, children’s name or a pet’s name. Passwords should vary for different accounts; this will ensure that if one account does get hacked, the hacker will not be able to access the others with the same login that you have for other accounts. Turn on two-factor authentication: this will ensure when logging into your account you will need to provide your password and another method of verification. This could be a special code sent to the mobile number linked or email linked. It could be answer a secret question. Two-factor authentication is a great tool in protection accounts from hackers. Try not to connect to an unsecure open-WiFi connection as hackers can see what you are sending and what you are receiving. Hackers hack for various reasons: “some common reasons for hacking include basic bragging rights, curiosity, revenge, boredom, challenge, theft for financial gain, sabotage, vandalism, corporate espionage, blackmail, and extortion. Hackers are known to regularly cite these reasons to explain their behaviour” (Comodo, 2022).
To tackle complex online crimes, Police Services across the United Kingdom employ specialist Police Officers and staff in specialist departments. Although the name varies slightly from service to service, the most common name is the ‘Police Online Investigation Team’ (POLIT). These teams are responsible for the most serious online crimes, such as Child Sexual Exploitation (CSE). These crimes are often very complex due to the perpetrators desires to remain hidden and the use of the unknown parts of the internet to the general population. The use of Virtual Private Networks (VPN) gives the user the ability to hide their IP address location and assists with internet dependant crimes. “The main purpose of a VPN is to hide your online activity. VPNs are often used to guard against hackers and snoops on public networks, but they’re also useful for hiding your IP address, browsing activity, and personal data on any Wi-Fi network…. A VPN helps you browse safely and securely by encrypting your connection and hiding your location” (Sidell, 2021). VPNs are useful for hackers as they can hide their location but they are also useful for users as they increase your security and privacy. With the ability to conceal themselves so easily from the Police and law enforcement agencies, finding those responsible for online crimes is very difficult to detect. Online crimes could therefore be committed anywhere around the world, with their victim hundreds or thousands of miles away. Some victims are targeted specifically and others are just random.
It can be argued that committing online crimes can be easy as being discovered as the perpetrator is difficult, therefore online criminals take advantage of this. “Committing crimes online allows someone to hide their identity and location, which in some cases is thousands of miles away. People who commit cybercrimes are often well organised and believable online. Many cybercrimes are committed by offenders who may be thousands of miles away, which makes it difficult for police and other law enforcement agencies to bring them to justice” (Victim Support, n.d).
 The Dark Web is another tool utilised by online criminals to hide. With the ability to hide from Police and other law enforcement agencies, criminals will utilise the complexity and vastness of the internet to conceal their activities. “The Darknet is a collection of thousands of websites that use anonymity tools like TOR to encrypt their traffic and hide their IP addresses. The high level of anonymity in the digital space enables criminals to act without being easily detected. The darknet is most known for black-market weapon sales, drug sales and child abuse streaming.” (United Nations, 2017).
“Cyber-dependent crimes fall broadly into two main categories: Illicit intrusions into computer networks, such as hacking; and the disruption or downgrading of computer functionality and network space, such as malware and Denial of Service (DOS) or Distributed Denial of Service (DDOS) attacks” (Crown Prosecution Service, 2019). Although widely broadcast in the media, those responsible for online attacks such as Hacking is rarely discovered. Often, hacking has taken place, it is followed by another attack, covering the perpetrators online ‘footsteps.’ For example, following hacking into a banks online system, a hacker may attempt to conceal their very presence by committing another ‘diversionary’ attack.
An example of an attack and another type of internet dependant crime is Malware. Within this crime, there are numerous sub-crimes. Some examples are Viruses, Worms and Trojans. These can be destructive to another person’s personal computer, while other are used to steal another person’s personal data. “There are many different types of malware or computer viruses that do different things. A lot of infections are designed to either steal personal information you’ve stored on your computer and pass it back to the virus creator so they can steal your identity” (Action Fraud, n.d).
With the increase in online crime, it is vitally important for Police Services across the country to remain vigilant and well trained possible. This is more pertinent now than ever before, as explained by Dyfed Powys Police (2021): “A POLICE team which investigates reports of online exploitation and grooming has seen a 40 per cent rise in reports since the beginning of the Covid-19 pandemic. The Dyfed-Powys Police Online Investigation Team (POLIT) has seen a bigger increase in referrals over the past 12 months than in the four years since it was established.” Children around the world use social media sites to chat to their friends online, however it is difficult to establish who their real life friends are and who their social media friends are. “A large percentage of children are using social media sites underage. The survey of 1000 11-15-year-olds with social media profiles found that 62% of 11-year-olds and 69% of 12-year-olds have a Facebook profile, despite the fact under-13s are not allowed” (Gordon, 2016). These children and youths are prime targets for exploitation if their parents are not reviewing their social media accounts regularly. 
Online child sexual abuse and exploitation (CSAE) can take many forms: online grooming, live streaming, indecent images of children (IIOC), prohibited images of children, online coercion and blackmail and Possession, production and sharing of IIOC and Prohibited Images (Child Exploitation and Online Protection command, 2020). As stated previously internet crimes are crimes hidden behind the world wide web, and therefore can be challenging trying to identify the perpetrators. However, not all offenders are clever in their use and will access sites and communicate with vulnerable people and children using their personal details, email address and do it from home, which will result in the Police being able to identify them from their usernames and IP addresses. In the cases where the offenders are smart, this is where the challenges lie. “When a child is sexually exploited online they might be persuaded or forced to: send or post sexually explicit images of themselves, film or stream sexual activities have sexual conversations. Once an abuser has images, video or copies of conversations, they might use threats and blackmail to force a young person to take part in other sexual activity. They may also share the images and videos with others or circulate them online” (NSPCC, 2016). The internet has aided criminals to operate online and victims, who are young and vulnerable, are accessible to criminals who often operate using fabricated identities. 
In conclusion, internet related crimes are complex. With a rise of ways in which the internet can facilitate criminals, Police Services are now incorporating the digital world into their list of priorities as we enter an even more technologically dependant age. “The Policing Vision 2025 sets out how digital policing will: Make it easier for the police and public to communicate with each other, Improve digital investigations and intelligence and Transfer all information with the Criminal Justice System (CJS) digitally” (NPCC, 2018). Although the complexity varies from crime to crime, every internet criminal can conceal their identity and location if they are cunning enough to do so. With numerous ways of concealing yourself, at a click of a button criminals are taking advantage of the world’s advances to commit these crimes. As we progress further into the twenty first century and every facet of our lives becomes entangled with an online footprint, it is even more important to hold those that use technology for their own criminal gain to be held accountable for their actions. Therefore, Police across the UK and world must work together in combatting what has become a new dimension of criminal activity, which can significantly impact our lives in the real world.
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1. Evaluate the disruption options available to target criminal activity on the road network. (2000 words)
In this essay I will evaluate some of the options available to Police in targeting criminal activity on the road network, and how information and intelligence can be used to disrupt more prevalent and serious criminal activity such as drug smuggling, county lines and organised crime groups (OCG) by effective use of the roads, including the use of Automatic Number Plate Recognition (ANPR) as an investigative tool when disrupting criminals. 
“Criminals’ use of roads ranges from minor motoring offences to international organised crime. Forces should use intelligence and enforcement to disrupt criminality. Police may be called to assist with road checks being conducted by the Driver and Vehicle Standards Agency (DVSA) and be associated with national and seasonal campaigns” (College of Policing, 2019).
Intelligence is an integral part of Policing in targeting Criminality, Organised Crime, Investigating Crime, Solving Community Issues, Improving Community Relations and improving the Communities we all live in. All opportunities to gather and develop intelligence should be taken no matter how big or small the information may be – it may be the missing piece to a much larger picture. Intelligence is the evaluation of information received. Information is the raw product, and it has value added to it by being evaluated for reliability and accuracy. 
ANPR is used by Police Services and other Law enforcement Agencies across the UK. ANPR is the name used for cameras that are placed strategically to monitor various roads across the UK that can automatically read the number plates of passing vehicles. ANPR can automatically conduct checks against Vehicle of Interest List (VOI), previously known as the ‘Hot List’ for vehicles of note to the Police or other Law enforcement agencies, such as the Border Force. This information can then be acted upon by the relevant service, if necessary, stop the vehicle, as it may be used in the process of committing a crime. As the cameras record the registration plates of all vehicles passing by, regardless of any intelligence held, the data can be invaluable for all types of investigations including missing persons, abductions, road traffic collisions and drug trafficking.
National Police Chiefs’ Council (NPCC, 2020) explains how ANPR works as: “As a vehicle passes an ANPR camera, its registration number is read and instantly checked against database records of vehicles of interest. Police officers can intercept and stop a vehicle, check it for evidence and, where necessary, make arrests. A record for all vehicles passing by a camera is stored, including those for vehicles that are not known to be of interest at the time of the read that may in appropriate circumstances be accessed for investigative purposes. The use of ANPR in this way has proved to be important in the detection of many offences, including locating stolen vehicles, tackling uninsured vehicle use and solving cases of terrorism, major and organised crime. It also allows officers’ attention to be drawn to offending vehicles whilst allowing law abiding drivers to go about their business unhindered”. ANPR is a great deterrent, however, offenders will commit crimes and travel alternative routes to not be caught on an ANPR camera, making it more difficult to identify where they are travelling to and from. However those that are of interest to Police Services, ANPR is a great tool as officers can disrupt their journeys and gather more intelligence and if grounds exist, stop check the driver, passengers and the vehicle. “Officers should carry out a dynamic risk assessment prior to stopping a vehicle and ensure that it is stopped in a position which gives approaching traffic sufficient warning” (College of Policing, 2019).
In South Wales Police, only limited departments and roles have access to the ANPR system. Departments such as the Roads Policing Unit and the Intelligence units can access the system; search for registrations and any reads from the cameras that the vehicle may have passed. ANPR cameras are fitted to most Roads Policing Cars and other specialist vehicles used by Police Services. However, their use is more restricted than that of static ANPR cameras. The restrictions surrounding their use is explained by the NPCC (2016) Factsheet: “Vehicle-mounted ANPR may only be deployed where any of the following circumstances arise:  For the purposes of monitoring hits against a list of vehicles of interest (VOI) with the intention that an operational response to the hit will take place, either by staff within the vehicle containing the ANPR system or by others deployed in support of that vehicle for the purpose of providing a response. Deployed at locations identified in accordance for a fixed site camera prior to the deployment of a camera at the location.  Deployed as a result of Operational tasking processes within an LEA where it has been determined that it is proportionate for short term deployment of ANPR; In response to identified criminal activity, in response to identified community problems and to support assessment of a location for future more permanent camera deployment at the location. In support of immediate operational response following report of a crime or incident” (NPCC, 2016).
When a vehicle of Interest is spotted by a camera, the details of the vehicle are passed over out to all nearby Police Officers via their personal radios, along with any offence that the vehicle and its registered keeper have been involved in. In this circumstance, any Police Officer that sights the vehicle will be expected to report its whereabouts, and, if grounds exist, stop the vehicle. If no grounds exist, then any information gathered from the sighting will be submitted as intelligence to add to the intelligence picture. 
Organised Crime Groups (OCG) have heavily utilised using the UK road network to commit crimes. “Organised Crime is defined as planned and co-ordinated criminal behaviour and conduct by people working together on a continuing basis. Their motivation is often, but not always, financial gain. Organised crime in this and other countries recognises neither national borders nor national interests” (CPS, 2019). As they do not recognise national borders, OCGs will use vehicles to facilitate crimes such as drug dealing, county lines, people trafficking, burglary and handling of stolen goods. ANPR can be used by Police services to establish links using the camera system to monitor the movement of vehicles. By monitoring vehicles known to be used by members of OCGs, an intelligence picture can be built around the use of the vehicles, and the locations they frequently visit whilst committing crime.
In South Wales Police, Police Officers can view via the intranet their local sector bulletins. These bulletins are updated daily by the local intelligence officer and have various amounts of information. They detail recent prisoner releases, recent intelligence of note, vehicles of note, officer safety bulletins, licences and home detention curfews. There is also a new department who are roads policing intelligence, who focus on targeting criminals who exploit the roads to commit their crimes. Roads policing intelligence utilise the bulletins and will act upon any vehicle/roads policing intelligence. They are a great tool in SWP for disruption on the roads.
An example of intelligence of note bulletin may be an OCG member who is in the South Wales Police force area who is has previous links to county lines and cuckooing. The bulletin will detail the recent intelligence, their home address and any known vehicles linked to that person. The Intelligence unit will require Police Officers and Police Community Support Officers (PCSOs) to submit an Intelligence submission relating to the subject to update the local system of any new information or anything to add to the current intelligence picture that is held. For example, this could be a change of vehicle, a new associate or being sighted frequenting a certain area or property. A sighting of them entering a new vehicle may be the key piece of information that can identify how they are travelling as they are not using their own vehicle. One piece of information may see small however may be the final piece to the picture. The Intelligence unit will add any relevant markers and flags to vehicles on their local system, Niche. This can be for officer safety, for example if a vehicle is carrying any weapons or to inform officers of any new intelligence e.g., the vehicle may be used for drug dealing. This will inform local officers of anything of note. The Intelligence unit and officers will utilise PNC (Police National Computer) for information held on a vehicle. PNC holds details of persons and vehicles. The vehicle function of PNC will only hold information regarding vehicles in the UK except for any unregistered vehicles, military, foreign, temporary imports, Isle of Man, Jersey and Guernsey. For example, PNC will provide the user with the full details of the vehicle including chassis number, engine number, registered keeper and current insurance. It can detail vehicles linked to a particular post code or searches can be made with a partial registration number. PNC markers can be placed on vehicles for Lost/Stolen, Information, Destroyed, Removed, Found, React and ACT. ACT markers will trigger ANPR. Intelligence Units utilise these markers as it will trigger ANPR for all Police Services, as PNC is a national system.
Whenever any relevant information comes to light surrounding a user of a vehicle engaged in criminal activity, Police National Computer is updated so that all Police services around the United Kingdom can access the information and act upon it. Should a known criminal be stopped by a Police Officer in a vehicle, the details will be updated on PNC with new information so all other Police services who may come into contact with them in future, whether that be on the road or within research, will be aware of the new owner/vehicle colour, whatever this new information maybe.
ANPR cameras can be used by the Intelligence unit and Organised Crime Unit to establish routes that vehicles often take and cross check the start and end locations against Police databases to establish the people likely to be involved in wider criminal activity. One activity that OCGs could use the road network for is ‘County Lines.’ “County Lines is a term used for organised illegal drug-dealing networks, usually controlled by a person using a single telephone number or ‘deal line’. They operate out of major UK cities such as London, Liverpool and Birmingham, and they distribute illegal drugs across rural and suburban counties via ‘runners” (CrimeStoppers, 2021).       
By using vehicles to transport drugs, OCGs can use ‘runners’ to transport drugs using the road network. These OCGs usually travel down from the cities and try to create a line in the smaller towns. The valleys that South Wales Police cover are ideal targets. Using ANPR can assist with identifying what vehicles are being used and on which routes and thus a plan of disruption can be put into place. Disruption can be as simple as Police Officers stopping and searching known people and vehicles – if grounds exist. By stopping and searching, criminals such as OCG members will become wary of the Police, and less likely to partake in such activity for fear of being arrested. 
To conclude, effective policing of the roads can assist with deterring those who commit crimes in their local areas travelling in their vehicles to other areas to commit them. ANPR cameras are therefore a vital tool as an investigative resource when disrupting criminal activity. Their automatic recording and ability to be used by numerous Law Enforcement Agencies (LEA) mean that they are a truly versatile resource. By effectively Policing the Roads in an Intelligence-led way, Police services can combat other forms of Criminal activity that is facilitated by free use of the UK highways. It can be argued that ANPR cameras are the most vital tool in disrupting criminals to on the roads. ANPR “provides a tactical option to disrupt, prevent and detect criminal activity and, by doing so, helps to increase public confidence” (College of Policing, 2019). In order to effectively Police the roads, all decisions must be Intelligence-led, which will assist in making the most of Police resources when targeting criminal activity on the road network. By considering the information and intelligence picture first, whichever option is chosen by a Road Policing Unit, the potential to disrupt criminal activity will be maximised. Multiple options are available to Road Policing Units when dealing with road traffic offences in their attempt to disrupt criminal activity on the road network, such as liaising with Organised Crime Units (OCU) to stop and search vehicles that have been identified as potentially used to commit other offences using the road network, or for the register owner details of a VOI to be passed for further observation by local units such as PCSOs to continue to monitor the vehicle, the owner and insured person/s. By continually being reviewed by Police, those utilising the road network for gain through criminal activity are more likely to reconsider their choices. Whichever option is chosen, it must be a carefully considered one and intelligence led to assure the best outcome from their work.
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