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Abstract (no more than 200 words)

[bookmark: _GoBack]This is an investigation on the virus, Cryptowall, and a outcome of best practices which should be adopted to deal with an out break, and more importantly avoid infection in the first place.

Contents page

	
	Page Number

	[bookmark: _Hlk24972998]1. Introduction	
	1

	2. Virus
	1

	2.1. General
	1

	2.2. How infection occur
	1

	3. Ransomware
	1

	3.1 General
	1

	3.2 What to do if infected
	1

	4. Crypto Wall
	3

	4.1 Specifics
	3

	4.1.1 Infection method
	3

	4.1.2 File Types
	3

	5. Examples of good practice
	4

	5.1 Avoidance
	4

	5.2 Backup
	5

	6. References
	5




Main chapters

1. Introduction

The following is a brief report on Ransomware, specifically the CryptoWall Trojan.  This is being written for the consumption of “Small Companies” managing director so that they have enough information to understand this specific type of malware and what it could do to their company.

2. Virus	
2.1. General

The term “computer virus” covers a broad range of computer programs which are created for malicious purposes, for example personal amusement, political motivation, sabotage and extortion in the example of ransomware [1].
	
2.2. How infection occur

Infection can occur in a variety of ways, with different computer virus’s exploiting one or more methods.  The authors of a virus will have a detailed knowledge of security vulnerabilities to target a system with and spread the computer program from one computer to another.  Importantly writers use social engineering deceptions to manipulate computer users into un willingly infect their devices [1].

3. Ransomware	
3.1 General

Ransomware is a specific type of computer virus, which is seen to be increasing in its usage.  It is designed to infect and spread on a computer network, for the purpose of removing access to data and computer systems that users specifically need.  Claiming to restore access, once a ransom is paid to the author.  Its infection is described as devastating and it is important to realise that all manners of organisations can be affected, for example governments and law enforcement as noted by the CISA [2].

3.2 What to do if infected

If you suspect you are infected with ransomware suggested steps are

· Disconnect your computer from its network, to try and stop the spread of the virus.
· Use a second, non infected machine, to research what kind of virus you believe you are infected with.
· Depending on the outcome, following from trusted source disinfection guides and tools to de encrypt the encrypted files
· If the above fails, then you should re install your operating system, therefore removing the infection.
· Restore your files from you last known good backup
· Never pay a ransom

The advice above is collected from Tom’s hardware [3]

4. Crypto Wall

Crypto wall is a type of ransomware which is typically spread by spam email campaigns, the executable for the virus is disguised in attachments, a trojan.  The attachment will be something familiar to a computer user, like an invoice, or a fax report etc which is designed to trick the user into opening it.[4]

4.1 Specifics

Once the software is installed on the victims computer, it will go about encrypting files using public/private key strong 2048-bit RSA encryption.  Files which are encrypted are un readable without access to the private key, which is hidden by the attacker on an internet server.  As part of this process, the virus sets up a personal website for the compromised computer, which users can access to buy the private key from the attacker and therefore unlock their files.  Payment is demanded by bitcoin to protect the attackers identity. [4]

4.1.1 Infection method	

As well as email campaigns it is important to note that the ransomware Crypto wall can also be spread via compromised websites, and websites adverts, which can be embedded with code which when visited installs the software on a computer. [4]

4.1.2 File Types	

The following is a list of some of the files types which are targeted by the ransomware [4]

· xls
· wpd
· wb2
· txt
· tex
· swf
· sql
· rtf
· RAW
· ppt
· png
· pem
· pdf
· pdb
· PAS
· odt
· obj
· msg
· mpg
· mp3
· lua
· key
· jpg
· hpp
· gif
· eps
· DTD
· doc
· der
· crt
· cpp
· cer
· bmp
· bay
· avi
· ava
· ass
· asp
· js
· py
· pl
· db
· c
· h
· ps
· cs
· m
· rm

5. Examples of good practice

To protect against all types of infections, recognised good practices should be followed when using and administering IT systems to protect corporate date, and the up time of computer systems.

5.1 Avoidance

Avoidance being better than cure, the following principles should be followed from Trendmicro to avoid infection [5]

· Regularly backup your data
· Keep programs and operating system up to date
· Enforce a least privileged setup
· Utilize network segmentation
· Deploy application control and behaviour monitoring
· Secure your gateways i.e., email and internet filtering
· Cultivate a security—aware culture





5.2 Backup

Unfortunately, as computer systems advance, so do the threats to them.  A good backup solution is the last line of defence against such attacks, and it is important that the 3-2-1 rule is followed to deal with crypto viruses.  That being the data exists in 3 different places, in at least two different formats, and 1 being off site and offline. [6]

The last point about being offline is critical because Crypto viruses can infect a system and its network resources, before becoming apparent to the user.
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