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1. [bookmark: _Toc28459235]Introduction
This report will give overview on ransomware, trojans and then recommendations on them. It will begin by giving a general overview of ransom ware then go on to discuss the infection methods, file types affected, what to do if infected and then discuss the payment. It will then concentrate on trojans, the Crypto wall, recommendations, good practice to follow, initial avoidance and backup procedures. The current amount of ransomware attacks has increased in recent years so now more than ever it is important that proper action is taken to protect software and hardware. 

[bookmark: _Toc28459236]2. Ransomware
[bookmark: _Toc28459237]2.1. General overview
Ransom ware is a type of malware that attacks your system and then demands money for unlocking it. There are three main types of ransom ware one is scareware which prompts your screen with pop ups. These will usually say something like your computer is at risk please click here to run a scan which will put the malware on the system or ask a fee to fix your system. This form isn’t very dangerous it’s more aggravating than anything due to the fact it hasn’t affected your files, but you may receive many pop ups you have to close regularly.  The only time you should listen to the advice of a scan or that there’s malicious malware is that if you have bought anti-virus software and it’s from them. 
The next is called screen locker this will lock you out from your system completely, this will occur when you start up your system a window will pop up that stops you passing any further. When the screen pops up it will try make it look as official as possible by pretending to be the police or a government department, this will often state that you have done something illegal and there’s a charge for what you’ve done to re gain access. Sometimes depending on the intelligence and how advanced the malware is it will look up your search history. This is to see what websites you’ve visited to see any way the pop up can be specific to you to give it more realism. 
The last form is encrypting ransom ware this one infects your files and encrypt them and then ask for payment to decrypt them. This requires communication to a control centre for what to do next and further encryption. The problem with this type of ransom ware is that most of the time you won’t end up getting your files back at all. 



[bookmark: _Toc28459238]2.2 Infection methods
Attackers will use any method possible to gain access to your files the most common methods of infection rely on human errors, bad judgment or server flaws. One of the most common forms of attacks are through spam and phishing emails, these will often have links in them to click that will begin the download of the malware. They will also use adverts on websites or pop up ads to get you to click on them that will download the malicious malware. System security vulnerability is an area that attackers try taking advantage of they will work their way into your system by bad website security or computer application vulnerability. Once anyone of these are installed It will disable your services in the background to aid itself to download malicious malware without being detected or stopped. Once the infection gets into your files and they are infected you’ll then need an encryption key to unlock it.

[bookmark: _Toc28459239]2.3 File types affected
Ransom ware will attack both networks and local drives of companies as well as personal computers, it will then go through all your files and encrypt your files. It won’t just target windows files it will also target any form of files that you have on your system including both your personal and professional files. Examples of files that will be targeted are pictures, music, presentations and documents. The reason for doing this is it doesn’t want you accessing any of your files so that there is more chance of you paying for the encryption key. 
Most Ransomware use Advanced Encryption Standard (AES) and Rivest Shamir Adleman (RSA) as methods to encrypt your files. Most of these will release different types of attacks regularly these are often very hard to decrypt. Often these types of ransom ware will attack organisations due to them having larger amounts of money and often more important files. Ransom ware will target most systems including Mac, Linux, windows and sit undetected until it attacks.

[bookmark: _Toc28459240]2.4 What to do if infected
If you do get infected what will happen is it will either stop you from using your system completely or stop you from accessing any of your files. if you try to access your system or your files you will usually get a pop up saying you can’t access your files unless you pay a set amount of money. The best thing to do when infected by ransom ware is to not pay the ransom they are asking for. Although some ransom ware is possible to be decrypt others cannot and attackers constantly look for new more advanced ways to encrypt your files. If you do get infected it’s possible to download free software to decrypt your files. Caution should be taken when using and selecting a decrypting software because it sometimes could cause further encryption to your files. If it’s your whole system that gets locked out, then it’s best to do a full restart and run a scan from a bootable USB drive. It’s best in any circumstance though to consult your IT department or an IT specialist and seek their advice. 


[bookmark: _Toc28459241]2.5 Payment
When the malware finishes encrypting all your files or your system you will get a pop up prompting you to pay to decrypt your files or system. The note will contain instructions on how to pay and where to go to pay the ransom. The amount you are required to pay will often be paid in the form of a crypto currency for example bitcoin. In some cases when you pay the ransom the malware will delete itself after payment, but this is not guaranteed. To get you to pay the ransom they will often unlock a few of your files to make you believe that you can trust them to unlock the rest of your files if you pay but it’s still advised not to pay the ransom. The amount that attackers ask for to decryption your files or system will vary depending on the attacker. They will often set a time limit on when to pay by and then say the amount will increase if you don’t by that date this is done to force your hand to pay. 

2.6 [bookmark: _Toc28459242] Trojans
Trojans are a type of ransom ware that will sit in your files for a period without instant affect. The reason for doing this is because during this time it will work its way through your network or hardware storage and specifically target files to encrypt and stop access to. Once it’s either infected all your files or the ones it planned to infect it will then begin its attack and ask for ransom. This like other forms of ransom ware will then request Money for your files to be unlocked so that you can gain access to them again. The biggest problem with this is that if you do have a good back up strategy in place so that you could clear everything on your system and then re install it from the back up, the trojan will be on your back up system also. The Attacks will often contain software that will evade detection so that it can work its way through your system and infect all your files without being noticed. 

[bookmark: _Toc28459243]2.7 The Crypto wall
The crypto wall is another type of ransom ware that is used by attackers to gain money from there victims. Crypto wall is a particularly difficult type of ransom ware to re gain access and restore your files. This type of ransom ware doesn’t just encrypt your files it hides in your start up folder and tries to get your passwords from your system. This type of ransom ware needs communication to a command centre to be told what to do and how to further infect the files. You can try to clear the crypto wall by switching your system into safe mode and delete all the crypto wall files, the problem with this is if you don’t delete all the files when you restart your system the crypto wall will start up again. 



3. [bookmark: _Toc28459244]Recommendations
[bookmark: _Toc28459245]3.1 Initial avoidance
The biggest problem with ransom ware is that it’s highly unlikely that you will get your files back in most cases, so the best method is prevention in the first instants.  The best advice is to have a good anti-virus software on your system and carry out regular scans and keep it updated. Practice safe internet usage by not clicking on dangerous websites or links on suspicious emails, it’s also very important to keep your systems up to date due to patches coming out during updates for malware breaches. It’s also a good idea to set up a localised firewall, this can help as another layer of protection for your system. Due to the way ransom ware work it requires connection to its own server to send commands so the fire wall will aid in prevent the malware from making that connection and thus stopping the continuation of the attack. It’s also important to turn off ads and cookies and only have them on when required for trusted websites.

[bookmark: _Toc28459246]3.2 Backup procedures
Ransom ware attack can affect your system and lock you out from your files, but a backup strategy can help to restore your system and files without loss. It's always sensible to keep backups of all your files in case of system failures and especially for occasions like a ransom ware attack. It’s sensible to follow a three stage back up strategy this essentially means to have your files stored in three places in case you lose them in one place you always have two other options to fall back on. The three advisable places to have the files are one on your system, one on a cloud-based system and another on an external standalone memory storage system. It’s important to set a time period of when to back up your files this depends on the important of your files and how often new content and changes are made to your files. 
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