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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.192.0
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.224.0
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.248.0
	172.16.13.97
	172.16.13.102
	172.16.13.103

	Serial Link 1
	172.16.13.104
	255.255.252.0
	172.16.13.105
	172.16.13.106
	172.16.13.107

	Serial Link 2
	172.16.13.108
	255.255.252.0
	172.16.13.109
	172.16.13.110
	172.16.13.111
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This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

What is IPv6

IPv6 is an internet protocol (IP) which is the primary protocol in the internet layer of the OSI networking model it’s role is to deliver packets from a source computer/device to a destination computer/device. The intention of IPv6 was to improve/replace IPv4 which was created in the 1980’s. in 1994 the initial development of IPv6 began and in 1998 the first draft became standard however it wasn’t until July 14, 2017 IPv6 was ratified by the internet standard.

It is true that everything that can be done in IPv6 can be done with IPv4. However, IPv6 has added features which were missing within IPv4, such as added security. 


IPv6 Benefits

 
IPv6 is a complete redesign of IPv4 the aim was to keep the basic functionalities of IP addressing while improving features. IPv6 used 4 times more bits to address a device on the internet. This improvement means that using those extra bits can provide 3.4×1038 different combinations of addresses which allows global reachability. An estimate shows that 1564 addresses can be allocated to every square meter of this year with IPv6.

IPv6 has a lot of benefits given IPv4 was exhausted it was time to redesign and create improvements. One benefit IPv6 is it has a simple header which allows information more efficiently through the network. Rarely used and optional fields in the IPv4 headed were removed or moved to create this simpler header. The simple header allows users to route packets more efficiently, the routing code is streamlined in IPv6 due to a simpler routing code as a result of a consistent simpler header. Although the header has been made simpler on IPv6 it hasn’t been made smaller infact it is bigger, however the simpler layout makes the process faster and more efficient.

IPv6 allows every host to directly reach other hosts on the internet when it is fully implemented. Although there are some limitations for example firewall and organisational policies. Using IPv6 every system now has a unique IP address which can traverse through the internet without using translating components such as NAT. IPv6 also has the optional choice to have IPSec security, the aim for this was to make it more secure. The original arrangement was for this to be a given with IPv6 however upon implementation this was changed to optional.  By having the IPSec security this adds an extra layer of security making IPv6 more secure than IPv4. This means that a user can have guaranteed security from point A to point B.  

IPv6 has LAN security features such as 
· Neighbor Discovery Inspection – validation of NDP messages
· RA-Guard – validation and control of RAs
· DHSCPv6-Sheild – Validation/control of DHCPv6
· MLD Snooping – multicast LAN performance, lmits multicast attacks.

IPv6 has a ‘auto-configuration’ feature which supports both stateful and stateless auto configuration mode of its host devices. As a result of this it means that he absence of a DHCP server does not halt on inter segment communication. In addition, IPv6 uses multicast to communicate with multiple hosts. The way multicast works is the host sends a packet (ICMPv6) to a router (s) a router will then respond to this request by sending a packet back to the client along with configuration parameters. 

Previously though Ethernet/token rings which are considered broadcast networks were used, however IPv6 no longer has broadcast support.

The implementation of IPv6 also introduced ‘anycast mode’ of packet routing. Anycast address behaves similar to the multicast address except for some differences. Using anycast a packet sent from a client only goes to one single destination rather than a group identified by the same address. Multiple interfaces over the internet are assigned the same anycast IP address, this means while routing routers can send a packet to the nearest destination.

IPv6 offers different transport modes, these are called IPsec modes, IPSec operated in two different modes transport mode which is host to host and gateway-to-gateway or gateway to host as seen below. It is possible to use AH and ESP in both modes.
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Transport mode is a more flexible mode than the tunnel mode operation although, transport mode is more complex which results in limited deployment. For transport mode to be completed successfully it is crucial that IPSec is properly configured in every node on the network. Tunnel mode in comparison is simpler and usually accomplished via VPN. 

IPv6 supports multicast rather than broadcast this allows bandwidth-intensive packet flows to be sent to multiple destinations simultaneously for example multimedia streams. This feature saves network bandwidth. The new header includes a new field ‘flow label’ this new field can identify packets belonging to the same flow.

A key feature IPv6 has is mobility, mobility was kept in mind throughout the IPv6 design. This allows devices such as mobile phones do roam around in a different geographical area while still staying connected to the same IP address. To enable this IPv6 takes advantage of auto IP configuration and extension headers.

To conclude companies/brands such as Microsoft, CISCO and Facebook are three examples of companies which use IPv6 networks only. IPv6 gives everything that IPv4 gives and more. Using IPv6 also eliminates vulnerabilities related to transition mechanisms. From researching the differences and the pros and cons of IPv6 it is very clear that IPv6 has many added features which can support security and reduce vulnerability. However extensive research shows many companies/users are still using IPv4 due to being afraid of change, unsure if IPv6 is as reliable as is advertised and simply users are unsure if change is necessary when IPv4 can still be used and is not particularly faulty. The features of IPv6 show that it has been updated to cope with the capacity of rising traffic with technology.


[1] https://www.networkcomputing.com/networking/six-benefits-ipv6

[2] https://www.tutorialspoint.com/ipv6/ipv6_features.htm

[3] https://www.youtube.com/watch?v=SbgbExbu1kk
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« IPsec Modes

IPSec operates in two different modes: Transport mode (host-to-

host) and Tunnel mode (gateway-to-gateway or gateway-to-

host).
Transport mode: the IPv6 header of the original packet is
used, followed by the AH or ESP header, then the payload.
Tunnel mode: a new IPvé6 header encapsulates the AH or
ESP header and the original IP header and payload.

Extension headers (Hop-by-Hop, Routing, Fragmentation)
immediately follow their IP headers, except for Destination
Options, which can appear before or after AH or ESP. (TCP' below
indicates any upper layer protocol)
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