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1. [bookmark: _Toc36752977]Introduction:
In the modern age where almost everybody worldwide has used a computer or other electronic device at some point, data is in extreme abundance. A very small amount of this data is rather malicious in nature, with links to terrorist attacks and other extreme cases. In order to gather and preserve this data/evidence to prevent bad situations from occurring, computer forensics techniques must be used.
M. Rouse [1] described computer forensics by writing “Computer forensics is the application of investigation and analysis techniques to gather and preserve evidence from a particular computing device…”. Ensuring that the computer forensics techniques used are of a high standard is vital, as failure to preserve evidence can lead to serious consequences.
This report will cover a case study related to a terrorist attack. The aim of this report is to try and use proper computer forensics techniques and analysis, and document steps taken to investigate the provided case study.
2. [bookmark: _Toc36752978]Case Study – Terrorist Attack:
This section of the report will cover a case study relating to a terrorist attack. The aim of this section is to analyse and investigate provided evidence and create an investigation report. This report should display understanding of computer forensics techniques, and proper investigative work to carry out the tasks required.
In the provided case study a man named John, a detective, is tasked with investigating items relating to a terrorist incident at Heathrow International Airport. The author’s task is to analyse John’s actions upon receiving the evidence and suggest further actions John would take to properly analyse and investigate said evidence. 
2.1. [bookmark: _Toc36752979]Processes/Forensic Methods:
The first section of this case study will cover what processes and forensics methods John would have taken upon receiving the terrorists laptop, photographs of the crime scene and the terrorists fingerprints. As these processes and methods would lead to John preparing a chain-of-custody document, it would be important for him to follow the steps that one would take to prepare such a document. 
2.1.1. [bookmark: _Toc36752980]Documentation:
Firstly, it would be important for John to document who has had access to this evidence and when. INFOSEC [2] mentioned “Recording the timestamps of whoever has had the evidence allows investigators to build a reliable timeline of where the evidence was prior to being obtained.” This is incredibly important, as knowing where the evidence was at each step of its existence allows there to be no scenario where it could have been unknowingly edited or contaminated.
2.1.2. [bookmark: _Toc36752981]Backup:
Additionally, John would make copies of the evidence, namely the photographs and fingerprints. INFOSEC [2] listed this as one of their recommended steps for preparing a chain-of-custody document. They said, “You should always work on copies of the digital evidence..” They also mentioned that the reasoning for this is that this will allow for comparison between work carried out on copies of the evidence and the original evidence.
2.1.3. [bookmark: _Toc36752982]Laptop:
Another step John would take prior to preparing a chain-of-custody document is documenting various features of the Dell Laptop originally belonging to the terrorist. It was already mentioned that John noticed what operating system was in use on the laptop, however, there is more information John should document. Special Counsel [3] listed a few things such as “Make and model of hard drive..” and “Storage capacity of device..”. John should document this information, along with other details such as the laptops serial number, what applications or websites were open or recently used on the laptop, hardware and more. 
2.1.4. [bookmark: _Toc36752983]Clone Evidence/Hash Test Analysis:
Lastly, INFOSEC [2] talked about creating clones of evidence, and then carrying out a hash test on said clone. For the cloning of evidence, they mentioned “Inject a bit-for-bit clone of digital evidence content into our forensics computers.” The purpose of this is to ensure duplicates of all digital evidence exists. Additionally, in regard to the hash test analysis, INFOSEC said “Perform a hash test analysis to further authenticate the working clone.” This hash test will ensure all data is identical to the original evidence, and not corrupt in any way. If this test is not carried out, John could be working with flawed or corrupted evidence, which could cause problems with his investigation.
2.2. [bookmark: _Toc36752984]Retrieving Files/Contacts etc:
Secondly, it will be covered as to how John would retrieve many types of documents, email messages, cache files and more on the terrorist’s laptop. 
2.2.1. [bookmark: _Toc36752985]Files:
John would be required to retrieve many types of files including Microsoft Word files, Microsoft Excel files, PDF files, image files, video files and audio files that are at all related to the case. In order to do this, John could use a computer forensic tool such as ProDiscover Forensic. This tool specialises in allowing users to locate all data on a computer’s hard drive, while simultaneously protecting evidence. INFOSEC [4] listed ProDiscover Forensic as one of their top computer forensic tools and described some of its features. When listing these features, they mentioned “Preview all files, even if hidden or deleted, without altering data on disk…” This would be an incredibly useful feature for somebody like John, who needs to find many types of files, including those that are hidden or deleted, while also ensuring they are protected.
2.2.2. [bookmark: _Toc36752986]Email Messages:
John also needs to retrieve MS outlook contacts, email messages, messenger chat history, cache files and temporary internet files. Firstly, John could retrieve email messages using some form of email forensics software. Aid4Mail [5] talked about acquisition of email data when describing some of the features of their email forensic software. They discussed recovering emails that are “corrupt” or “malformed”, restoring deleted emails, generally retrieving mail and outputting email data in different formats such as PDF. John could use any form of email forensic software with these sorts of features, which would allow him to retrieve all email messages from the laptop, even deleted or corrupted ones if there were any, and output them into a format of his choice. 
2.2.3. [bookmark: _Toc36752987]Cache Files:
In regard to cache files stored on the terrorist’s laptop, there are a few steps John would take to accomplish this. A. Dyar [6] described these steps by telling readers to access their control panel, where they can then navigate to the “Network and Internet” menu, and then double-click “Internet Options”. Then, select “General”, which they said was “under the Internet properties menu.” Once there, they instructed to click “Settings” and double-click “View files”. Once these steps have been followed, users should have opened a folder containing the cache files stored on their device. John could simply follow these steps on the terrorist’s laptop, and easily view and document the cache files. 
2.3. [bookmark: _Toc36752988]Detailed List/Document:
Next, the author will explain and justify whether or not they believe John should make a detailed list of videos found on the laptop, and then make a document detailing his findings.
INFOSEC [7] discussed the general responsibilities and duties of Forensic Investigators in detail, but one of their points directly relates to documentation of findings. They said, “Document any other findings or discovered files or communications which may be relevant.” Documentation of findings is an incredibly important role of a Forensic Investigator, especially in John’s case where his findings and documentation will be used by a Police Department to try to halt terrorist activities.
Due to the above points, it is believed that John would make a detailed list of the videos found on the terrorists laptop, and then prepare a document explaining each of the videos. In regard to the specific videos John found, most of them directly link to terrorism and therefore would require some form of documentation and explanation. The videos showing terrorist practices, killing of kidnapped hostages, the 30-minute video at the airports, and the hotel video featuring six suspects, could all provide vital evidence that could help to halt the terrorist group in question. For this reason, John providing a detailed list of these videos would be highly useful, as the police department will know what John has found during his investigation, and which videos they need to spend more time investigating. 
Additionally, although the videos of the 9/11 bombings may not be directly related to the case of terrorism in question, they could also potentially be important in the police departments investigation.
The other videos containing motivational speeches and personal videos showing the terrorist and his family would likely not be as important to the investigation. However, John should still document and explain these videos, as it is important to cover all findings to ensure no evidence is left unnoticed and undocumented. 
2.4. [bookmark: _Toc36752989]Software Used:
Next, the author will suggest what software they believe John would have used to obtain the list of contacts in the terrorist’s MS Outlook.
Microsoft Outlook is an email and calendar service provided by Microsoft for free. As it appears the terrorist used it as their primary emailing service, John could use email forensic tools/software to not only access and analyse any emails sent to and by the terrorist, but he could also access a list of their contacts that they have interacted with through Microsoft Outlook. 
An example of an email forensic tool that John could use is Systools MailXaminer. ViskyTech [8] listed this software as their number three best email forensic tool for the year 2020.  This software provides a variety of incredibly useful features relating to emails, with ViskyTech [8] mentioning “With the help of this forensic email collector, investigators can view chat details… and view SMS details…”. These features, amongst others provided by the software, would be incredibly useful in allowing John to access a list of the terrorist’s Microsoft Outlook contacts. Preparing a list of these contacts will likely become very beneficial for the investigation, as they could share some involvement in the terrorist incident that took place at The Heathrow International Airport. 
2.5. [bookmark: _Toc36752990]Report of Analysis:
Finally, a report will be created detailing John’s analysis. This report will be created with the intention of it theoretically being sent to Mr. Mark Wales, the Chief Investigator at the Heathrow Police Department. 
Firstly, John used a variety of forensic methods and processes to inspect the terrorist’s laptop in the state that it was provided to him. He noted the mode the laptop was in, took photographs of the device, noted the operating system in use, and more. When this inspection was completed, John created a chain-of-custody document to detail everything about the evidence, and then he stored the hard disk in a secure location. 
Additionally, John used forensic tools to retrieve many types of files on the laptop. These include Word and Excel files, along with MS Outlook contacts and email messages. Next, John made a detailed list of videos that he found on the laptop. These videos included terrorist practices, videos directly relating to the incident at the airport and personal videos. John also made a list of contacts in the terrorist’s MS Outlook using an email forensic tool to access this list. 
3. [bookmark: _Toc36752991]Conclusion:
To conclude, a case study relating to a terrorist incident at Heathrow International Airport was investigated. John was given multiple pieces of evidence from the terrorist incident, such as the terrorists laptop, fingerprints and photographs of the crime scene. The author suggested various actions that John would have taken during his investigation upon receiving the evidence. This included suggesting what processes and forensic methods John would carry out, how John would go about retrieving many types of files, whether he would make a detailed list and explain some of his findings, and the software he would use to get a list of contacts in the terrorist’s MS outlook. Also, the author prepared a report detailing John’s forensic analysis which would theoretically be given to Mr. Mark Wales, Chief Investigator at The Heathrow Police Department. 
The work completed in this report should have demonstrated some knowledge of computer forensics methods, analysis and tools. Furthermore, the completed case study investigation should also have accurately described some investigation methods and analysis that a computer forensics investigator would use during an investigation.
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