Art theft using AI


Introduction
Ai has become one of the most popular topics of discussion in the past few years due to its sudden advancement in technology. It is currently being debated among many today whether it is a danger to humanity, unethical or possibly a great tool for humanity. This report will discuss specifically the ethical issues regarding the use of AI to create or enhance digital artwork or animated videos and possible solutions to these issues.
Definition
AI artwork (artificial intelligence artwork) is ‘any form of digital art created or enhanced with AI tools.’ [1] Using AI art generators, a person can create artwork in minutes that mimics the artwork made by a human. This is done using machine learning and pattern recognition to analyze and copy the artwork of other artists who publicly publish their artwork. AI uses this data to merge different styles, colours and themes to create a ‘frankenstein-esque’ artwork of its own. This tool is very easily accessible and easy to use for everyone with an electronic device. All a user needs to do is input a worded prompt into the website and it will generate a piece of artwork for them in minutes. Many of these websites offer this service for free as well.
Causes, Effects and Consequences 
Many different social media platforms, artist platforms and even art and design programs have jumped on the bandwagon of AI in hopes to make a profit by selling the data of their users to AI machine learning without their users' full knowledge. For example, Adobe recently had a silent update in which it began to sell its users data for AI machine learning. Furthermore, for legal reasons, it added an option in its account settings to switch this off if users did not want their artwork used. However, by default, this option was turned on and Adobes users were not correctly made aware of this new feature. This is extremely problematic this causes artists to have their work unfairly used in AI generated images without their prior knowledge nor giving them any form of credit. Due to this, others can unfairly use an artist's work and even art style to create artwork to which they are able to profit upon. The main issue here is that companies can directly profit from using AI artwork as well as the data from artists for AI while these artists who make this possible get no profit nor credit. 
Furthermore, this is especially problematic for artists with specific art styles which AI can directly copy from, which reduces the likelihood of these artists being hired for their unique style. AI art generator users can simply write an artist's name as a prompt and the AI will directly copy that artist's unique style and theme.  For example, the artist Greg Rutkowski has had his name used as a prompt to ‘generate 93,000 AI images on one AI generator, Stable Diffusion’. [2] These images resulted in a direct copy of his art style and theme without any credit to his work. This allows others to unfairly profit from his art style as well as decrease the likelihood of smaller companies who are looking for that style to hire him. In addition to this, AI artwork reduces the job availability for newer less known artists who are starting out in the professional art field. This is because it is cheaper and easier for small companies to use AI to generate needed artwork rather than to hire an artist to do it for them. With the increasing access to AI this has been a big issue making it difficult for artists to get much needed experience and work for higher places of employment.
Potential solutions
There are many ways in which this issue can be resolved for artists so that their work is fairly used in these AI image generators. One main solution is to ask an artist's consent before using their work for machine learning. Furthermore, art programs and websites should make it clear whether they will be selling the artwork uploaded to them to ai generators, contrary to adobe that failed to tell its users about their data being sold for them. However, with this solution, this would cause ai image generators to have a much smaller pool of images for them to use. To resolve this, offering artists credit if their work is used in a generated image could be a good way for smaller artists to earn recognition and make more artists willing to submit their artwork to machine learning and ai generated images. This would also resolve the problem of copyright infringement and the blatant and uncredited re-creation of another artist's work. Additionally, creating copyright laws regarding the use of an artist's work in ai generated art would help protect unwilling artists from having their work stolen without their knowledge.
Unfortunately, it is unlikely that these things will happen anytime soon, however, currently there are apps and programs being made to protect against ai art theft. These work by ‘applying style cloaks to images before they are shared online’. [3] This is a great tool that artists can come together and use to fight back against ai in hopes that one day they may get the hard work they put in credited and not freely used by companies for profit. 
Summary 
To summaries, while AI image generation is a fantastic tool for artists and designers and opens many doors in the creative field it needs to be regulated and its ethics rethought. AI image sourcing needs to change in a way that benefits the artists that it learns from, either through credit given or payment to ensure the fair use of an artist's work.  Furthermore, AI generators should ensure that they have the artists consent before they source and use their artwork to prevent artists from feeling that their artwork is being unfairly copied and resold without their credit nor consent. This can be done by software having full clarity of where it sells its users image data and what it is used for as well as the option to opt out of this which should not be on by default. 
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