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1.0 [bookmark: _Toc66999105]Task 1: Pre-requisites 
[image: ]First it was ensured that the IP for server 1 was set and static. 











[image: ]Next it was double checked that no DNS is set up and that the firewall was turned off. 
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[image: ]The virtual computer was then set as the domain controller as Server 1 is the most important server deployed, it will act as a controller of sorts. The computer was then renamed and restarted.
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[bookmark: _Toc66999106]1.1 Task 2: Deploying active directory as a role or feature based installation.
Server management, and then the server manager desktop app was accessed, then dashboard. 
[image: ]


[image: ]













[image: ]Add roles and features was selected. As this is a critical network a strong password must be chosen. Setup was then commenced by selecting ‘Role or feature-based installation’. 











[image: ]Next, the PC was selected using its new name. 











On the next page, the radio button to ‘activate directory domain services’ was checked.
[image: ]

















The default options for select features were left as they were. Then a summary of ADDS (stores information about users and devices using the network) was presented, and the custom installation was completed after an install. 
[image: ]
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The server was then promoted to domain controller. 
[image: ]



	
[image: ]A deployment configuration window came up and ‘add new forest’ was selected and the root name was set. 













[image: ]Windows Server 2016 was selected as the forest functional level, the same option was chosen for domain functional level. Additionally, domain controller capabilities were also specified. A password was then set as ‘N3Tw0RK1’. 








	


[image: ][image: ]A warnings page was skipped and on the next page the database folder’s location was noted. The next page was then selected and the options summary was reviewed. 













It was then installed successfully, and the system was rebooted. At the login screen, a new network domain can be accessed using the aforementioned password. 





	












[bookmark: _Toc66999107]1.2 Task 3: Creating user account objects using Active Directory Users and Computers snap-in console. 
The server was signed in to and some AD management was done. This was done by accessing administrative tools and double clicking Active Directory Users and Computers. 
[image: ]













[image: ]Within the directory it was verified that DC1-NWT could be seen in the Domain Controllers window. 














	

[image: ]Within the users directory, the Domain Admins group was located and double clicked. 















Within the members tab, an additional failsafe account was created for extra security by creating a new user account. This was done by right clicking the users container, clicking new, and then user, and specifying the users information.
[image: ]








	





A password complying with Microsoft’s minimum complexity requirements [1] was created, this being Warrior0fLight!
[image: ]














[image: ]This account was then promoted to administrator by returning to the Domain Admins group, clicking on the members tab, and then the add button. The new admin is now created.












	

[bookmark: _Toc66999108]Task 4: Object attributes of interest. 
[image: ]To optimise the management of objects used in Active Directory, a number of attributes will now be altered. To start, a new user was created. The password is: Grav1tyGun*
[image: ]

	








The new user then had their logon hours restricted by right clicking on the user, selecting properties, the account tab, and then logon hours. The logon hours were set between Monday 8am and Thursday 5pm. This would presumably be used to ensure a member of staff couldn’t access the account on their days off which potentially prevents security leaks. 
[image: ]

















[image: ]The user was then also denied logon rights between 1-2pm Monday to Friday.









[image: ]The user was then denied permission to change their password. 





















[bookmark: _Toc66999109]1.4 Task 5: Adjoining the domain and testing user logins.
To start, a computer account object was created by accessing Active Directory Users and Computers, and clicking on the Computers container. There is no computer account created for either client at present.
[image: ]












A new entry was created and named WS1-NWT. This will now be joined to the domain. 
[image: ]
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[image: ]To join the workspace to the domain, Client 1 was logged into. ‘This PC’ was clicked on and properties was accessed. Advanced system settings was then selected and in the Choose the Computer Name tab, change was clicked. The computer was then named WS1-NWT which links it, and the client’s computer was restarted. 














The client was then signed back into and the IP address was changed to allow the client to connect to the DNS server running on server 1. Control panel was accessed, then Network and Internet. Under Network and Sharing Centre, View network status and tasks was selected. 
[image: ]













[image: ]Change adapter settings was selected, then PrivateNet1 Ethernet connection was right clicked and properties was selected, then internet protocol version 4 (TCP/IPv4). The instructed DNS value was then inputted. 







	






The PC’s properties were then accessed again, and in the ‘rename this PC’ category the computer was changed to be under the domain of nwtraders.msft. 
[image: ]









The client is then restarted, and the non-administrative account was logged into and it was ensured that the network was logged into. Additionally, server 1 was attempted to be logged into with the same non-administrative account and it was denied access. 



















[bookmark: _Toc66999110]Task 6: Observational Tasks
6  a)
Domain Name System (DNS) is a directory of names that match with IP addresses, which computers use to communicate with eachother. [2] It’s important in Active Directory Domain Services as it helps denote which user is which, and consequently, which user has what rights. 
6  b)
Active directory (AD) is used to manage devices on a network, this allows for a way to organize large groups of users into smaller groups etc. [3] Two other critical roles include Hyper v and Group Policy. Hyper v is made by Microsoft and is considered a competitor to VM VirtualBox. [4] Group Policy allows an administrator to control the working environment of users and accounts in Active Directory. 
6 c)
Levels of access are critical as they denote who is an admin, and who is a user. This prevents regular users from accessing settings that could compromise the network or open it up to attackers, and also stops users from accessing sensitive information such as the login information of other users.  
6  d)
Microsoft provides recommendations on how to use a nesting group. This strategy is agreeable as it allows an administrator to easily manage groups and is worth doing from the start rather than struggling to manage it later.
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