







Contents
Introduction	1
Overview of Cyber Crime & associated theory	4
Police service and academia considerations to address the challenges outlined 	8
Conclusion	12
Reference list	13






















 Introduction

The development of new technology and the internet has meant over the last decade it has transformed how people go about their daily lives. People all over the world interact with devices that have the capability of accessing the internet, forming a network of networks. This is referred to as Cyber space (Puyvelde & Brantly, 2019). This has naturally increased concerns about cybersecurity, it’s scale and complexity meaning every individual’s experience is different. 
Her Majesty’s Inspector of Constabulary Matt Parr stated:
“ The prevalence of digital technology has enhanced our lives and interactions in many positive ways.  Unfortunately, however, it has also led to an increase in cyber-dependant crime.  It is estimated that this type of crime costs the UK £11 billion each year” (HMICFRS, 2019b).
 Akdemir & Lawless (2020)  highlight that between April and September 2018, victims of cyber-crime in the UK alone lost over £34.6 million.  Criminals are exploiting technology and the tools to maintain anonymity online more rapidly that law enforcement can introduce new techniques to tackle this area of crime (NPCC, 2016).
The NCA (2022) confirmed there has been significant growth in cyber criminality over the last year.  This includes breaches of personal data on a massive scale leaving victims vulnerable to fraud for example.  Organisations have also been affected which has resulted in lives being put at risk.  An example of this is the ransomware campaign in 2017 that impacted the National Health Service as medical professionals were unable to access patient medical records (BBC, 2017).
Cyber- crime continues to rise in scale and complexity, which affects organisations, businesses and individuals.  Cyber- attacks account for one of the biggest contributors to business interruption.  Aspinall (2022) reported that during the pandemic 62% of UK based companies experienced an increase in cyber security threats over the previous two years.  The security industry OBRELA echoed this concern over the increase in cyber-crime and reported 81% of UK organisations suffered a form of cyber-attack in 2021. An issue that stood out in the ‘CyberEdge’ report was the difficulty in finding staff with the right cyber skills and cyber awareness. Lack of budget was also listed as a concern (OBRELA, 2022). 
These concerns are relevant in police organisations also. HMICFRS (2019a) reported that police forces and the National Crime Agency are mainly effective in tackling cyber-dependant crime but stated there were too many local variations in response to the national threat and a national response to cyber-crime was required. All police forces need to work together collectively to become more efficient and effective in the response to cyber- crime. These recommendations came as a result of the 2019 inspection “Cyber: Keep the light on” ( HMICFRS, 2019b).
The policing vision 2025 has been set to assist in shaping decisions around transformation and how police organisations utilise resources to enhance public protection. The communities served by the 43 police forces in England and Wales, are becoming more complex and diverse.  This requires the police to provide a more sophisticated response to new and emerging threats such as with child sexual exploitation, child abuse and domestic abuse. As people do more online, the threat from cybercrime grows (NPCC, 2016). 

Overview of Cyber Crime & related theory 
Cyber-crime is an umbrella term used to describe two distinct yet closely related online criminal activities. Cyber-crime can either be referred to as cyber-dependent or cyber-enabled crime. These crimes can vary in format from hacking and use of the dark web to trolling on social media, phishing and distributing indecent images of children (CPS, 2017).
Cyber-dependant crimes are the crimes that can only be committed using a computer.  Examples of this are spread of viruses, hacking, stealing confidential information or taking down infrastructure of networks (Victimsfirst, 2022). These types of crimes are directed towards network and computer resources despite there being other outcomes from this behaviour, such as fraud (McGuire, 2013). This category of crime is diminished once the networked technologies are removed (Wall, 2010 as cited in Akdemir & James, 2020). 
Cyber-enabled crime is where the nature of traditional crimes is transformed and enhanced by the use of technology but able to still be committed without.  These crimes include fraud, sexual offending, harassment and threatening behaviour (McGuire, 2013)  

This paper will focus specifically on cyber-enabled crime, in particular the issues with child abuse, the impact this has on public protection and what police forces need to prioritise to ensure a shift in paradigm to tackle and address this area of policing. Online child sexual exploitation and child abuse are prohibited by national, regional and international law (UNODC, 2020).  
Live streaming of child sexual abuse is a significant area of concern which involves live broadcasting of sexual abuse of children to viewers.  Live streaming often involves transmission across international borders over the internet. The method in how sexual abuse is conducted is via the same methods as child abuse material. This can mean it is difficult to trace the perpetrators. 
The pandemic has highlighted a serious concern with the increased risks posed to children online. In a month- long period during lockdown, the Internet Watch Foundation blocked at least 8.8 million attempts by UK internet users to access images of children suffering sexual abuse (HM Government, 2020).
It is a challenge to address the ever-changing gap between laws and technology.  There are issues to consider such as countries who do not have legislation specifically criminalising online grooming. Due to the widespread capabilities of technology, police forces receive reports from victims, where the perpetrators are in another country. Child abuse material is distributed via many methods such as chat rooms, peer-to-peer file sharing networks and social media platforms and police organisations require the support and co-operation of these social media companies to provide evidence, bring offenders to justice and work pro-actively to reduce the risk to online users. The NPCC recognise that police must ensure staff are trained and equipped with the right skills to deal with the ever-emerging threats and has committed this investment as part of its ten-year vision (NPCC, 2016).
In 2018, the Home Office conducted a research study to understand the costs of cyber- crime and reported that the “ scale and cost of cyber- crime will probably never be established” (Home Office, 2018, p8)
Despite this being a challenge to estimate the costs and impact of cyber- crime, the Home Office recommends forces not only understand the nature of cyber-crime threat but also raise awareness of cyber-crime amongst law enforcement to make better informed decisions about priorities (Home Office, 2018). 
Abimbola (2017) highlights that the internet’s capability of supporting anonymity allows offenders opportunity to lure victims with more ease than in a social setting. It has been reported that 33% of the crimes committed against children involved the offender making initial contact via the child’s social media site. Children learn how to use the internet and social media at such a young age and perpetrators pray on children through information gathering referred to as “Phishing” through social media accounts. This may provide indicators to the offender on how a child may respond to grooming techniques. 
The NSPCC (2020) reported there was an estimated 90 cybercrimes recorded a day against children, with one online abuse offence against a child recorded every 16 minutes in England and Wales. The volume of online child sexual abuse offences Is now so great that it has simply overwhelmed the ability of law enforcement to respond (The Police Foundation, 2022). 
The Police foundation (2022) report that demand on the police in terms of recorded offences increased by 121 % between 2015 and 2018. As the demand has risen, the proportion of recorded crimes leading to a positive criminal outcome has fallen and this is a concern to law enforcement agencies, the public and victims and may impact public trust. 

In December 2020, the Online Harms White paper set out the ambition to make the UK the safest place in the world to go online and the government has set out plans to ensure companies take responsibility for the safety of their users. A regulatory framework is currently passing through the House of Commons, namely the Online safety bill (Castro, 2022). These laws aim to protect children and ensure companies assess risks and take action to tackle illegal activity that threatens the safety of children. Ofcom the communications regulator will have a range of powers to gather information it needs to support enforcement activity and support companies to comply with the new laws. 
The impact to children subjected to online abuse is significant. A research study conducted by Hamilton- Giachritsis et al (2017) reported that 10 out of the 16 children interviewed during a study had experienced some form of technology-assisted sexual abuse. Contributory factors for this abuse were increased contact with victims, contributing to lowering victim’s inhibitions and promoted the ability to emotionally blackmail the child.  Professionals interviewed as part of the same study also reported that  technology precluded some victims from recognising their own experience as abuse. This generates issues with under-reporting of child sexual abuse.
This research study recorded the impact of child sexual abuse on young people in the UK today.  Self-blame, flashbacks, depression, poor sleep, low self-esteem, difficulty keeping up with school-work and social withdrawal were just a few factors of psychological and physical impact online abuse caused. There is also evidence of revictimization where some reported following initial online abuse, this led them to be placed in situations where further abuse took place (Hamilton – Giachritsis, 2017).  
Research conducted by Smith & Russell (2017) shows that 47% of children and teens have seen content they wished they had not seen during lockdown and 17% of children reported seeing sexual images, online or offline. A report produced by Plan UK expressed concern that the internet has come to be viewed as an unsafe space for girls and young women (Smith & Russell, 2017)
Leiden (2021) argues that criminal justice does play a role in preventing online child sexual abuse but only in combination with other activities on various levels of prevention.

Police service and academia considerations to address the challenges outlined 
The policing of online abuse presents many challenges to the police to tackle this serious and complex area of crime. 
A study conducted by Martellozzo (2015) on policing online child sexual abuse in the UK, highlighted that the frequency of child sexual abuse had attracted intense police and public scrutiny and social control over the years. Although the work of undercover policing has helped police forces identify and bring sexual offenders to justice, the advancement of technology is making the work of officers increasingly more challenging. Technical innovations such as the ‘dark web’ where users can benefit from total anonymity are consistently a threat to cyber space. Gillian (2003, cited in Davidson 2008) echoes these views and suggests that the demand for indecent images through file sharing technologies has expanded so much that law enforcement agencies are finding it increasingly difficult to track down and identify child victims and those perpetrators involved. 
Law enforcement agencies and academia need to maintain a critical level of awareness that come with the risks of online social networking sites. Martellozzo (2015) supports this view of the importance to develop innovative and creative technical solutions combined with proactive undercover police strategies to help protect the most vulnerable in our communities. The government want to upskill it’s workers by investing in developing talent and police organisations need to do the same.
 Following review of literature, key considerations to address the challenges in tackling cyber-enabled child sexual abuse are as follows:

1. Education – Parents need to be more aware of the activities conducted by their children online. Abimbola (2017) concluded that many parents view the dangers of the internet from their own experience and not conducting sufficient research on the seriousness of harm children can face. 
Children should also be educated on protecting themselves further online. A study conducted by Hamilton- Giachritsis et al (2017) provided  a child’s view on prevention and intervention.  Of the 16 children interviewed, 10 children felt it was important to provide good education on healthy relationships, abuse and consent from a young age and that professionals should understand the impact of abuse better. Improvements to law enforcement approach was also noted as a recommendation from the children. Teachers are also key to delivering education on cyber-crime and the NCA have produced a ‘cyber choices lesson plan’ to assist education providers. Ofsted has published updated education inspection handbooks and will assess schools on how they should conduct preventative work to prevent online abuse and sexual violence (Ofsted, 2021)


2. Commitment by Police Forces to invest in cyber-crime– The study by Hamilton- Giachritsis et al (2017) reported that police and local authority safeguarding responses to sexual abuse are compromised by ongoing budget cuts. HMICFRS (2019) confirmed only 27 out of the 43 forces had included cyber-crime in their strategic priorities. This demonstrates demand had not been widely recognised and understood by forces. £7 million worth of funding has since been provided to ensure each force build the cyber-crime units who will work closely with national and regional units (NPCC, 2019).


3. Advancement / investment in technology and monitoring – This view is supported by Skidmore et al (2022) who recommend that the Home Office and police forces should increase their investment in technologies. Due to the ever-changing advances in technology, police forces and law enforcement agencies need to be ‘one step ahead’ to be able to pro-actively tackle cyber-crime and remote monitoring is key to robust risk management of offenders in the community.

4. Working more closely with 3rd sector agencies – This is to ensure those agencies work lawfully and co-operatively to limit the potential of risk of harm. This will include working with social media providers, rehabilitative services and training providers. 

5. Robust criminal justice system and preventative approach to be prioritised by Government -  Since the Sexual Offenders Act 2003, the concept of ‘grooming’ has been recognised in the UK and several other countries have followed suit with the UK and criminalised grooming behaviour. It can be argued that legislation has developed in response to media and public anxiety regarding the punishment and control of sex offenders, and the perceived threat of such offenders in the community (Davidson, 2008). Proactive management of risk requires effective multi-agency working. There is a clear need for the Online Harms Bill and will support platforms to take a holistic approach in tackling online abuse (NSPCCb, 2020).  The government aim to develop a robust approach to tackling cyber -crime with the introduction of the National cyber security centre in 2017 and development of the National Cyber Strategy 2022. This has been created to ensure the UK remains resilient and capable to address and protect people and organisations in this fast-moving digital word (HM Government, 2022)

6. Investment into rehabilitative services – Law enforcement and public protection agencies must not be reactive to online sexual abuse.  Pro-active work including the rehabilitation of offenders is key to breaking the cycle of crime. Offenders must be educated and rehabilitated on the risks associated with their offending, the impact their crimes have on victims and the consequences to their offending. 

7. Investment into research regarding online offending –   Skidmore et al (2022) conducted a research study for The Police Foundation and recommended that the National Police Chief’s Council and the National Crime Agency should commission research to improve it’s understanding of online child sexual abuse offences, the offenders who commit them and their risk profile. By doing this it would encourage more targeted and informed allocation of resources and enhance accurate risk assessments. 
Conclusion 
Dealing with Cybercrime is a rapidly growing demand on police time. This requires a significant increase in trained staff to meet the demand. This will take time due to specialist training required. Up-skilling police officers to all have understanding of cyber-crime Is required.  Woollacott (2019) stated by ensuring all officers understand cyber-crime, police forces will be better able to tackle the increase in digital enabled threats. 
The way children and young people have been using online platforms during the pandemic is likely to continue in the long term.  Police forces, support agencies and the community need to work together to tackle online cyber-crime.  Public protection is everyone’s business and one single agency cannot address cyber-crime alone. Specialist skills, training, investment and research are required to pro-actively address the risks posed in the cyber-world.                        
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