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Throughout this report I have researched many different methods of keeping a network secure. These include physical security technologies and more general security technologies that are used to secure a network. I then used the knowledge that I had gained from my research in task 1 of this report to assist myself in designing an approach to the needs of the company StresSoloutions mentioned in the scenario. My solution to their needs includes, example organisation structure, List of company policies, how the company complies with laws, Governance plans, a risk assessment, contingency plans, and a list of protection mechanisms for the company to use. I believe that the solutions I have provided will increase the efficiency of StresSoloutions and increase its security.  
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The purpose of this report is to document my research into topics related to data security and compliance. For the first half of this report, I have been tasked with researching one or more of the eight listed topics and then I am to analyse and evaluate my research. My research is to also be accompanied by a review to why modern organisations need to create an environment that protect, detects and safeguard applications using an organisations IT infrastructure. 
For the second half of my report, I am tasked to design and discuss my own approach to meet the security needs for the organisation mentioned in the task 2 scenario. 
All research in this document will be cited when mentioned and all references will be recorded in the reference table at the end of the document. 
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Security Technologies:
In this section I will be displaying the research I have compiled in relation to the data security and compliance. In this section I will be displaying my research into security technologies. What are security technologies? Examples of different security technologies are, Firewalls, access controls, anti-malware software, network segmentation and password protection and authentication. 
What is the purpose of these security technologies? In short, the purpose of the security technologies is to create a a safe environment that protects users, their data and a company’s infrastructure from malicious actors such as hackers. According to [1], the purpose of security technologies is, “Security technology helps mitigate risk by preventing unauthorized access, identifying potential incidents, allowing fast responses, deterring criminal behavior and capturing crucial evidence in the event that a breach occurs.”.

What security technologies are required for an organisations network?
According to the source, [2], the five essential security technologies are firewalls, intrusion detection systems, VPNS, Encryption and two factor authentication. Firewalls are a technology that monitors and regulates incoming and outgoing traffic. It acts as a barrier the inner network and the outside network. They are important because they can prevent malicious actors from gaining access to a company’s internal network. According to, [2], “A firewall is a type of network security system that keeps an eye on and regulates incoming and outgoing network traffic in accordance with pre-established security rules. In order to prevent unwanted access, it serves as a barrier between the internal network and the external network (often the Internet). Hardware-based, software-based, or a hybrid of the two are all possible for firewalls. They can stop hackers from obtaining access to the internal network and are regarded as the first line of defence against cyber threats.”.
Firewalls are a good example of a security technology that has the purpose of protecting a network and its data from malicious actors. 

Firewall diagram:
[3], Figure 1
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Intrusion detection systems (IDS) can be hardware or software based and their purpose is to monitor network data for signs that might indicate a potential cyber-attack. IDS’s can be split into two different types. Those being signature based and anomaly based. The differences between these are that signature based detects recurring attack patterns and anomaly-based monitors behaviour not usually seen on the network. The source, [2], describes IDS’s as “A software- or hardware-based instrument called an intrusion detection system (IDS) watches network data for indications of a cyberattack. It analyzes network traffic and system logs to detect any unusual activity that may indicate an attempted or successful intrusion. IDS may be divided into two groups: anomaly-based and signature-based. Signature-based IDS detects known attack patterns, while anomaly-based IDS identifies unusual behaviour that deviates from normal network activity.”. Intrusion Detection systems are perfect examples of security technologies with the purpose of detecting threats before they become a major threat to a network. 

What is a VPN? A VPN is a tool that is used to create a secure connection between a user and the network by encrypting the data being sent between the user and the network. VPNs are also useful tools for masking a user’s real location when online, meaning a user can access region locked material online. The source, [2], says that “Users can access the internet or an internal network safely using a virtual private network (VPN), which is a secure network. It encrypts data sent over the internet so that hackers cannot intercept and read it.”. VPNs are good examples of security technologies that are there to protect users on a network as they prevent an attack before it becomes a threat.
Encryption refers to the process of taking data that is written in plain-text (normal written text) to cipher text, which requires a secret key to decode back into plain-text. Examples of data that is commonly encrypted include, personal information such as names, date of birth, information such as passwords and banking details. The source, [2], describes encryption by saying, “The process of encrypting text involves turning it from plain text into ciphertext, which can only be decoded with a secret key. Passwords, bank data, and personal information are just a few examples of sensitive data that are protected via encryption.”. Encryption is a good example of a security technology that protects networks and its data; however, it can also be seen as an example of a reaction to a previous threat. 
The final essential security technology is two factor authentication. Two factor authentication refers to a process where a user must provide two different forms of identification to access an account or network. The most common example of two authentication is where a user enters their password and is then also asked to confirm they are logging into a account on an alternative device using a service like Microsoft authenticator. The source, [2], describes two factor authentication as a process where, “Users must present two different forms of identification in order to access an account when using the security measure known as two-factor authentication (2FA). A password or PIN serves as the typical first authentication factor, while a security token or mobile device serves as the typical second authentication factor.”. Two factor authentication is an example of a security technology that is used to protect a network from threats. 
These technologies are integral components in creating an environment that keeps users, their data, and applications on a network safe. They are also important for detecting threats and safeguarding data.  

Physical Security:
In this section I will be displaying and evaluating my research into how companies secure their networks physically. What is physical security? Essentially physical security refers to measures a company takes to secure a network in real world physically. The source, [4], states that “Physical security is the protection of personnel, hardware, software, networks and data from physical actions and events that could cause serious loss or damage to an enterprise, agency or institution.”.  
What are some common examples of physical network security? Examples of physical securities include, access controls, intrusion detection, cameras, saved backups, the disabling of ports and alarm systems. 
What are access controls. access controls refer to the process of limiting a person’s access to certain workstations, devices, applications, and areas within a network building. The source, [4], states that “The key to maximizing one's physical security measures is to limit and control what people have access to sites, facilities and materials. Access control encompasses the measures taken to limit exposure of certain assets to authorized personnel only.”.  There are two types of access control, those being pre-admission and post-admission. What is the difference between these two types? The source, [5], states that pre-admission “evaluates access attempts and only allows entry to authorized devices and users.” And that post-admission “re-authenticates users trying to enter a different part of the network; also restricts lateral movement to limit the damage from cyber attacks.”. Access controls are an example of a measure taken to protect a network before a threat can cause any damage. 
What is intrusion detection? Intrusion detection in networking usually refers to a hardware device or software application that observers a network for malicious actors such as hackers. However physical intrusion detection systems refer to systems made to detect threats that attempt to gain access to the network physically (in the real world).  Examples of components to these systems include things as simple as cameras, door locks and motion detectors. The source, [6], states that “Physical intrusion detection systems (PIDS) detect physical security threats entering into restricted area, and include video surveillance, doorstop, motion detectors, and glass break sensors.”.  As stated previously intrusion detection systems are good examples of measures taken to protect networks from threats before they can cause damage to a network.
The physical securities such as cameras and alarm systems are self-explanatory. Cameras are used within organisation buildings to monitor rooms with sensitive network equipment or data within them for unauthorized access or to monitor how equipment may be of been damaged during natural occurring disasters or events such as floods or fires. Alarm systems are also used to alert members of an organisation to breaches in security such as unauthorised access to areas and network equipment. These are all good examples of measures taken to protect networks from threats. 
Saved backups refer to having multiple copies of data from your network saved in different locations such as servers in multiple different physical locations and or saving data to cloud backup services such as OneDrive or Google drive. It is beneficial to have multiple data backups because if one set of data storage is damaged or compromised by a malicious actor leading to data loss, then an organisation doesn’t lose all the data just because one storage device is compromised. Having multiple data is a method of protecting data from malicious attacks but can also be seen as a reaction to previous attacks where data has been unrecoverable after an attack, so the organisation begins to use these backups as a reaction to said losses. 

Physical security and security technologies are both important components in creating environments that protect, detect, react, and safeguard applications, data, and users on a network. But why is it important for organizations to create such an environment?  

Well, if organisations do not create safe environments for their network, users, and data disruptions to each of these aspects will follow. Lack of proper information security tools can lead to businesses not being able to operate effectively with downsides such as disruption to workflow through disrupted or damaged workstations/equipment or loss of important data that relates to such work due to malicious actors such as hackers stealing or manipulating it for many reasons. The source, [7], states that “Lack of information security can have consequences in the form of the business not being able to be conducted in an appropriate and efficient manner, lack of protection of personal integrity and disruptions in socially important activities. Deficiencies in information systems can also affect physical assets.”. Examples of disruptions that can affect organisations due to lacking IT and data security standards include, corporate espionage (meaning company secrets are leaked to competitors or malicious actors), destruction of data, the theft of a company’s intellectual property and the loss of company revenue due to damaged network equipment which will need to be replaced or loss of revenue due to spending on finding network threats and strengthening a network. The source, [8], states that “Depending on the type of data involved, the consequences can include destruction or corruption of databases, the leaking of confidential information, the theft of intellectual property and regulatory requirements to notify and possibly compensate those affected.”.  
However, it is not only organisations and the heads of said organizations that feel the consequences of poor IT and data security standards. Poor standards of data security can also negatively affect users on a network at any level. For example, if malicious actors gain access to companies’ network, they will potentially have access to network users’ personal data including names, email addresses, private messages, banking details and passwords to private accounts.  This can then lead to malicious actors being able to access users personal accounts or steal users’ private data.  


[bookmark: _Toc152336537]4.0 Case Scenario 

In this section of my report, I will be displaying and discussing my plans to meet the data security requirements of the company StresSoloution (SS) mentioned in the case scenario. My plans will include, organizational structure plans, new policies/procedures, compliance with laws and ethical concerns, governance and strategic planning for their security, a risk management strategy, different contingency plans, and different protection mechanisms. 

Organization Structure
[bookmark: _Toc152336705]Figure 2
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StresSoloutions is structured in a Functional organization structure type. This organization structure was chosen because it offers more stability than others. It was also chosen because dividing workers into department-based groups helps with determining accountability if issues occur during company operations. 



Policies and Procedures
Password Policy:
The first policy to be implemented will be a password policy. A password policy is important as creating a base standard for all individuals on a network to have a strong password will decrease the likelihood that a malicious actor will be able to guess a password to gain access to the network. Due to this all passwords should be over ten characters long, must contain a mix of lower case and upper-case characters, must contain at least one number and at least one symbol. However, creating a strong password is not enough. So, to increase security all new passwords will have to be changed after a period of three months to keep up to standard with common cyber security standards.  This is according to advice and examples from the source, [9]. This source states, “A password policy establishes a standard for creating strong passwords, the frequency of changing them, and the protection of these passwords.”.
Account Management Policy:
Firstly, only one person can be assigned to any one account. This will intern make it easy to determine who is at fault for security breaches from certain accounts. Users are not to share accounts amongst each other. The source, [10] “here may be only one user associated with an account. Users may NOT share an account.”.
Secondly accounts should only be granted privileges and access to certain materials based on if they will be required to access them for their work. So, for example low level employee’s will not be able to access certain materials from their accounts to maintain higher security. So, if a task can be completed with a lower-level access account then it should be. The source, [10] states that “Accounts should not be granted any more privileges than those that are necessary for the functions the user will be performing. When establishing accounts, standard security principles of “least required access” to perform a function must always be used, where administratively feasible.”.
Thirdly, modifications to user accounts must not be made unless given permission by a network administrator. So, for example an account can does not have the details associated with it changed such as the name associated with the account, the accounts permissions or the accounts log in details such as passwords. 
All accounts must adhere to the previously stated password policy. An account should not be created with a password that differs from the specifications set previously. 
Email Policy:
The next policy that should be enacted is a strong email policy. The source, [9] states that “The email policy establishes rules for using the company email for sending, receiving, and storing messages.”. firstly, company/organization email accounts/addresses should not be used for any purpose other than company tasks or work. So, for example company email accounts must not be used for personal correspondence and should also not be used to sign up to any services. This includes service not related to company activity. 
Employees must also constantly stay aware of email scams such as email phishing attempts and emails potentially containing malware that will affect the company’s network. Employees must stay vigilant by making sure that all emails received are legitimate by checking the legitimacy of the email senders. Employees should also avoid opening attachments or clicking links provided from emails if the content in such emails have not been clearly stated or if the email sender is unknown. The source, [11] states that “Also, employees should always be vigilant to catch emails that carry malware or phishing attempts. We instruct employees to:
· Avoid opening attachments and clicking on links when content is not adequately explained (e.g. “Watch this video, it’s amazing.”)
· Be suspicious of clickbait titles.
· Check email and names of unknown senders to ensure they are legitimate.
· Look for inconsistencies or style red flags (e.g. grammar mistakes, capital letters, excessive number of exclamation marks.)
“.
An important feature that all employee emails should use is an email signature. The source, [11], recommends their employees make use of an email signature. An email signature is a way of ending emails sent from employees. If all employees use a similar template for their email signatures it will be easier to identify legitimate emails sent from employees or members of your organization. The source, [11] states that “We encourage employees to create an email signature that exudes professionalism and represents our company well. Salespeople and executives, who represent our company to customers and stakeholders, should pay special attention to how they close emails.”.

Clean Desk Policy:
A clean desk policy refers to a policy that requires all employees keep their workspace clear of any sensitive information that maybe observed by a malicious actor. The source, [9] states that “Creating a clean desk policy ensures all confidential information stays protected from unauthorized individuals, including passersby, thieves, and outsiders.”. 
All employees must ensure that all documents containing confidential information are stored in filing cabinets or drawers that can be locked. Confidential documents must in no circumstance be left out in the open or on an employee’s desk. This also includes items like USB sticks or hard drives that also contain sensitive data. 

Monitoring Policy:
Employees of StresSoloution should be made aware that their activity whilst using company hardware or whilst connected to the company’s network may be monitored either automatically or specifically targeted if administrators find it necessary due to violations of company policy.  
Targeted monitoring by our organisation may only be undertaken if there is enough reasonable suspicion that illegal activity or misconduct has taken place on the network. Automatic monitoring may take place to observe and protect against network threats. 
The source, [12] states that “All members of staff should be aware that their use of University computing equipment may be monitored. This monitoring may be automated or targeted. Although the technical solutions to enable monitoring may be available to staff, no monitoring will ever be permitted because it is technically possible. All monitoring will be justified on the following grounds only: Automated monitoring The University may undertake automated monitoring for the either of the following purposes:  The effective and efficient planning and operation of IT facilities  The detection, mitigation and prevention of cyber threats.” And “Non automated (targeted) monitoring may be undertaken if criminal activity, which the University cannot reasonably be expected to ignore, is detected as a consequence of automated monitoring.”.

Compliance
In this section I will be listing steps this organisation is taking to follow the rules and regulations set out in the UK’s GDRP (General Data Protection Regulations). Mainly looking at the GDRP’s seven main principles, Lawfulness (fairness and transparency), purpose limitation, Data minimisation, accuracy, storage limitations, integrity, and Accountability. 
Lawfulness (Fairness and Transparency):
To follow the regulations and make the collection of data abide by the laws stated we must ask consent of everyone’s data we process. This means that all customers of our organisation will be made aware that we are collecting their data and will be asked if they consent to this before we begin collecting their data. The same will be done with new employees of the organization. If consent is not given, then no data will be processed. Organizations that become clients of ours will be asked if they consent to their data being processed and will be given the opportunity to deny that or given the option to limit what data is processed.  To stay transparent with our clients we will outline exactly what we intend to do with their data and what data we will be collecting. Due to the nature of the organisation, they will be collecting data such as names, network activity, online activity, email addresses and other personal data. This data will then be stored and analysed to produce data security methods to suit a client’s organisation.
Purpose Limitation:
All data collected by this organization must only be used for the purpose given to the clients or the persons data we collect. Under no circumstances should this data be used for any other purpose. 
Data Minimisation:
To comply with the GDRP’s data minimisation standards StresSoloutions will not collect any data that will not aid StresSoloutions in creating a network security solution for its clients. This also extends to data that is no longer required for any project. StresSoloutions will not continue to collect and store data on its clients once a solution to the client’s security issues is found. 
Accuracy: 
To follow the accuracy standards stated in the GDRP StresSoloutions will regularly review all data that we have collected on a client and ensure that it is up to date and recorded accurately. If there are any major changes in a client’s operation, then these will be recorded and considered when designing a security solution for them. 
Storage Limitations:
To comply with the GDRP’s guidelines on storage limitation similar to the methods of data minimisation StresSoloutions will not continue to store data on clients once their business with StresSoloutions is concluded. All data of previous clients is to safely be deleted from StresSoloutions network.
Integrity/confidentiality:
To comply with the standards for integrity and confidentiality stated in the GDPR StresSoloutions will ensure that only authorized personnel have access to client’s data. This will be done using the security tools as practices that have been disclosed throughout this document in the protection mechanisms section and the policies and procedures section of the document.  This means that no one who shouldn’t be able to cannot manipulate stored data.
Accountability: 
To comply with the GDRP’s standards for accountability, StresSoloutions is wholly responsible for all data collected. This means that StresSoloutions will be documenting every step of the process of collecting, storing, and using client data. 



Governance/Strategic planning 
Governance refers to practices and responsibilities carried out by higher management to provide the appropriate direction for the completion of a project whilst also managing the risks that come with a project. This is according to the source, [13], which states that “Security governance is the set of responsibilities and practices exercised by executive management with the goal of providing strategic direction, ensuring that objectives are achieved, ascertaining that risks are managed appropriately, and verifying that the enterprise’s resources are used responsibly.”. Below I will list steps taken to meet these requirements. 

1. Who has access and control to systems? 
the access and clearance status of employees is shown in the organisational structure chart. As shown in the chart the company owner/CEO will have the highest level of access to the network and the systems within the network.  The level of freedom of access to the network then gets restricted the further down the ladder you go as an employee with higher level employees such as Network administrators, CSO’s and CISO’s having higher level security access to the network and its services than lower employees such as team managers and developers. This will be enforced with security measures mentioned in the contingency planning and security technologies sections of this document. 

2. How will projects be assigned and managed? 
The first people to be made aware of a new project will be the CEO, CRO, CISO and the network administrator. After all these parties are aware of the details of a new project, they will begin to brief the managers that fall under their departments. So, the CRO (Chief risk officer) will brief the risk managers whose teams will begin analysing and planning around the risks associated with the project. The CISO (chief information security officer) will brief the managers in their department who will then get their teams to work on the security requirements for the project. Finally the network administrator will brief the managers in their department on the project, who will then assign tasks to the network developers to now accommodate the data of the new client. 


Risk Assessment
Shown below is a risk assessment table. Risks are given a number rating 1 being unlikely and low impact, with 5 being highly likely and high impact to operations. 
Figure 3
	Risk
	Likelihood (1-5)
	Impact (1-5)

	Fire damages network equipment 
	2
	4

	Flood Damages Network equipment 
	2
	4

	Rouge employee leaks sensitive data
	3
	5

	Rouge employee damages network equipment 
	3
	4

	Network is infected with malware 
	3
	5

	Network is infected with Spyware
	3
	5

	Passwords and login details leaked 
	2
	4

	Client data leaked 
	2
	5

	StresSoloutions Data Leak
	2
	5

	Network services go down 
	5
	1


                                              


Contingency Planning 
· Risk - Damage to data storage due to natural disaster.
Contingency plan: It is not uncommon for data storage devices to be damaged in events such as earthquakes, floods, fires, or other cases of extreme weather. If this occurs and storage devices are damaged, then teams can be set back by a large amount of time due to permanently lost data and progress on projects. To lessen the effect this has on teams as much as possible it should be common practice that all projects and data are saved to more than a single location. So, all data or at least all-important data should be saved and stored on storage hardware in two separate locations in the case one location is damaged. Company members should also make it common policy to save and store data on cloud storage services so that in the unlikely case there are issues with all physical storage devices.
· Risk – Password or account detail leak/breach.
Contingency plan: It is not out of the realm of possibility that data breach takes place that leaves employee account details exposed. In the case that this happens all employees will be made to change their log in details, mainly their passwords. After all details are changed and network administrators are confident that the network is secure, then the focus shifts towards finding the source of the breach. In the case the source of the breach is from an account of an employee it is the job of your network administrators to determine if it was intentionally by said employee or to see if their accounts have been accessed from a different location. If the malicious actor is found, then legal action should be taken against them. 

· Risk – Rouge employees/ Corporate espionage. 
Contingency plan: If an employee goes rouge against your company and for example may be sharing company secrets, leaking data, disrupting workflow or manipulating/damaging data then there are methods in place to limit the damage they may inflict. These include the requirements for employees to use ID badges to enter areas within buildings that hold sensitive information. This means that if there are irregularities with data or equipment you will be able to monitor who has come into contact with such things. Employee ‘s activity is also monitored whilst on the network and in company buildings to maintain security. If a rouge employee is discovered the employee should be promptly terminated and legal action should be taken against them which may result in a conviction or fine. Steps such as Job rotation are also taken to ensure that one employee isn’t given more control or power over tasks and data. 

· Risk – Company product security being compromised.
Contingency plan: it is not unlikely that company products will be compromised. For example, StesSoloutions provides cloud storage for its clients. If the security of this service is compromised StesSoloutions must make all clients that use said products aware of the breach in security and then begin the process of finding the source of the breach and fixing this issue. During this process StresSoloutions should not take on any new clients until administrators are confident that all major security issues are resolved. 



Protection Mechanisms 
StresSoloutions will make use of many protection mechanisms such as data security technologies. These include:
· Firewalls – StresSoloutions will make use of firewalls to secure its network. The firewalls will constantly monitor incoming and outgoing network traffic for irregularities to protect StresSoloutions inner network from malicious actors. This will also protect the company’s services from being infected with malware this will then prevent StresSoloutions clients from having their networks or businesses security compromised. 
· VPN’s - VPN’s will be used by members of StresSoloutions to increase security. This is because VPN’s encrypt data sent between the users end device and the network. This will help increase security as if there is a security breach then data can still be secure due to the hackers/malicious actors not being able to interpret encrypted data without a decryption key. 
· 2FA – 2FA (two factor authentication) will be used to secure employee accounts from unwanted access. 2FA will require that a user authenticate their identity using an alternative device associated with them to log onto the company network. This will reduce the number of security breaches through employee accounts. 
· IDS – IDS (Intrusion Detection Systems) will be used to secure rooms/buildings housing company hardware and data storage devices =. IDS’s will secure the company’s network from physical attacks as it will prevent malicious actors from being able to access hardware without being detected. IDS devices such as cameras, alarms and security doors will be used to secure the network from physical threats. 
· Encryption – Encryption will be used to encrypt all data that is sent between users and the company’s network. Encryption will protect the data being sent whilst its being transmitted reducing the likelihood that malicious actors will be able to access the data. This will increase the overall security of the network if all important and sensitive data is encrypted whilst in transit. 
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