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1. Introduction	Comment by Carlene Campbell: 
Introduction can include background literature of the subject area.
In this assignment we will be talking about the BOYD policy for the network security. We will also be talking about the methodology of the network and security and setting up the topology. We will also talk about what we can do and what we can’t do when we are outlining the organization policy.



2. Methodology	Comment by Carlene Campbell: 
No references within text
The number of mobile devices that connects to the internet is increasing quite quickly. Network security, wireless connection, cloud-base storage, security of the organization data , devices in the middle, these are just few of the question an organization must think about and find the answers, in term so, they are able to keep their data safe from cyber security crime which is increasing quite quickly. Cybercrime cost bigger organizations or companies millions of dollars every year.in this paper we will look at a one method that can be put into place in order to protect the organization data against such crimes. It will then also allow the employers to bring their own devices to the organization network in a safer and more protect networking environment. It will also increase productivity and staff compliance.  In this document a recommended guideline on safe, secure and acceptable use of BOYD and an extensive policy in terms to give guideline of BOYD usage within the organization’s network.


The very first thing we will look at when writing a policy is to look at the guidelines of acceptable use.
We should construct a network structure that can enables the freedom of    usability of the devices which are connected to the organization network and ensures the safety and security of the network.
(MDM) also known as a mobile device management software which is suitable to make sure all the aspects which are expected by an organization are covered.
This document will also tell us how one way setting up and implementing a network structure and then giving them the different permissions for the different level of use or clearance within an organization. And device the comprehensive policy in regard to the network, BOYD, cloud, and a software which also manage mobile devices.

2.1. Topology:
In this part it will show that how its layer out. The users connected through router one which is also known as R1 will have more access then the users which are connected by router 2 also known as R2.
Devices connected to R1 will be related to the IT management, executives of the organization, research department and the accounting department. More groups can also be added at later date by the IT management department.
All the devices connected to router two also known as R2 will have less access to the network. These will include employees, guests who are connected to Wi-Fi, and human resources (HR) department. These end users will be managed and monitored by access control system.
Both routers and switches have also been configured with access to ssh encryption in terms to add extra level of security for all the devices (end users). SSH which is also known as secure shell will enable to provide secure channels if in case a network is unsecure at any point and will make sure that the data is encrypted safely in plaintext. It will also provide strong password authentications and public key authentications.
Secure shell also gives access to network and IT departments so they can manage the network and other applications remotely without someone knowing and allows them to safely moves files and data.

3. Mobile device management (MDM)
[1] [2]The proposed mobile device management software to be implemented is called Cisco Meraki. Which will provide coffeecapulus with a unified device management from centralized dashboard. It will enable troubleshooting over the air and remotely lock and erase devices. In this the system manager will allow easily implementation of network settings which will allow the IT manager to adjust restrictions and permissions. It will also give access to wireless connectivity, remote access to all end users, WPA2 and device VPN.Cisco Meraki will also support BOYD securely by improving and enforcing the data encryption and remote access to all end point computers and devices. Meraki also offers a wireless built in support services to ensure that a secure support service is available on the centre dashboard. All the policies which are related to each end user or device can be implemented through the Aps automatically and will enable the restrictions or cancel any device which you can see poses the threat. Through the centre dashboard you can see how everyone on the organization networks connected and then identify end device and their location. Also, the software and apps are installed on their devices and then restrict or block software and apps remotely. The features of the on-device content management enable IT department to manage and deliver documents from the dashboard, sending documents to either one and a few or all devices on the network having a built-in sync help to keep all devices and software up to date. Fingerprint technology of the software allows quick access to user devices while making sure of the security (ADC).
Meraki also offer a comprehensive cloud base architecture solution. It is also managed through centre dashboard where all the devices on the organization network can be managed through a simple and secure method by using application programme interface. Meraki cloud has data centre around the world where the keep the data safely in multi-tenant servers. Where the information about the customers or clients will be kept safe by restricting access through hashing authentication, API keys and passwords. Customer or client data will be copied or replicated many times in same region data centres and will be backed up nightly in real time. This data including the dashboard and API will then be backed up automatically by using third party cloud storage facilities. Ensuring they can be failing over rapidly in an event which is data centre failure. All the data centres will have a certificate iso27001, SSAE, SAS70 type || and PCI.









4. Policy

[3]When writing the BOYD policy it calls for three critical components: a software Application for managing the devices connecting to the network, a written policy outlining the responsibilities of both the employer and the users, and a agreement users must sign, acknowledging that they have read and understand the policy. Company or organizations will have to think it through before they let their employees loose with their smartphone, tablets, and laptops on the organizations network. Some of the questions must be settled by the organization leadership that what web browser employees must use, which security tools offer the best protection for the range of devices that will be allowed to connect to the network. What level of support It will be expected to provide?  To make sure that nothing is overlooked, get input from people across the company’s HR, IT, accounting, legal-workers and executives alike. [4]

4.1. Devices and support

· Smartphones including iPhone, android, blackberry and windows phone are allowed.
· Tablets including iPad and android are allowed.
· Connectivity issues are supported by IT. Workers should/should not contact manufacturer or their network carrier in regard to the faults related to operating system or hardware.
· Devices must be represented to IT for proper job provisioning and config of standard apps, such as browsers, office productivity software and security tools, before they can access the network.

4.2. Security
· [5]The device must lock itself with a password or pin if its idle for five minutes.
· Employees will be restricted to install or download any apps are not listed on organization network.
· The employee’s access to company data is limited based on user profiles by IT
· The employee device will be remotely wiped if the device is lost or broken down or the employee terminate its employment.
· Smartphones and tablets that are not on company list of supported devices are not allowed to connect
· Smartphone and tablets belonging to employees that are for personal use only are not allowed to connect
· Organizations strong password policy is: password must be at least six characters and a combination of upper-and lower case letters, numbers and symbols. Password must be rotated every 180 days and a new one should not be one of the previous 10 passwords.
4.3. Risks/disclaimers

· Company coffeecapulus reserves the right to take disciplinary action up to and including termination for noncompliance with the policy
· Lost and stolen devices must be reported to the organization. Employees are responsible to notify their carrier immediately.
· The company reserve the right to to disconnect devices or disable services without notifications

· The employee is personally liable for all costs associated with his or her device.

· The employee assumes full liability for risks including, but not limited to, the partial or complete loss of company and personal data due to an operating system crash, errors, hardware failure, or programming errors that leaves the device unusable.

· While IT will take every precaution to prevent the employee’s personal data from being lost in the event it must remote wipe a device. It is employee’s responsibility to take extra precautions.


Coffeecaplus will grant all its workers the permission to bring their own laptops, smartphones and tablets. So, they can use them for their own convenience. This policy is intended for the protection of the companies CIA, coffeecapulus security and integrity of its data 

Coffeecapulus has a duty to prevent anyone being drawn into extremism or terrorism. All the employees of coffeecapulus must read and sign the policy document in order for them to get access.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Demonstrates poor engagement with literature skills with an over-reliance on reference source material. Please note that you are required to use reference sources to help you write about research topics in your own words and not just copy and paste from the reference sources as also evidenced by your high Turnitin score. Please note that the University considers this to be an academic misconduct, known as over-reliance on reference materials, see more here: https://www.uwtsd.ac.uk/media/uwtsd-website/content-assets/documents/academic-office/aqh-chapters/chapters---en/Academic-Misconduct-Policy.pdf. (Grade mark: 20.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]3

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comment above. You have not use the IEEE report format.  (Grade mark: 13.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]2

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your written discussion in this area on policy, MDM etc. is a duplicate of another work Please note that the University considers this to be an academic misconduct, by plagarisingplagiarising someone else work, see more here: https://www.uwtsd.ac.uk/media/uwtsd-website/content-assets/documents/academic-office/aqh-chapters/chapters---en/Academic-Misconduct-Policy.pdf. (Grade mark: 0.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]0

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]No practical design submitted (Grade mark: 0.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report could be aligned justified. Writing need improvement (try to read more peer reviwedreviewed articles and emulate the writing style).   (Grade mark: 45.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]10%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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