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[bookmark: _Toc166236192]Abstract
I have explained the NIST cybersecurity framework and how it has helped the world by protecting against cyber-attacks. I have explained various types of phishing and malware which can hamper the lives of others as well as ways to prevent it.
Introduction 
In this report I will be describing and explaining ways in which cyber attacks happen and how  to prevent them as well as a program about how users or organisations can be better prepared against such attacks. 
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The NIST cybersecurity framework is a tool used to organize and improve cybersecurity programs. It is also a set of guidelines and practices organizations use to improve their cybersecurity strength. How this works is they put forward a set of standards that enable organizations 	to be more prepared in identifying and recognizing cyber-attacks as well as ways to respond, prevent and recover from cyber incidents. 
There are 5 core functions of the framework namely, identify, protect, detect, respond, and discover. The identify function framework is used as a way of laying the groundwork for a well-functioning cybersecurity program. It helps develop cybersecurity risk to systems, people, data, and assets, allowing it to prioritize its efforts regarding its risk management strategy and business needs. Some main functions of the identify framework may be included. 
I. Identifying physical and software assets to make the groundwork of a management system. 
II.  Understanding the organizations business environment and role in the supply chain  
III.  Making a risk management strategy and as well as identifying risk tolerance \ 
IV. Identifying asset vulnerability as well as threats to internal and external resources. 
  
Protect framework - this framework outlines various safeguards to ensure proper delivery of assets or critical infrastructure services and supports the ability to contain the damage of a potential cybersecurity event. Some activities in this group may entail. 
· Implementing protections for identity management and access control as well as physical and remote access  
· Making staff lean ho0w the system works by putting them through security awareness training and privileged user training. 
· Implementing processes to manage the protection of assets. 
· Protecting resources through routine maintenance and remote maintenance activities 
Detect framework - this framework can detect any potential cybersecurity attack in a timely manner. Some activities in this group may include. 
· Making sure anomalies and events which may harbor ill intent to personal assets or organizations are detected and their potential impact is mitigated. 
· The ability to continuously monitor cybersecurity events as well as verifying how effective the protective measures are for networks and physical activities. 
Respond framework - this focuses on appropriate activities to implement itself when a suspected cybersecurity attack has been identified, also being able to contain the repercussion of a potential cybersecurity attack. Some activities 8in this group include. 
·    Making sure response processes are implemented during and after an incident. 
· Analyzing incidents to ensure effective response has been taken as well as helping recovery activities including forensic analysis and determining the impact of incidents. 
Recover framework - this is used to identify efficient activities to renew and maintain plans for resilience and to restore any capabilities that may have been lost or impaired in a cybersecurity incident. Some activities include. 
·  Ensuring recovery planning processes are implemented and system restoration and assets which have been affected by cybersecurity incidents.  
· Making improvements to the system based on reviews of existing strategy.  
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Nmap is a widely popular tool used to gather information from a target system or network during the recognisance stage for the purpose of a cyber attack. It is also an open-source Linux command used to scan IP addresses. Admins using Nmap are able to detect vulnerabilities and find devices which a running on its network. Nmap has some functions namely, host discovery, port scanning and OS detection.
· Host detection – getting detailed information on every active IP address to know whether it has been compromised or not. 
· OS detection – this will show an active list of all active hosts and every OS of connected devices.
· Port scanning - able to scan your web server or internet connection for any gaps in security to protect personal assets and data. 
· Developing visual mappings – this is used to draw or paint a picture of a network by using a graphical imaging tool called Zenmap which helps to use it better and report better.
Wireshark is a tool used to capture packet data off networks. Packet is a name given to a unit of data in a network ethernet to be specific. Wireshark is the most used packet catcher which does three things. 
· Capture packets – listening to networks in real time which allows it to capture streams of traffic to capture packets.
· Filtering – able to sort the data obtained from packets by slicing and dicing the data to obtain the data that the user wants or needs. 
· Visualization – this makes the packets of data more easily viewable by making it into a list allowing easier viewability.
Now the difference between these two tools used in the reconnaissance stage is that Nmap is mostly used to discover hosts and identifying open ports while Wireshark is used to capture the data from networks as packets making it indispensable for troubleshooting and security investigations.
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WannaCry and TeleRat are both malwares. WannaCry is a ransomware malware that infects the network through the EternalBlue and the Microsoft window OS server message block. This malware can infect computer networks by using the EternalBlue which was made in the USA to identify or discover vulnerable computer on a target network. There are various ways to prevent the infection of WannaCry on your network, some are.
· Updating software and operating systems – WannaCry is an old malware that attacked windows OS and most users would not have updated their OS which made them easy targets because windows OS did not have the protection that the new update had been given in a patch. This patch removed the vulnerability that was used by EternalBlue to infect computers with WannaCry.
·  Never open suspicious emails – most hackers will send email with malware attached that will infect your computer when opened.
· Don’t click on suspicious links – some links on websites may be a ransomware waiting to be downloaded without your permission. 
· Using a VPN on public WIFI – a VPN is an application that hides the users IP address which is a form of protection that will prevent hackers from finding it and send malware through the network.
TeleRat is an android based malware that uses telegram to create bot API called the IRRAT Trojan. The IRRAT Trojan can steal contact information and google accounts and the data stolen is stored on a series of files on the phone and uploaded to a server. This malware creates two files, the first file contains the device information, and the second file contains a list of commands that install the infected app which sends a message to the attacker when its done. There are various ways to prevent TeleRAT installation.
· Enable firewall and intrusion detection – placing firewalls on your devices can prevent the trojan from being installed unto it.
· Scanning devices regularly – most antivirus like Norton have a scan function that can sieve through all files on the device as well as checking if any have been compromised or infected with malware and advice the user to either delete the file or fix the problem.
· Backing up data regularly – making backups of your files can help when u need to recover it after the user has deleted the files that have been infected by malware.
·  Educating users – users should stay up to date about the latest malwares and how to prevent them and attack them.
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 Whaling is a type of phishing attack that targets high profile people or executives in an organisation. It is a cyberattack that involves the attacker posing as a senior executive of an organisation and targeting executives of another organisation with the aim of stealing money and sensitive information for access to their computer systems. It is deployed usually through emails or website spoofing to get the target to perform a specific action. For example, a technology company Seagate in 2016 was a victim of whaling which they provided their employees W-2 forms (wage and tax statement) as well as their social security number which caused the company to lose millions of dollars as well as employees information being sold by the cyber hackers on the web. There are ways to prevent whaling, such as.
· Security awareness training – providing employees and senior executives knowledge about whaling will prevent them from allowing themselves to be victims of attacks.
· Lock down email security – applying anti-phishing software that identifies suspicious emails or identifies emails that are not part of your organisation, by scanning them for any link or attachment that my cause problems by blocking it.
Pharming is a type of phishing where data of users is stolen from websites. This is usually done when the hacker creates a fake website and uses it by redirecting users that try and go on the real website to the fake one with hopes of stealing information. This method is done when they manipulate the internet address of the website. There are two ways pharming works.
· The first way is when the hacker sends a code via email in which it installs a Trojan in the user’s computer which in turn changes the host files on the user’s computer to direct traffic to a fake website away from the intended target website and this form of pharming is known as malware-based pharming.
· The second type is DNS poisoning which means that the hacker modifies the DNS causes users to visit multiple fake websites, which allow the hackers to place multiple trojans on the computers.
Ways to prevent pharming.
· Using a good internet provider – they will filter put suspicious redirect to prevent pharming. 
· Checking URLs for typos – hackers may use spelling tricks to deceive visitors.
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Software technologies.
· Firewalls – firewalls such as WAF can be implemented to protect users on the web by filtering and monitoring HTTP traffic on the internet.
· SIEM systems – this is a way in which security information management and security event management functions are combined to create a system management system. This system is used in organisations to recognise threats and vulnerabilities in the system by suing AI to detect user behaviour anomalies.
· Encryptions – this is a form of data security where data is converted into another form of data called ciphertext and this can only be authorised by people that have the key for it and encryption key 
Hardware technology – 
· Network taps and packet brokers – network taps are devices used to monito network traffic for analysis and monitoring. While packet brokers are used to optimize the flow of network traffic.
Conclusion
In conclusion being safe on the internet is essential in our everyday lives as we are heading into a more digital age and people are always o the look out to exploit the hard work of people and organisations so being able to protect oneself is essential.
Abbreviations
WAF – web application firewall
SIEM- system information and event management 
NIST – national institute and standards of technology 
Nmap – network mapper
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