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ASSIGNMENT 2

1. [bookmark: _Hlk102955168]Review complex types of internet-dependent crimes. (2000 words) 1800
This essay will review a selection of internet-dependant crimes, the term internet-dependant crime will be explored, and examples used to aid the understanding of the complexity these crimes hold. 
Internet-dependent crimes are offences that can only be committed using a computer, computer networks or other form of information communications technology (Home Office, 2013).
These crimes are primarily committed against computers or networks and their resources; however, the goal of these crime is often to create a secondary outcome of which could be gathering data without permission and using this to commit fraud.   
There is a vast collection of ways in which cyber-dependant crime can be committed, some of which will be explored in this essay. Internet- dependant crime is becoming more prevalent due to the high percentage of persons using and relying on technology everyday globally, in 2020 the FBI reported a 400% spike in cybercrime (Finances Online, 2021).
Hacking being the first internet-dependent crimes being reviewed, the term hacking is described as activities conducted by individuals or organisations conducted to gain unauthorised access to computer and technology dependant systems (Study.com, 2020).
Hacking involves the persons responsible modifying the building blocks of the systems/technology of which they are hacking in order to manipulate the system into doing what they want and providing them with the data they require. Such actives can affect individuals and companies alike, meaning sensitive information can be accessed or stolen without permission, at times hackers will ask for a financial payment to prevent such sensitive information being shared – thus causing emotional stress and a lack of trust from customers of those companies that have been compromised. 
An example of hacking would be the Magento 1 hacking spree of 2020. This hacking affected almost 2,000 e-commerce shops, by creating a malware system that copied the payment card details of every card being used on the affected e-commerce shops. The malware was storing the card details of the customers and providing the hackers with an enormous list of bank accounts of which they could easily access. The hack was noticed due some customers noticing unauthorised transactions taking place within their accounts, however even when professional cyber security teams were brought in to deal with the issue the hackers had prepared for this moment and created a backup malware that was hidden elsewhere and would step in if the primary malware was taken down (Segura, 2021).
 The total loss of this hacking spree is currently unknown due to the exploitation of the stores that were affected still not fully being identified. 
Although hacking is often given negative coverage, depending on the nature of the hacker’s intentions it can be used with good intentions such as researching the intricacies of computer programming or learning how to hack as a means of understanding how to tackle systems that have been hacked.  Many companies will employ people who know how to hack and ask them to deliberately try to break into their systems. This helps companies to know if their security is good enough to withstand possible attacks and see where they may have cyber weaknesses. The persons who carry out the positive hacking are called ‘Ethical Hackers’. 
In 2021 The Ministry of Defence has used 26 ethical hackers in a Bug Bounty programme in collaboration with US based organisation HackerOne. The 30-day challenge aimed to identify and fix vulnerabilities in cyber systems to strengthen Defence’s security and to ensure better resilience (Ministry of Defence, 2021).
 Another means of using the internet to facilitate crime would be Phishing which is the fraudulent attempt to obtain sensitive information, or data, such as usernames, passwords and credit card details by disguising themselves as a trustworthy entity in an electronic communication. A recent survey of cyber security breaches showed the most common by far are phishing attacks with 83% in 2020 and 79% respectively in 2019 (Department for Digital, Culture, Media & Sport, 2021).
The mode in which this is carried out usually involves emails or direct messages of which are asking for personal information to be entered into a fake platform which looks often identical to the legitimate website.  A recent report stated, ‘One in every 3,722 emails in the UK is a phishing attempt’ (Swinhoe, 2020) this shows the high volume of Phishing activity currently taking place. 
Once the victim has entered their personal details into the fake website that sensitive data is now in possession of the phisher and can be used as they so wish, for example to access bank accounts or to sell their personal data to other companies. 
The QR code scam in Austin USA would be an example of phishing, this involved a QR code being placed on parking meters across the city as a means of paying for parking. The victims were led to believe that by scanning the QR code and entering their payment details they were paying legitimately for their parking (Boyd, 2022). However, the QR code belonged to phisher who then had a stream of personal data being given to them for free by the people falling victim to the deception. 
The reason that phishing is so successful is due to the believability factor of the scam, using the above example, the QR code was a sticker placed over the existing legitimate QR code, therefore even persons who have used that system before would know and be aware that the mode of payment was through QR and therefore not question the process. 
The complexity of these internet-dependant crimes is due to the level of technological systems used. Many of the malware systems and software used to cause these offences are extremely complex and therefore have an acute number of persons interested and capable of conducting such attacks successfully. These persons are often highly intelligent with the ability to understand the computer system and its programming without a second thought and often having the natural ability to keep one step ahead of the persons trying to expose them.  
Hackers will often use secure software such as a proxy server to hide their identity and funnel their communications through lots of different countries in order to evade detection. Other technologies like Tor and encryption enable them to add multiple layers to mask their identity. The combination of these tools allows them to commit their crimes undetected (Metacompliance, 2019).
The means of which hacking, and phishing can be prevented is mainly through education of such offences and installing anti-virus and anti-malware systems. Reporting such offences should also be easily accessible so that the statistics can be created in regard to the level of internet-dependant crime and from this the correct level of programmes put in place to fight these crimes. 

Internet-dependent crimes are not all related to computer systems being altered and infested by malware or linked to using false pretences to access people’s personal data. The distribution of child pornography is also deemed an internet dependant crime. 
The internet not only allows for the material to be distributed worldwide, but it provides platforms whereby the children involved are groomed and exploited by the paedophiles seeking them out.  Based on latest police recorded crime data, it's estimated an average of 1 online abuse offence against a child was recorded every 16 minutes in England and Wales (NSPCC, 2020).
The complexity of this internet related crime has the pace of technological progress to thank, this has allowed more opportunities for paedophiles to use the Internet in sophisticated and covert ways. An enquiry conducted by Australia’s government identifying a significant change in the methods of operation of paedophiles in a short time.  For example, the development of the 'web cam' which allows live images to be broadcast to chat rooms and Internet computer conferencing (Parliament of Australia, 2004). Also, the use of peer-to-peer network systems means the predators involved can chain-link their computer systems for easier communications and share filing, having shared protection due to the strength of a per to peer system (Ayusgi Abrol, 2022).
An example of grooming via the internet is that of the ‘Talking Tom’ app scandal, which was said to facilitate exploiting children and using a ‘safe, children focused’ app to gain access to the children. In a report by The Gold Coast Bulletin, they described how the app in question was sending inappropriate messages to the children using the app, saying comments such as ‘Cat sex is hair raising, its purrfect.’ And ‘Are you here to tease me with a clothing dare game?’ (Bedo, 2014). This sent outrage with parents when the issue was highlighted, causing an investigation to be conducted. There was never a solid explanation for this incident, the app developers mentioned that due to the high level of intelligence the AI cat (Talking Tom) had from the all the programming undertaken when developing the app, he could have picked up the ability to speak in this manner through his artificial brain developing. As expected, this explanation or excuse as most call it, was not very well accepted and persons are still under the impression there was more human involvement than admitted. 
At current the legal system is continuously playing catch up with its laws against crimes that are committed on in the internet with bills such as ‘The Online Harms Reduction Regulator Bill’ only being introduced in 2020, the ever advancing technology means that by the time a bill is sent through the government system and becomes a law, the predators have advanced to a newer form of exploitation. The boundless platforms used in internet facilitating crime can never truly be measured and therefore cannot be safeguarding. 
Again, the complexity of this offence leads to the problems of investigation, detection, gathering evidence and prosecuting. The nature of the evidence, that being internal material means that without specially trained teams the full criminal data cannot be accessed if history has been wiped or messages deleted, thus meaning little evidence to be used as a means of prosecution. 
In conclusion, the number of crimes that are deemed as internet-dependant is rising due to the technological advances that are taking place daily. Not only is the complexity of the systems being used to commit these crimes extremely high but the means in which those responsible can be held accountable is becoming increasingly difficult. The internet is a vast space that is an oasis for opportunities of crimes especially when the dark web and chain-link systems are introduced. As of January 2019, there are almost 4.4 billion active internet users, equivalent to 57% of the global population (We are Social, 2019) showing that half the population use the internet daily. With the internet and its networks advancing, the devices allowing access improving and becoming increasingly accessible there is the potential for further internet-dependant crimes to arise and those already existing to become more substantial. 
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2. Assess the role of community policing in fostering and maintaining community cohesion. (2000 words)

This essay will define the term community cohesion and look in detail at the concept of community cohesion, analysing what factors contribute to overall community cohesion and why it is importance in modern society. 

This essay will then focus on the role of which community policing plays in creating and maintaining community cohesion. The different ways in which community policing can increase the cohesion and the role which Neighbourhood Policing play. 

Although the definition of community cohesion can have an array of meanings due to each community being different and people’s perceptions of the definition being different.  However, the definitions in circulation often focus on the following points. Firstly, providing opportunities for people to interact, work together, develop positive relationships and make a contribution to their community. Further, they emphasise the importance of a common vision, shared values based on democracy, equality, diversity, tolerance, fairness and justice and creating a sense of belonging (NASUWT, n.d.)

Community cohesion is about inclusion, making the effort to find out about others, treating each other with respect and building good relations between different parts of the community.  Cohesive communities that are well connected are more resilient to change, and people are kinder to each other (Wales Safer Communities Network, n.d.)

Community cohesion can differ from neighbourhood to neighbourhood and what constitutes community cohesion in one community, may not constitute it in another. Community cohesion holds great value in modern society and is recognised as being a very important concept to achieve. Community cohesion shapes local neighbourhoods, creating sustainable neighbourhoods while empowering local people (Muers, 2011). 

Community cohesion is a complex ideology and requires adapting as communities change and the cohesion of such changing.  When considering Community cohesion in modern day society it is important to consider the high volume of changes a community will go through that they must remain flexible to for its overall cohesion. Take for example integration, this the process of new residents and existing residents adapting to each other and coming together to form community cohesion this aims to build communities where people feel confident that they belong and are comfortable mixing and interacting with others, particularly people from different racial backgrounds or people of a different faith (Local Government Association, 2004). Integration within communities can take time and often requires everyone to work together to achieve it (UK Government, 2010).

An integrated community includes the people living within to trust each other and those in leadership roles. Alike many teamwork theories, understanding personal responsibilities within the team dynamic is also essential to successful teamwork, being a member of a community would be considered as being part of a team. Although local authorities are no longer necessarily principal service providers to their communities, they still retain key roles. As democratically elected authorities they have overall responsibility for developing community strategies in partnership with other statutory, third sector and private sector interests, providing democratic leadership in relation to civil renewal and community engagement (Gidley et al., 2008)

Community cohesion is a key element of modern-day society and contributes to the overall happiness and wellbeing of members of the public. When community cohesion is successfully in play it provides the community which it serves a sense of belonging, whereby the persons involved come together to help each other solve problems and trust is then developed. Community cohesion should provide equality to all members of the community regardless of their religious believes or backgrounds (UK Government, 2011).
Without cohesion certain groups will have different visions as to what society should look like and this can cause violence and civil unrest. The people within the areas live separate lives making integrated and civilised living almost impossible. An example of the devastating effects that can occur when the community cohesion in an area is not executed would be the Mayhill riots in the Swansea area. This incident started as a vigil for a local young man who had passed away, however quickly turned into a violent disorder which involved cars being set alight, houses being bricked, and seven police officers injured (Jones, 2021). The cause of this was said to be due to community unrest in the area, whereby their sense of community was not present as there were discrepancies in the feelings of the young male’s death. 

Looking at community cohesion form a policing perspective, ensuring the community in which officers serve is integrated and there is clear cohesion can be beneficial to the police and the public. As stated by Sir Robert Peel, when identifying his nine police principles, ‘The Police are the public and the public are the Police’ meaning Police officers should be ‘normal’ people who represent those within the communities they serve. With high levels of trust in the police and the public feeling they have adequate accessibility to the police the crime detection and prevention will ultimately increase as member of the public report concerns to the police service. Again, another quote from Sir Robert Peel, “The power of police to fulfil their functions and duties is dependent on public approval of their existence, actions, and behaviour.” shows that without cohesion and the public’s trust in the police their duties cannot be carried out effectively (Lentz, S.A, 2007).

Intelligence-led policing is becoming ever popular with police forces around the United Kingdom, meaning they use intelligence gathered to create crime patterns used to analyse the affected areas and come up with relevant community specific prevention plans. Having Cohesion and the trust of the public, means the members of the community feel comfortable and safe to share any intelligence with the police which can have a positive effect on their community as a whole. Therefore, is it essential that the police engage with the local communities which they serve and encourage cohesion and integration. Community cohesion promotion involves addressing fractures and removing barriers within a community, encouraging positive interaction within groups (Local Government Association, 2004). 

As pointed out in the Policing Vision 2025, local policing is a main sector identifies. The visions involve the local policing teams being aligned and integrated with other local public services to improve outcomes for citizens.   Building effective working relationships with the public in the communities they serve, means the officers have more knowledge and therefore have more power to establish problems and create solutions (National Police Chiefs' Council, 2019). 

Since the realisation of the importance of community policing it has since become a part of statute law within the United Kingdom. The Anti-social Behaviour, Crime and Policing Act 2014 seeks to put victims first, giving power to local people and enabling professionals to find the best solutions for their local area. The act provides the police, local authorities and other local agencies with a range of flexible tools and powers that they can use to respond quickly and effectively to anti-social behaviour (Home Office, 2013).
There is also The Police Reform and Social Responsibility Act 2011 which sets out the accountable for persons in position of power within the police/public sector and on the police to effectively police the community. Chapter 1, Section 1, Part 8 (e) of the Police Reform and Social Responsibility Act 2011 states ‘the effectiveness and efficiency of the chief constable's arrangements under section 34 (engagement with local people)’ thus holding the police and crime commissioner accountable for effective community policing and engagement (Home Office, 2017). 
Section 34 of the Police Reform and Social Responsibility Act 2011 is titled Engagement with local people. This sections goes on to state that the chief officer is responsible for the communications between the police and the neighbourhoods they police. With section 3 stating - Arrangements under this section must provide for, or include arrangements for, the holding in each neighbourhood of regular meetings between— persons within that neighbourhood, and police officers with responsibility for supervising or carrying out policing in that neighbourhood. Forces are also required under this Section of the Police Reform and Social Responsibility Act 2011 to provide people with information about crime and policing in their neighbourhoods. This information should include how the police aim to deal with crime and disorder in the local area. Just these two examples show the increasing understanding of community cohesion and the importance it plays in effective policing (Home Office, 2017). 
Effective community policing is conducted by positive engagement with the community and transparency. As community engagement can have multiple aims the officers completing this need to be clear and open about why they want to engage so the public understand.  Effective community policing will build trust with the locals, thus increasing the public’s view on police legitimacy, encouraging the locals to aid the police in the policing of their area.  The effective community policing also provides the residents with a sense of belonging, meaning they feel they are a part of the conservation and protection of their local community therefore encouraging communities to take greater ownership of solving local problems. With the residents feeling in a position to communicate freely with the police that serve their community, it means information can be gathered without additional resources thus avoiding further financial costs (College of Policing, 2019). 
The way in which the neighbourhood police officers engage appropriately with the community must be altered to the specific needs and preferences of their community. As each community differs it is essential that the officers working the patch tailor their community engagement appropriately. 	This is so they can identify the different communities that are in a neighbourhood, ask people what type of engagement they want with the police, and think about the barriers to engagement work with partners to understand what arrangements and opportunities already exist for engagement (College of Policing, 2019). 

Positive community policing results in a community of which the members have a sense of connection, with its members sharing the responsibilities for what happens within their community. With the community sharing goals and ideologies for their community, they are more likely to cooperate with police and other partner agencies to solve problems and help create crime disturbing plans. 

In conclusion, the role of community policing in fostering and maintaining community cohesion is fundamental to the integration of the communities which they serve. Community policing is massively important not only for the wellbeing of the public but for the police forces themselves. When policing is done correctly in the community, cohesion follows. With the importance of community policing and community cohesion being highlighted and placed at the forefront of most policing strategies in the recent years, there is now a focus on achieving and maintain community cohesion. Within South Wales Police the Chief Constable’s delivery plan mentions in every point the word community. One example being ‘We will involve and empower our communities, working with partners in local government, health, fire and Welsh Government to deliver services that people need’ This shows the understanding is now there within Police forces and partnered organisations, that community policing and community policing coincide and work together to provide benefits for both (South Wales Police, 2021).
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