Ransomware, the threat it has to a small business and measures to help protect against it
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1. Introduction
A report that looks into what Ransomware is, focusing primarily on the Cryptowall Trojan, how it affects small business and how to use the best practice to protect against it.

2. Trojan and Viruses

2.1 General Overview
A computer virus is harmful code that is written in order to change the way ones PC operates. A virus requires a host PC in order in order to replicate and spread to another PC. I order for a virus to inflict damage, it needs to execute its code to either a document or a program that uses macros. [1]

2.2 How they affect your computer
According to a blog written by Iona Rijnetu, a cyber-security enthusiast [2], the below bulleted point is how a virus can affect your computer:

· Reduce PC performance.
· Infect PC with unwanted ads.
· Cause the system to crash.
· Display pop up messages.
· Increase of internet traffic.
· Sudden change of browser homepage.
· Antivirus becomes disabled.

3. Ransomware

3.1 General overview
Ransomware is a type of software or also known as malware that takes over ones PC with intention to cause harm by preventing the access of ones data. The attacker will lay conditions on the victim stating that unless a ransom (usually in form of a payment) is made, then the data will remain hijacked.

The attacker will provide instructions on how access the decryption key once a payment is made. According to Josh Fruhlinger, a member of CSO online states: “The cost can range from a few hundred dollars to thousands, payable to cybercriminals at bitcoin”. [3]

3.2 What to do if infected
According to Norton, an antivirus product part of the Symantic Corporation, there are five simple dos and don’ts when it comes to being infected by ransomware. [4]

The five Dos and don’ts are as follows:

· Never pay the ransom.
· Never click on email attachments.
· Always keep software updates.
· Always use security software.
· Back up regularly.

4. The Cryptowall Trojan

4.1 Specifics of this threat
“ Cryptowall is considered the worst form of ransomeware”, at least that’s according to Jeff Petters a blogster on varonis.com. [5]

Not only does Cryptowall prevent one from accessing their data, it also hides itself inside the operating system and binds itself into the start-up folder. What is even worse is that it will delete shadow copies of your files. This makes it virtually almost impossible to restore data.

4.1.1 Infection methods
Below are ways in that a victims PC can get infected by Cryptowall [5]:

· Phishing Email.
· Exploit Kits.
· Malicious adds.


4.1.2 File types
Below is an image taken from a website from the source found in the following reference at the bottom of the page [5]

[image: filetypes vulnerable to cryptowall encryption]


















4.2 Procedure of eradication
The first thing to do when it is discovered that a PC is infected with Cryptowall, is to instantly scan the PC with anti-malware or anti-virus software. 

Although it may be completely impossible to remove Cryptowall as the victim usually doesn’t know that their infected until a message appears telling them so, scanning the PC will help remove any further infections. [6]
4.3 Payment
A TOR web site exists the developers of CryptoWall created so that that victims can pay the ransom to get their files back by decryption. 

This web site is called the CryptoWall Decryption Service and enables the victim to get information about their infected files, free offer to get one file decrypted, and also has a support form. 

The victim can find links to the site in the following files:

· DECRYPT_INSTRUCTION.TXT
· DECRYPT_INSTRUCTION.URL
· DECRYPT_INSTRUCTION.HTML 

Ransom can be paid once the website is visited, and according to the blog [6] $500 USD are to be sent using Bitcoins to a particular address.

5. Examples of good practice

5.1 Initial avoidance
According to Jeff Petters [5], there are a number of good tips to prevent getting attacked in the first place and they are mentioned below:

· Keep your PC  up tp date with patches.
· Use an internet security or antivirus software.
· Use a good firewall.
· Don’t click on links that don’t look genuine.
· Browse safely.
· Keep files backed up regularly.

5.2 Backup procedures
According to an online blog written by Alan Martin, there are a number of ways to back up your data [7]. This is extremely beneficial in keeping data safe against attackers.

The 6 ways are below:

· USB Stick.
· External hard drive.
· Time machine (an external hard drive for mac users).
· Network attached storage.
· Cloud storage.
· Printing.
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XSL

Excel Spreadsheet

\WPD

WordPerfect Document

WB2

Webshots Picture File

JIXT

Plaint Text File

TEX

LaTeX Source Document

SWF

Shockwave Flash Movie

.SQL

Structured Query Language

.RTF

Rich Text Format File

.RAW

Raw Image Data File

.PPT

PowerPoint Presentation

.PNG

Portable Network Graphic
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Privacy Enhanced Mail Certificate

.PDF

Portable Document Format

.PDB

Program Database

.PAS

Delphi Unit Source File

.ODT

OpenDocument Text Document

.OBJ

Wavefront 3D Object File

.MSG

Outiook Mail Message

.MPG

MPEG Video File

.MP3

MP3 Audio File

.LUA

Lua Source File

KEY

Software License Key File

JPG

Joint Photographic Experts Group

.HPP

C++ Header File

GIF

Graphical Interchange Format File

.EPS

Encapsulated PostScript File

.DTD

Document Type Definition File

.DOC

Microsoft Word Document

.DER

DER Certificate File

CRT

Security Certificate

.CPP

C++ Source Code File

.CER

Internet Security Certificate

.BMP

Bitmap Image File

.BAY

Casio RAW Image

.AVI

Audio Video Interleave File

.AVA

AvaaBook eBook

N\ varonis

.ASS

Aegisub Advanced Substation Alpha

.ASP

Active Server Page

JS

JavaScript File

.PY

Python Script

.PL

Perl Script

.DB

Mobile Device Database File

C

C/C++ Source Code File

C/C++/Objective-C Header File

.PS

PostScript File

.CS

C# Source Code File

Obijective-C Implementation File

RealMedia File




