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This is an individual practical lab-test, held under examination conditions. You will be assigned three Routers; you should configure these devices based on the given specifications. 

This paper is marked out of 100.

You will have 2 hours to complete this task.






TOPOLOGY DIAGRAM
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Task 1: Create an Addressing Scheme 					(20 marks)
[bookmark: _GoBack]Step 1: Create an addressing scheme for each LAN using the 172.16.12.0/24 address space. 
Rome:
· Lo0: 30 Hosts  
· Gi0/1: 55 Hosts
London:
· Lo0: 30 Hosts
· Gi0/1: 14 Hosts

Assign the first usable IP address of each subnet to each Router
Assign the last usable IP address of each subnet to each PC

	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	Rome
	Gi0/0
	
	
	N/A

	
	Gi0/1
	
	
	N/A

	
	Lo0
	
	
	N/A

	ISP
	Gi0/0
	
	
	N/A

	
	Lo209
	
	
	N/A

	London
	Gi0/0
	
	
	N/A

	
	Gi0/1
	
	
	N/A

	
	Lo0
	
	
	N/A

	PC1
	
	
	
	

	PC2
	
	
	
	




Task 2: Cable the network as shown in the topology. 			(10 marks)
Task 3: Basic Configuration. 							(10 marks)
Configure the ISP, Rome, and London according to the following guidelines:
· Configure the hostname.
· Disable DNS lookup.
· Configure an EXEC mode password.
· Configure a message-of-the-day banner.
· Configure a password for console connections.
· Configure synchronous logging.
· Configure a password for vty connections.
Task 4: Configure Routing	 						(45 marks)
1. Configure all interfaces with appropriate IP address and description.
2. Configure OSPF on all three router in the network. Use Process ID 10 and advertise all directly connected networks in OSPF Area 0.
3. Confirm that each router has formed an adjacency with one another and has a path to each network in the topology.
4. Confirm that the DR/BDR election took place.
a. DR _________________
b. BDR ________________
c. DROTHER _______________

5. Configure Router ID 11.11.11.11 on ISP, 22.22.22.22 on Rome and 33.33.33.33 on London.
6. Clear the OSPF process using clear ip ospf process command. 
7. Confirm that the DR/BDR election took place.
a. DR _________________
b. BDR ________________
c. DROTHER _______________

8. Configure Loopback interfaces of Rome and London as passive interface.
9. Configure the ISP router with the highest possible OSPF priority.
10. Assure that the Rome router will never take place in the DR/BDR election process
11. Confirm that the DR/BDR election took place.
a.  DR _________________
b. BDR ________________
c. DROTHER _______________
12. Set the cost on the ISP WAN link to a value of 1 and Rome WAN link to a value of 150.
13. Verify OSPF configurations that all networks are present in the routing table. 
14. Configure a static default route on ISP using next hop IP address.
15. Propagate the default route on to OSPF.
16. Verify that each router can see the static default route in their routing table.

Task 5: Verify Connectivity 							(15 marks)
Ping the loopback interface Lo209 on the ISP router from:
Was PC1 successful? ___________
Was PC2 successful? ___________

Ping PC1 from PC2 and vice versa:
Was the ping successful? ____________

If you are not successful, troubleshoot configurations using the appropriate show and debug commands.

Task 6: Document the Configurations 
At the end of the test a pen drive will be given to you, the configuration files for all routers should be copied to the media and handed back to your invigilator.  It is you responsibility that you copy the files correctly.
Issue the following commands on each Router and capture the configurations on to a text (.txt) file. All documentation for your solution should be submitted. Your name should be clearly printed on the documents. Save the file as devicename_surname_Pno.txt.
show run
sh ip int brief
sh ip route
sh ip ospf neighbor
sh ip ospf database
***************** End of Exam ******************
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