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[bookmark: _Toc197994840]Introduction
Cybersecurity has become a primary concern for organizations in the digital era. The financial sector has highly sensitive and continuously targeted data. FinSecure Ltd, a medium-sized financial services company, has been experiencing cyber incidents including phishing attacks and unauthorised access attempts. 
This report outlines a strategic, holistic approach to strengthening FSL’s cybersecurity. Starting with identifying key internal and external threats, followed by recommendations for a set of practical mitigation measures, and security policies based on industry standards. Additionally, the report details a proactive monitoring and incident response plan, and a training program for staff.
The goal is to ensure the confidentiality, integrity, and availability of FSL’s information assets while fostering a culture of security awareness throughout the organization. The recommendations provided are designed to be realistic, scalable, and aligned with the company's operational needs.
[bookmark: _Toc197994841]Holistic Cybersecurity Approach
Technical security measures are an essential part of cybersecurity; this has led to the misconception that cybersecurity must therefore be an ‘IT’ issue. Cybersecurity is best considered as an enterprise-wide risk management issue [1]. As organisations compete in the modern economy they transform and grow their digital engagement, as such they improve their profitability but also increase their risk to cyber threats [1]. Cybersecurity is not a problem to solve. Organisations are responsible for managing cyber risks at a level that is acceptable to their unique business plan [1]. This is an aspect of cybersecurity that is very important and an example of one that is outside the scope of the ‘IT’ department. Another example is the training of staff to adhere to crucial cybersecurity policies, this would fall under the human resources department [1]. 


[bookmark: _Toc197994842]Identification Of Threats
[bookmark: _Toc197994843]CIA Triad Model
The CIA Triad Model helps identify which threats fall under the concern of cybersecurity [1]. Consisting of three categories including,
· Confidentiality: Restricts access to resources ensuring only intended users can access them.
· Integrity: Ensures that only authorised changes are made to data and accessibility.
· Availability: Maintaining the availability of resources to users [1].
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Figure 1 CIA Triad Model [1]
The three aspects of the CIA Triad need to be balanced for the needs of the organisation. Too much focus on ‘confidentiality’ could lead to restrictions that make ‘availability’ suffer [1].
[bookmark: _Toc197994844]Types of Threats
[bookmark: _Toc197994845]Internal Threats
[bookmark: _Toc197994846]Insider Threats
Employees abuse of authority and access privileges, either maliciously or accidentally. Insider threats are very dangerous as they originate from users with legitimate access [2].
[bookmark: _Toc197994847]Unintentional Errors
Poor password practices, misconfigured systems, or accidental data sharing can expose the organisation to significant risks without malicious intent [2].
[bookmark: _Toc197994848]Bring Your Own Device (BYOD)
Allowing personal devices on the corporate network can compromise network integrity. Personal devices used on other potentially unprotected networks [2].

[bookmark: _Toc197994849]External Threats
[bookmark: _Toc197994850]Phishing and Social Engineering
The easiest way to gain someone’s password is to simply ask for it. Phishing is a social engineering attack designed to manipulate users into revealing sensitive information or performing harmful actions [1] [2]. Details such as passwords or usernames might be asked for by seemingly legitimate senders. A harmful link might be provided that takes the user to a fake site asking for the user’s credentials. It might even be a malware attack, via a similar harmful link or an attachment [1].
[bookmark: _Toc197994851]Malware and Ransomware
Malware is software with the designed purpose to cause damage to computer systems or perform malicious actions [1]. There are many types of malware including viruses, worms, trojans, spyware, and ransomware [1]. Ransomware is a type of malware but is worthy of particular attention, it encrypts an infected system preventing access. The systems and/or data are then to ransom, causing both financial and reputational damage [1]. 
[bookmark: _Toc197994852]DDoS Attacks
Distributed denial of service (DDoS) attacks floods the service network to crash or disable it. This prevents availability to legitimate users [1] [2]. 
[bookmark: _Toc197994853]Man in the Middle
Man in the middle attacks involve the hacker inserting themselves between the victim and the destination of their traffic. Everything will look normal to the victim, but the hacker will be intercepting the information [1] [2]. Hackers can lure victims into this attack by setting up fake internet access points.


[bookmark: _Toc197994854]Mitigation Measures
	Threat
	Mitigation Measure
	Implementation

	Insider Threats
	Access control, employee monitoring tools.
	Implement Identity and Access Management tools.

	Unintentional Errors
	Staff training, security policies.
	Apply security policies and staff training concerning passwords, locking unattended machines etc.

	Bring Your Own Device
	Device monitoring, network segmentation. 
	Segment traffic and enforce device policy compliance.

	Malware / Ransomware
	Antivirus, encryption, regular updates.
	Set up automatic updating, backup and encrypt data, and limit user download/install permissions.

	Phishing
	Staff training, email filtering.
	Automated email filtering and phishing simulations.

	DDoS
	Traffic filtering.
	Use of load balancers and properly configured firewalls. 

	Man in the Middle
	End to end encryption, VPN.
	Secure wi-fi and mandatory VPN usage.



[bookmark: _Toc197994855]Security Policies
[bookmark: _Toc197994856]Acceptable use Policy
Employees are responsible for how they use the organisation’s assets. No personal use of business devices, no accessing unauthorised websites or non-approved software.
[bookmark: _Toc197994857]Access Control Policy
Employees should be granted role-based access. Least privilege access principles must be enforced. Multi-factor authentication must be used. Passwords must be strong and changed regularly. A record of system access must be logged and reviewed.
[bookmark: _Toc197994858]Data Protection and Privacy Policy
Data classification and handling rules must align with GDPR regulations. Sensitive information must be encrypted while in storage and during transmission. Ensure compliance with regular audits.
[bookmark: _Toc197994859]E-mail and Communication Policy
Employees must be trained to identify and report suspicious emails. Must implement advanced email filtering. Any attachments or links which are unknown must be treated as potential threats.
[bookmark: _Toc197994860]Incident Response Policy
All suspected cybersecurity threats should be brought to the attention of FSL’s IT security department. Threats will be accessed, the risks will be quantified and responded to accordingly. 
[bookmark: _Toc197994861]BYOD Policy
Employees have a responsibility to ensure that their devices are approved and meet the security standards required to connect to FSL’s network. Devices must have antivirus software and maintain regular updates. Use of a secure VPN for network access.
[bookmark: _Toc197994862]Remote Work Policy
Employees must use encrypted VPN when connecting remotely to the network. Devices must comply with checks and utilise endpoint security software. Session timeouts and inactivity locks must be enforced.
[bookmark: _Toc197994863]Monitoring and Response
[bookmark: _Toc197994864]Monitoring Tools
· SIEM: Continuously collects and analyses logs from multiple sources [4].
· IDS/IPS: Real-time detection and blocking of malicious traffic [5].
· Audit Trails: Used to investigate anomalies and verify compliance [6].
[bookmark: _Toc197994865]Incident Response Life Cycle Model
High level incident response life cycle model which includes six functions, each of which is vital when responding to an incident [1].
· Govern: Risk management, expectations, and policies. 
· Identify: Identify and understand current cybersecurity risks.
· Protect: Safeguards to manage cybersecurity risks.
· Detect: Possible attacks and weaknesses are found and analysed.
· Respond: Actions are taken for detected cybersecurity risks.
· Recover: Any affected assets and operations are restored.
The Preparation level (see fig 1) is concerned with organisation wide systems to help prevent cybersecurity threats from occurring. The Incident response level (see fig1) will likely focus on the IT aspects of an incident. All roles will feed into and learn from the Lessons Learned level [1].
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Figure 2: Incident Response Life Cycle Model based on CSF 2.0 functions [1]
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[bookmark: _Toc197994867]Training Objectives
· Understanding employee responsibilities as set by the cybersecurity policies. 
· Broaden knowledge about the organisation’s holistic cybersecurity approach.
· Recognise phishing attempts followed by the appropriate reporting.
· Understanding security practices such as password strengthening.
· Understand data protection responsibilities.
[bookmark: _Toc197994868]Training Program 
Presentation to staff beginning with a personalised walkthrough of how employees in the company can be identified, information gathered about them, and what a targeted spear phishing attack could look like. This should create an understanding of just how sophisticated social engineering attacks can be.
The presentation would include information on the importance of a holistic cybersecurity approach. Explaining that social engineering and phishing attacks have become a preferred attack vector for cybercriminals. How to identify a phishing attack and the importance of reporting them immediately.
Online interactive training module for staff to complete, including test questions on data protection responsibilities and adherence to policy. 
Simulated phishing attacks to be conducted quarterly to reinforce vigilance using real-world tests.
Regular assessments will measure understanding and identify knowledge gaps. Feedback will be used to improve materials and formats.
[bookmark: _Toc197994869]Conclusion
The continuously evolving threat of cybersecurity requires a deliberate, layered security approach. This report proposed a strategic framework grounded in industry standards. Threat identification, policy, risk mitigation, real-time monitoring, and employee training work together as a holistic approach to cybersecurity.
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