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Abstract – This research paper critically evaluates cloud service technologies and Cloud Service Models (CSM); Platform as a Service (PaaS), Container as a Service (CaaS), Infrastructure as Code (IaC) and orchestration technology Kubernetes. A Comparison between PaaS and CaaS is performed and analysed for their relevance within todays modern cloud services market. The industry leading containerisation technology Docker is also critically evaluated for its advantages and disadvantages within a businesses modern cloud architecture.

Keywords-component; PaaS, CaaS, IaC, Kubernetes, Docker, Containerisation, VM, Hypervisor, Virtualisation, CSM, CSP

Introduction to - Cloud Computing Models, Containerisation Technologies and Orchestration

Within modern day computing, aggregation of computer hardware resources and their underlying network infrastructure is fast becoming the norm. The centralisation of software applications and network services within datacentres that are delivered to end clients via the Wide Area Network (WAN) [1] i.e. the Internet, within a modern network architecture is called; ‘Cloud Computing’.  [2]

Cloud computing allows for large amounts of a computers hardware resources to be aggregated within datacentres located in various locations around the globe, that are predominantly owned and maintained by Cloud Service Providers (CSP) [3]. The industry leaders within the CSP market are; Amazon Web Services (AWS) [4], Microsoft Azure [5] and Google Cloud [6]. 

A small portion of the vast computing resources housed within a CSP datacentre(s) are leased by businesses and/or generic end users for a nominal fee, in the form of a Virtual Private Cloud (VPC) [7], that provides security segmentation between various organisations utilising the CSP datacentre infrastructure. Each VPC is billed based on the amount of hardware resources that are utilised by end clients/customers of the company such as; Central Processing Unit (CPU) cycles [8], Hard Disk Drive (HDD) [9] storage space, volatile Random Access Memory (RAM) [10]Gigabytes etc which are calculated by the CSP and then invoiced  within monthly cycles to the client. Cloud computing negates the need to purchase and maintain in-house servers which is economically expensive for companies.[11]

This research paper aims to deliver an insight within the evolving technologies used within a cloud architecture along with the umbrella of cloud business models these technologies reside within, that are referred to as ‘X as a Service’ (XaaS).[12]

The focus of this paper will be within Platform as a Service (PaaS) [13] and Container as a Service (CaaS) [14] along with the  industry leading open-source Linux CLI containerisation framework; ‘Docker’ [15] and the emerging Cloud Service Model (CSM) Infrastructure as Code (IaC) [16].Open-source orchestration  software ‘Kubernetes’ [17] will also be researched and discussed within the impending sections of this paper.


I. PLATFORM AS A SERVICE
Traditionally PaaS refers to a centralised cloud software development framework within DevOps, that comprises of CSP vendor specific tools that restricts developers to only a subset of CSP development tools, that offer a limited number of programming languages and a single OS for developers to utilise within the development of their software platform, in order  to create and deploy a customised website application within the cloud via an Application Programmable Interface (API) [18] located within a CSP datacentre known as the management node. The CSP API is accessible by means of a website browser, during the implementation, testing, deployment, data analytical and continuous development stages of a cloud software applications lifecycle [19]. 

Within a traditional PaaS CSM, the developer retains management and ownership of the software application, along with access to the end user and meta data generated by the platform, but crucially the developer does not have access to the underlying CSP datacentre compute and network abstraction layers in which the platform is housed, such as; runtime libraries, middleware, OS, virtualisation process, storage configurations and core network configurations.  [20][21]

The aforementioned abstraction layers are all managed by the CSP, which is a drawback for developers whom need granular control of the underlying functionality of the software, such as; 

· OS specific architecture.

· DevOps programming languages specific to a developers skill set.

· Virtualisation technology utilised.

· Non CSP vendor open-source and/or customised DevOps tools.

· Specialised runtime libraries.

· Specialised middleware. 

Traditionally PaaS utilises a type-1 hypervisor [22] within the virtualisation layer that is managed by the CSP that comprises of Virtual Machines (VM) [23], which is very resource intensive due to a full OS being utilised within each VM to perform only a limited number of tasks for the software to function. The majority of PaaS software applications do not require the myriads of libraries, programs and tools that are packaged within an OS by default, that run a vast amount of background tasks in order for the host OS within the VM to function correctly. [24]

VM will be discussed in further detail within the Container as a Service section of this paper.

The lower level abstraction layers within the compute and network stack of the CSP, are reserved for solutions architects whom have access control as far as the OS abstraction layer within the underlying network infrastructure housed within the CSP datacentre, along with network configuration settings such as; load balancing, Internet Protocol (IP) address management,[25] Dynamic Name System (DNS) [26] and security configurations. This is considered the highest level of control within a cloud architecture which is a separate CSM to PaaS that is called; Infrastructure as a Service (IaaS) [27]. 

The end user of a PaaS software application will perceive it as Software as a Service (SaaS) [28] because they will not have any access to the application source code or user and meta data generated by the software, for data analytics and/or application change controls [29] within the CSP API, this is reserved for DevOps [16] PaaS software engineers whom maintain  the application as previously discussed. Therefore, PaaS can be defined as a software specific cloud development platform. [30]

A comparison of the aforementioned cloud service models and the levels of control within each of the compute and network abstraction layers can be found in figure 1.
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Figure 1: Cloud Service Models Abstraction Layer Management Diagram [31]
As figure 1 illustrates, PaaS permits developers to manage their software applications and aggregate the data that is generated, collected analysed and correlated by the platform for real-time data analytics [32] via the CSP vendors API remotely for continuous change controls of their software platform as previously discussed. 
II. Container as a Service
CaaS can be considered as a subset of IaaS rather than PaaS because even though CaaS can provide a cloud software platform for many end users and developers to utilise around the globe similarly to PaaS. However, CaaS can not only be utilised for development and deployment of software applications but it can also be utilsed for networking services similarly to IaaS but without the full environmental overhead and high hardware utilisation of a VM to provide distributed ‘Micro-Services’ from a centralised location. Therefore, CaaS is not restricted to a software only cloud solutions. [33] [34]

Within CaaS the full stack DevOps engineers have granular control of the lower abstraction layers, down to the OS level network and security functionality equally to IaaS, with the caveat being that CaaS is technology specific to containerisation technology at the virtualisation layer that is not bound to CSP vendor specific tools.[35]

The main reason container virtualisation technology has gained a lot of traction within the IT industry in the last 3-5 years, is because of the vast hardware resource efficiency the technology provides in comparison to a type-1 hypervisor virtualisation architecture. [36]

For example, if an organisation such as a university wanted to provide software/network service to each specific department within a Campus Area Network (CAN), multiple VM would need to be utilised for each of the desired software/network services, which would use a very high amount of hardware resources, incurring large CSP fees for hardware resources that are not being utilised which is not economically efficient.

Therefore, containerisation is a lot more hardware efficient in the fact that as opposed to VM, containers are slim customised versions of the most efficient open-source OS Linux variants, that only contain the required software dependencies that are essential for each specific service to function, that are compiled into a containerisation ‘Image’, thus only utilising the minimum hardware resources needed to achieve software and/or network service functionality that can be deployed in seconds, that is why containerisation is also referred to as a ‘Micro-Services’ solution. [37]

Furthermore, containerisation technology also provides universal compatibility, portability, optimisation and functionality of the software and/or network services for distribution to remote developers working within a DevOps project team regardless of the software dependencies installed within the host OS. This portability feature of containerisation also prevents businesses from being bound to one CSP after a platform has been created. [38]

A visual comparison of a virtual machine and container layers of abstraction with the compute architecture can be found in figure 2.
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Figure 2: Virtual Machine vs Container Abstraction Layer Comparison [39]
As figure 2 depicts, not only is each container being utilised by the parent OS which reduces hardware resource overhead significantly, but it also maintains segmentation from other containers housed within the host OS at within the VPC, similarly to a VM. This segregated architecture is achieved by utilising a lightweight container management engine that is most commonly referred to as a ‘Daemon’ [40], that provides high efficiency and equally important security to each independent application and/or network service being utilised. 

The industry leader within containerisation framework technology is the open-source Linux based containerisation framework; ‘Docker’ [41] that comprises of many features for customising various OS, software applications and/or network services using the Docker frontend CLI client. 

A key feature within Docker is the rapid semi-automated process of creating a container image utilising a ‘Docker’ file, which is a configuration script native to Docker. A YML [42] script can also be configured to commission the creation of multiple containers from a single and/or multiple image using a built in Docker tool, called ‘Docker-Compose’.[43] 
Containers can also be networked within ‘Docker’ by creating a virtual network within the framework that allows granular configuration of; private IP address management , port exposure, Domain Name System (DNS)  ‘A’ records for each container within the isolated Docker network so that the ‘Micro-Services’ [44] can communicate. This process can also be semi-automated using ‘Docker-Compose’[45]. [46]

An example of ‘Docker-Compose’ industry use case can be found in Appendix-A of this paper.

The key to Dockers efficiency is the utilisation of Linux OS [47], libraries, services and a myriad of open-source tools as previously discussed, that are available to DevOps engineers to create and compile customised compiled container images of network/software solutions that are ‘Containerised’ for rapid deployment of software applications and/or network services to end users either locally or remotely from a CSP datacentre. Multiple containers can be made from a single Docker image that is utilised for scalability of a service. [48]

Another key feature within Docker is its repository called ‘Docker-Hub’ [49] that comprises of precompiled lightweight images that contain over 100,000 open-source tools and ‘Micro-Services’ such as; preconfigured SQL databases, stripped down versions of Linux OS etc. That can be downloaded via the Docker client CLI from the repository for developers to instantly utilise within their project and/or customise the image for their project requirements. [50][49]

Precompiled and configured container base images provide an instant working environment for developers negating the need of configuring tedious environmental variables for OS or open-source applications. For example, when a developer implements an SQL database into a webserver environment whom does not have the time and/or knowledge to configure the database he/she can just ‘Pull’ the preconfigured SQL database from Docker Hub via the CLI in seconds. [50][48]

A CaaS cloud solution  not only provides accessibility to local developers whom may choose to work remotely away from a companies office for personal and/or business logistical reasons but CaaS unlike PaaS allows a  business and/or startup to attract talented IT professional from around the globe whom possess various skill sets within; software engineering that have specific programming language preferences, Linux OS systems engineering, database management and website development without them having to relocate to a different country or state where the companies head office is located. 

However, one of the disadvantages of Docker is that the native orchestration tool; ‘Docker-Swarm’ [51] has very limited functionality within its fault tolerance feature, very limited container health monitoring and data analytics that does not include advanced learning or include an auto-scaling feature.[52] [53] [54][55][56]

Furthermore, persistent data storage volumes within Docker Swarm can be very complicated, tedious and clunky to configure and centralise within the host OS because by default, when a container is stopped, all data generated within the container is permanently lost. There is no object-store backend for container data centralisation or backup functionality, so configuring data persistent mount volumes is the only viable option within Docker Swarm that is very complicated and unreliable. That is why when compared to Virtual Hard Disks (VHD) [57] within VM Docker need to develop a more robust centralised data storage solution.[58][59][60]

Third party orchestration framework is recommended to mitigate these aforesaid issues such as; Kubernetes [17] that will be discussed in further detail within the Kubernetes section of this paper.

Another disadvantage is utilising Graphical User Interface (GUI) [61] applications natively within x11docker, that has many bugs and heavily impedes functionality of software due to the Linux CLI architecture that ‘Micro-Services’ within Docker was designed to be used with. [62][63]

A potential data security and availability flaw within Docker exists within its architecture, because unlike VM each of the containers within the host OS utilise the same kernel that could become corrupt and cause a Denial of Service (DoS) to the end clients. Also a malicious shell code thread injection at the kernel could also force a DoS, although this is highly unlikely as VPC services within a CSP datacentre are load balanced between multiple OS and servers to provide fault tolerance. [64][65]

The of these issues could be mitigated within future releases of Docker as it is a constantly evolving framework with a large open-source community of contributors that is becoming very popular within the IT industry.
 
Moving forward within cloud computing, it can be argued there is a use case for PaaS that is suited to software developers whom create very large software applications that cannot be distributed between ‘Micro-Services’ containers within CaaS and/or do not have multi-disciplinary skills within systems network/engineering that would prefer the underlying abstraction layers to be managed by the CSP. Furthermore, as previously discussed graphical software functionality with x11Docker service does not function very well within a current CaaS CSM as it does within PaaS VM, so this flaw within docker could deter software developers utilising the current version Docker.

III. INFRASTRUCTURE AS CODE

IaC has become a very popular concept within cloud computing as more companies utilise the cloud for their core network/software platform infrastructure necessities, whom have medium-to-large network environments and specific business requirements. These cloud virtual ecosystems need to be created, deployed maintained, managed and scaled effortlessly and efficiently.  [16]

A lot of IaC tools have matured over the past 3 years that facilitate the automation and management of a businesses data controls and data assets within a SME and large corporations cloud infrastructures around the globe. 

The most efficient IaC implementation is the declarative software engineering paradigm [66] approach, as opposed to the imperative software model, to fully achieve an automated provisioning of a heterogenous cloud network infrastructures [67] configuration and management of the underlying virtual network environment, such as; servers, router, switches, firewalls, OS, containers, VM and the underlying CSP hardware infrastructure that the virtual infrastructure is built upon. [68] [67]

IaC allows for rapid development, deployment and scalability of cloud-based applications and/or network service platforms that can be applied to any of the aforementioned CSM discussed within this paper. The emerging IaC CSM and its technologies is a highly efficient approach to cloud DevOps in particular, that minimises human error and significantly decreases the cost of cloud based environments of network/application services by; automating the process, maximising hardware resource efficiency and achieving configuration compatibility version parity across the entire infrastructure/platform utilising ‘Full Stack’ engineers as opposed to specialist IT professionals, to attain ease of management, high availability, fault tolerance and scalable cloud platform solutions. [69], [70]

An IaC cloud software and/or network platform is created as an immutable network environment, to maintain the fulcrum of network stability across software versions and tools utilised within the provisioning of a cloud infrastructure. This approach guarantees cloud platform stability across the entire network that it is serving when implemented correctly.[71]

Furthermore, an immutable approach is most commonly utilsed as opposed to a mutable architecture, because of the ease in which a network environment can be created and deployed within the cloud, using IaC technologies which would be transparent to the end users of the application and/or network services the platform is providing, in the event the environment needs to be modified and  rebuilt for change control procedures of  a platform within the Continuous Integration / Continuous Delivery (CI/CD) [72] pipeline.[71]

The most efficient IaC programming approach is the  declarative, structured data modeling architectural method, that describes the desired granular final state parameters of a cloud environment that is being developed, by defining the logic of the structure and elements within the design without imparting the control flow in which the components within the system are built. As opposed to the imperative IaC software engineering architectural method, that is less efficient compared to a declarative approach. [66], [73], [74]

Therefore, a procedural approach to IaC can be viewed as a semi-automated process akin to the conventional Born-Again Shell (BASH) [75] and Python [76] network/systems engineering configuration scripting because of the step-by-step method this system utilises. 

Furthermore, the IaC declarative method utilises data modeling programming languages such as; YANG, XML, YAML, JSON etc [77] that are implemented utilising specialist IaC tools to achieve full construct automation of a cloud platforms environmental variables. These environmental variables are then parsed in the form of machine-readable definition files that contain configuration and deployment program scripts to the CSP Representational State Transfer (REST) [78] API  in the form of a RESTful [79] transaction. 

The configuration, deployment and management data scripts are created by utilising high level programming languages such as; Python, Java, PHP, C#, Pearl Go etc. [80] to achieve automation within a cloud platform as opposed to manual CLI syntax configurations within esoteric vendor specific languages such as; Cisco iOS, Microsoft PowerShell, Linux BASH etc.

IaC DevOps open-source, proprietary tools and technologies can be broken down into two distinct categories as follows;[81] [82]

Configuration Provisioning (CP) Tools; This category of IaC DevOps tools are utilised within the initial creation of the environmental variable constructs, that describe how the platform should function along with configuration and deployment of the platform. The industry leading tools and their data modeling and high-level programming languages that are utilised within the IaC platform are: AWS CloudFormation (JSON and YAML) [83], Terraform – ((Hashicorp Configuration Language (HCL) which is compatible with JSON)) [84]and Ansible – (Python) [85]. 

Configuration Management (CM) Tools; This category of DevOps tools is utilised to continuously manage and autonomously maintain software/network services within the cloud that includes; change controls for configuration updates/patches, scaling, monitoring of node health to maintain equilibrium within a system, along with logging. The industry leading tools within this category are; CFEngine [86], Chef [87], Puppet [88], Saltstack [84].

The abovementioned tools and their categories are collectively referred to as Continuous Configuration and Automation (CCA). A Data Flow Diagram (DFD showing the lifecycle of a generic IoC can be found in figure 3.
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Figure 3: Generic IaC DFD Continuous Integration Lifecycle [69]

Docker and Kubernetes can be considered as IaC technologies within CaaS due to the data modeling YML and YAML data modeling programming languages that are utilsed to automate the creation, deployment and management of an orchestrated ‘Micro-Services’ cloud environment. Kubernetes will be discussed in further detail within the following section of this paper.

IV. Kubernetes
Kubernetes is an open-source orchestration framework created by Google that is utilsed to create an automated virtual cluster, that manages a large number of virtual worker nodes within a workflow. Kubernetes is utilsed to automate the management of the CI/CD pipeline within virtually distributed systems, which is very resilient via its CLI API located at the control plane, such as; ‘Docker’ containerised applications.  [89]

A visual representation of how Kubernetes interacts with Docker within the virtualisation abstraction layer can be found in figure 4.
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Figure 4: Docker and Kubernetes Integration Architecture

Kubernetes provides a declarative [90] approach to ‘Micro-Services’ automation. A group of containers that are deployed on the same host machine that share system resources are referred to as a ‘Pod’ that is managed by a worker node. All worker nodes are centrally managed by the Kubernetes master node.[91]

Each node within a pod can be configured to automate the distribution of hardware resources such as CPU and RAM utilisation, to maximise container performance efficiently at the hardware abstraction layer, similarly to how a hypervisor allocates resources to VM. [92]

Every deployment and management functions can be automated within Kubernetes by utilising YAML IaC configuration scripts at the Kubernetes master server API. [91]

Due to the lightweight architecture of a container and rapid start-up times, Kubernetes has fast become a vital framework with the advent of CaaS, that can be utilised  for businesses whom are transitioning to a fully integrated ‘Micro-Service’ virtual ecosystem that can have hundreds or even thousands of containers within their ‘Micro-Services’ centralised network infrastructure. [91]

Kubernetes can be automated to dynamically scale-up more container nodes within a cluster when the application services that the container is supplying is in high demand, to provide; load balancing and rapid scalability to the application. [93]

Likewise, Kubernetes can dynamically descale a cluster when demand for the services falls, thus utilising hardware resources more efficiently and economically when containers are deployed within a CSP datacentre. [93]

Kubernetes can also monitor all containers health within a cluster to prevent an application service stopping due to a container failing, in the event of a container failure, Kubernetes will commission another container to be built from the services  base image to take its place, to provide high availability and fault tolerance within a containerised cluster environment. [94]

A key feature that makes Kubernetes a very powerful tool within containerisation is the centralisation and management of persistent storage volumes that can either be stored within a CSP SAN and/or replicated to any other storage locations locally within a company or remotely within a separate CSP SAN for data redundancy which is an important feature when utilising Kubernetes with Docker. [93][91]

Kubernetes can be utilised within all the industry leading CSP within a CaaS cloud solution. AWS have also developed a proprietary containerisation management feature to CaaS called Kops [95] that is referred to as Kubernetes as a Service (KaaS) [96] that simplifies the automation process using a user-friendly management dashboard which can be purchased as additional management functionality within CaaS. 

The Kubernetes control plane is constructed of 5 key components that are illustrated within figure 5.
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Figure 5: Kubernetes Control Plane Architecture [93]
These 5 key components and their roles within Kubernetes illustrated above have been summarised as follows: [91], [93]

1. Kube-Apiserver: This component exposes the Kubernetes API server at the front end of the control plane for horizontal scaling of multiple instances that can load balanced traffic between other API servers within the network.

2. Etc Distributed (ETCD): All cluster key value pair data is backed up and stored within this highly available persistence key store.

3. Kube-Scheduler: This component monitors for newly created pods within the cluster that do not have any nodes assigned and then assigns nodes to the pod based on scheduling decisions such as collective resource requirements, cluster configuration policy settings, data locality and more.

4. Kube-Controller-Manager: This component consists of 4 sub controllers which are; Node Monitor controller, Pod Replication Controller, Endpoint Controller, Service Default Account/API Access Token Controllers

5. Cloud-Controller-Manager: This component manages the sub controllers that interact with the underlying CSP infrastructure. These sub controllers are as follows; Node Deletion Controller, Route Controller, Service Load Balancing Controller and Storage Volume Controller.

A Data flow Diagram (DFD) illustrating the Kubernetes orchestration lifecycle and its components can be found in figure 6.
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Figure 6: Kubernetes Cloud DFD Lifecycle [91]
An example of a real-world implementation of Kubernetes within industry would be a full CaaS implementation by an entertainment streaming services such as; Hulu whom have millions of customers and petabytes of video content within their platform whom store their data within a CSP datacentre. Not all of Hulu  customers would be streaming video at one time i.e. each requested video file would be imbedded within a container created from the CSP CaaS image repository containing the video files stored at CSP SAN , so containers within a VPC that are not being utilised, would need to be started and stopped by an orchestration technology such as Kubernetes to efficiently manage the hardware utilisation for economic purposes along with automated scaling for when new users join or leave the service.

Load balancing due to high demand such as; in the evening after customers finish work would also be performed along with fault tolerance management to provide high availability to its customers and persistent data management of user data such as; suggested content, streaming history, payment history etc would also need to be managed. Therefore, orchestrion frameworks are vital within automating the management of containers through CaaS that by definition provides ‘Micro-Services’, so logic dictates that large companies such as Hulu would be utilising millions of containers every hour of each day which would be humanly impossible to manually configure and manage.

This brief research and analysis of Kubernetes container management technology, its key  features and components is only a small snippet of the myriad of features and controls that are built into this powerful container orchestration technology that brings order and control to a distributed system that makes Docker and CaaS a viable alternative to PaaS and VM within the future of DevOps and business network architectures whom business technology requirements suit a ‘Micro-Service’ architecture.

V. Conclusions 
CaaS and IaC technology are relatively new in relation to PaaS and IaaS solutions that have only been adopted by a relatively small group  of businesses around the world within the last 3-5 years, due to the multi discipline knowledge that is required to create and maintain a ‘Micro-Services’ architecture, such as; software engineering, network and Linux CLI systems engineering skills and knowledge within the theory and implementation of orchestration technology such as Kubernetes.

A complete transition to containerisation will take many years for companies to adopt due to the small amount of multi-skilled IT professionals and the lack of knowledge within this new area of virtualisation, that will require existing network/systems/software engineers to upskill in the multi-discipline technology referred to as ‘Full Stack’ engineering, which would be initially very expensive for SME to implement within the short term due to the level of training required, but would be economically beneficial within the long term once non IT business professionals fully understand the true power of the technology along with the economic savings it can provide to a company. 

If SME in particular are reluctant to train existing IT professionals within containerisation technologies such as Docker, Kubernetes and the Linux CLI, full adoption of containerisation technology will only take place once a new generation of multi skilled IT professionals are taught within universities or training organisations that possess the required ‘Full-Stack’ skills for complete adoption of a businesses IT services to a CaaS only cloud solution, and also when the Docker issues previously identified within this paper are resolved within future releases to accommodate more businesses whom have requirements that CaaS technology currently does not support. 

With the advent of 5G and the Internet of Things (IoT), that are generally smalls networked wireless sensors that generate small amounts of data. These devices have the perfect architecture for ‘Micro-Service’ and containerisation to communicate with a centralised server that could propel the CaaS CSM within the future.
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VII. Bibliography
VIII. Appendix-A – Docker Compose Industry Use Case Example
An example of the advantages of utilising ‘Docker-Compose’ is within an industry use case is the creating and hosting of a website where a single container could be utilised to host the webserver such as; Apache that could also comprises of the  frontend of a website hosting the HTML files. This container could then be virtually networked with another container that comprises of a PHP database backend to the website. Automating and Networking container ‘Micro-Services’, is very a powerful feature within Docker because it creates a distributed lightweight software application that will provide a higher quality of service to end users, faster loading times on the client side, efficient use of hardware  and ease of management and change controls for developers.
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