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1. What characteristic completes the following statement?
When an IPv6 static route is configured, it is first necessary to configure ......


A. an administrative distance of 2.

B. the next-hop address of two different adjacent routers.

C. a directly connected multiaccess network.

D. the "ipv6 unicast-routing" command.



2.Consider the following command:

ip route 192.168.10.0 255.255.255.0 10.10.10.2 5

Which route would have to go down in order for this static route to appear in the routing table?


A. a default route

B. a static route to the 192.168.10.0/24 network

C. an OSPF-learned route to the 192.168.10.0/24 network

D. an EIGRP-learned route to the 192.168.10.0/24 network

3. An administrator issues the ipv6 route 2001:db8:acad:1::/32 gigabitethernet0/0 2001:db8:acad:6::1 100 command on a router. What administrative distance is assigned to this route?


A. 100

B. 0

C. 32

D. 1



4. Consider the following command:

Ip route 192.168.10.0 255.255.255.0 10.10.10.2 5

What does the 5 at the end of the command signify?


A. metric

B. exit interface

C. maximum number of hops to the 192.168.10.0/24 network

D. administrative distance



5. What is a characteristic of an IPv4 loopback interface on a Cisco IOS router?​


A. Only one loopback interface can be enabled on a router.​

B. It is a logical interface internal to the router.

C. It is assigned to a physical port and can be connected to other devices.

D. The no shutdown command is required to place this interface in an UP state.




6. A network administrator configures the interface fa0/0 on the router R1 with the command ip address 172.16.1.254 255.255.255.0. However, when the administrator issues the command show ip route, the routing table does not show the directly connected network. What is the possible cause of the problem?

A.	The interface fa0/0 has not been activated.

B.	The subnet mask is incorrect for the ipv4 address.

C.	The configuration needs to be saved first.

D.	No packets with a destination network of 172.16.1.0 have been sent to R1.





7. Which protocol should be used to mitigate the vulnerability of using Telnet to remotely manage network devices?


A.	SCP

B.	SNMP

C.	SSH

D.	TFTP




8. What is the purpose of the subnet mask in conjunction with an IP address?

A.	to determine the subnet to which the host belongs
B.	to mask the IP address to outsiders
C.	to uniquely identify a host on a network
D.	to identify whether the address is public or private



9. What is the difference between a virus and a worm?


A. Viruses self-replicate but worms do not.

B. Worms require a host file but viruses do not.

C. Viruses hide in legitimate programs but worms do not.

D. Worms self-replicate but viruses do not.


10. What is the purpose of the network security authentication function?

A. to require users to prove who they are

B. to keep track of the actions of a user

C. to provide challenge and response questions

D. to determine which resources a user can access


11. What is the advantage of using SSH over Telnet?


A. SSH provides secure communications to access hosts.

B. SSH supports authentication for a connection request.

C. SSH operates faster than Telnet.

D. SSH is easier to use.



 
12. What is an accurate description of redundancy?


A. designing a network to use multiple virtual devices to ensure that all traffic uses the best path through the internetwork

B. configuring a router with a complete MAC address database to ensure that all frames can be forwarded to the correct destination

C. configuring a switch with proper security to ensure that all traffic forwarded through an interface is filtered


D. designing a network to use multiple paths between switches to ensure there is no single point of failure 





13. Which command can an administrator execute to determine what interface a router will use to reach remote networks?


A. show interfaces

B. show arp

C. show ip route

D. show protocols


14 Which network service automatically assigns IP addresses to devices on the network?


A. Traceroute

B. Telnet

C. DNS

D. DHCP


15. Why would a network administrator use the tracert utility?


A. to determine the active TCP connections on a PC

B. to check information about a DNS name in the DNS server

C. to identify where a packet was lost or delayed on a network

D. to display the IP address, default gateway, and DNS server address for a PC



16. A network administrator is upgrading a small business network to give high priority to real-time applications traffic. What two types of network services is the network administrator trying to accommodate? (Choose two.)



A. Video
B. SNMP
C. Instant messaging
D. Voice
E. FTP



17 .When configuring SSH on a router to implement secure network management, a network engineer has issued the login local and transport input ssh line vty commands. What three additional configuration actions have to be performed to complete the SSH configuration? (Choose three.)

A. Generate the asymmetric RSA keys.

B. Manually enable SSH after the RSA keys are generated.

C. Configure role-based CLI access.

D. Set the user privilege levels.

E. Create a valid local username and password database.

F. Configure the correct IP domain name.



18. An administrator decides to use "12345678!" as the password on a newly installed router. Which statement applies to the password choice?


A. It is strong because it uses a minimum of 10 numbers, letters and special characters.

B. It is weak because it uses a series of numbers or letters.

C. It is strong because it uses a passphrase.

D. It is weak since it is a word that is easily found in the dictionary.





19. A teacher is having difficulties connecting his PC to the classroom network. He needs to verify that a default gateway is configured correctly. What is the best command to use to accomplish the task?


A. show interfaces

B. show ip nat translations

C. ipconfig

D. copy running-config startup-config


20. Which protocol or service uses UDP for a client-to-server communication and TCP for server-to-server communication?


A. DNS

B. SMTP

C. HTTP

D. FTP


21. When a router receives a packet, what information must be examined in order for the packet to be forwarded to a remote destination?

A.	source IP address
B.	destination MAC address
C.	destination IP address
D.	source MAC address


22. What are two roles of the transport layer in data communication on a network? (Choose two.)


A. providing the interface between applications and the underlying network over which messages are transmitted

B. performing a cyclic redundancy check on the frame for errors

C. tracking the individual communication between applications on the source and destination hosts

D. providing frame delimiting to identify bits making up a frame

E. identifying the proper application for each communication stream

23. Which two characteristics are associated with UDP sessions? (Choose two.)


A. Unacknowledged data packets are retransmitted.

B. Destination devices receive traffic with minimal delay.

C. Received data is unacknowledged.

D. Transmitted data segments are tracked.

E. Destination devices reassemble messages and pass them to an application.


24. Why does HTTP use TCP as the transport layer protocol?



A. because HTTP requires reliable delivery

B. to ensure the fastest possible download speed

C. because transmission errors can be tolerated easily

D. because HTTP is a best-effort protocol





25 .  
What important information is added to the TCP/IP transport layer header to ensure communication and connectivity with a remote network device?


A. Destination and source port numbers

B. Destination and source logical network addresses

C. Destination and source physical addresses

D. Timing and synchronization
[bookmark: _Hlk182993172]


26. The application layer of the TCP/IP model performs the functions of what three layers of the OSI model? (Choose three.)


A. network

B. presentation

C. application

D. transport

E. session



27. What is the function of the HTTP GET message?


A. to send error information from a web server to a web client

B. to request an HTML page from a web server

C. to retrieve client email from an email server using TCP port 110

D. to upload content to a web server from a web client


28. Which networking model is being used when an author uploads one chapter document to a file server of a book publisher?

A. Peer-to-peer
B. Point-to-point
C. Client/server
D. Master-slave



29. Which applications or services allow hosts to act as client and server at the same time?


A. client/server applications

B. P2P applications

C. authentication services

D. email applications




30. Which three addresses are valid public addresses? (Choose three.)



A. 10.15.250.5

B. 64.104.78.227
C. 172.31.1.25

D. 128.107.12.117

E. 192.168.1.245

F. 198.133.219.17


31. What is the usable number of host IP addresses on a network that has a /26 mask?
A. 256
B. 32
C. 62
D. 254




32. What three blocks of addresses are defined by RFC 1918 for private network use? (Choose three.)

A. 169.254.0.0/16
B. 100.64.0.0/14
C. 172.16.0.0/12
D. 239.0.0.0/8
E. 192.168.0.0/16
F. 10.0.0.0/8


33. Which address is a valid IPv6 link-local unicast address?

A. FE80::1:4545:6578:ABC1
B. FEC8:1::FFFF
C. FD80::1:1234
D. FC90:5678:4251:FFFF



34. What is the prefix for the host address 2001:DB8:BC15:A:12AB::1/64?


A. 2001:DB8:BC15:A:1

B. 2001:DB8:BC15

C. 2001:DB8:BC15:A

D. 2001:DB8:BC15:A:12


35. What is the prefix length notation for the subnet mask 255.255.255.224?


A. /25

B. /26

C. /28

D. /27



36. Which subnet would include the address 192.168.1.96 as a usable host address?


A. 192.168.1.64/29

B. 192.168.1.64/26

C. 192.168.1.32/27

D. 192.168.1.32/28



37. A host is transmitting a multicast. Which host or hosts will receive it?

A. all hosts on the Internet
B. a specially defined group of hosts
C. one specific host
D. directly connected network devices



38. Which is the compressed format of the IPv6 address fe80:09ea:0000:2200:0000:0000:0fe0:0290?


A. fe80::0220:0b3f:f0e0:0029

B. fe80:9ea0::2020:0:bf:e0:9290

C. fe80:9ea:0:2200::fe0:290

D. fe80::220:b3f:f0e0:29



39. What information does the loopback test provide?


A. The TCP/IP stack on the device is working correctly.

B. DHCP is working correctly.

C. The Ethernet cable is working correctly.

D. The device has end-to-end connectivity.




40. What routing table entry has a next hop address associated with a destination network?

A. Remote routes
B. C and L source routes
C. Local routes
D. Directly-connected routes


41. A computer can access devices on the same network but cannot access devices on other networks. What is the probable cause of this problem?


A. The computer has an invalid IP address.
B. The computer has an invalid default gateway address.
C. The cable is not connected properly to the NIC.
D. The computer has an incorrect subnet mask.



42. What important information is examined in the Ethernet frame header by a Layer 2 device in order to forward the data onward?


A. destination MAC address

B. source MAC address

C. source IP address

D. destination IP address
43. What happens when the transport input ssh command is entered on the switch vty lines?


A. The SSH client on the switch is enabled.

B. The switch requires a username/password combination for remote access.

C. Communication between the switch and remote users is encrypted.

D. The switch requires remote connections via a proprietary client software.



44. The global configuration command ip default-gateway 172.16.100.1 is applied to a switch. What is the effect of this command?

A. The switch can be remotely managed from a host on another network.

B. The switch can communicate with other hosts on the 172.16.100.0 network.

C. The switch is limited to sending and receiving frames to and from the gateway 172.16.100.1.

D. The switch will have a management interface with the address 172.16.100.1.



45. What is the effect of using the Router# copy running-config startup-config command on a router?

A. The contents of NVRAM will change.

B. The contents of flash will change.

C. The contents of RAM will change.

D. The contents of ROM will change. 


46. What does the term "attenuation" mean in data communication?


A. time for a signal to reach its destination

B. leakage of signals from one cable pair to another

C. strengthening of a signal by a networking device

D. loss of signal strength as distance increases


47.What makes fiber preferable to copper cabling for interconnecting buildings? (Choose three.)


A. easily terminated

B. limited susceptibility to EMI/RFI

C. greater bandwidth potential

D. durable connections

E. greater distances per cable run

F. lower installation cost



48. What two criteria are used to help select a network medium from various network media? (Choose two.)

A. the types of data that need to be prioritized
B. the distance the selected medium can successfully carry a signal
C. the cost of the end devices utilized in the network
D. the number of intermediate devices installed in the network
E. the environment where the selected medium is to be installed




49. An employee at a branch office is creating a quote for a customer. In order to do this, the employee needs to access confidential pricing information from internal servers at the Head Office. What type of network would the employee access?


A. a local area network
B. an intranet
C. an extranet
D. the Internet


50. Passwords can be used to restrict access to all or parts of the Cisco IOS. Select the modes and interfaces that can be protected with passwords. (Choose three.)


A. Privileged EXEC mode

B. Boot IOS mode

C. Ethernet interface

D. VTY interface

E. Console interface

F. Router configuration mode



51. What command is used to verify the condition of the switch interfaces, including the status of the interfaces and a configured IP address?

A. show ip interface brief
B. traceroute
C. ipconfig
D. ping



52. What are three characteristics of an SVI? (Choose three.)


A. It provides a means to remotely manage a switch.
B. It is a special interface that allows connectivity by different types of media.
C. It is not associated with any physical interface on a switch.
D. It is associated with VLAN1 by default.
E. It is required to allow connectivity by any device at any location.
F. It is designed as a security protocol to protect switch ports.


53. When IPv4 addressing is manually configured on a web server, which property of the IPv4 configuration identifies the network and host portion for an IPv4 address?


A. Subnet mask
B. DNS server address
C. DHCP server address
D. Default gateway


54. What method can be used by two computers to ensure that packets are not dropped because too much data is being sent too quickly?


A. encapsulation
B. flow control
C. response timeout
D. access method





55. Which statement is correct about network protocols?

A. Network protocols define the type of hardware that is used and how it is mounted in racks.

B. They are only required for exchange of messages between devices on remote networks.

C. They define how messages are exchanged between the source and the destination.

D. They all function in the network access layer of TCP/IP.
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