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[bookmark: _Toc102340444]1. Introduction
This report will cover the addition of FlowTech’s new information security unit. Policies that will be established in the company as well as new disaster recovery plans, protection methods, risk management and assessments, and an organisational chart to show the structure of the new unit. Having an information security unit is a key part of any business and allows the employees and management to have peace of mind that the data being transmitted and dealt with around a system is safe and secure. The information security system will deal with any attempts at intrusion whether it be from an outside source or internally from the organisation. Appropriate action will be taken regarding events and the correct courses of action to be taken will be discussed further in this paper. The process of dealing with disaster recovery and contingency plans will also be covered and a breakdown of responsibilities will be highlighted for the teams in charge of crisis management.

[bookmark: _Toc102340445]2. Organisation of the Information Security Unit
To make the information security unit at FlowTech as efficient as possible well organised management and employees will keep the unit running smoothly and efficiently[1]. A proper hierarchical structure of management will ensure any issues that need to be escalated to higher management will do so quickly minimising risk and loss of data. 
	At the top of the hierarchy sits the head of department. The head of department will have good knowledge and understanding in all areas of their unit allowing them to step in and oversee operations in a much more intimate way than a general CEO or head of a different department would. This person will need to be well versed in risk assessments, implementation of the technologies required in an information security unit, and be a good role model for the staff operating underneath them. In order to best compliment and assist a strong head of department a deputy. In this position a board of knowledgeable people could also be advantageous. In terms of efficiency having less people to go through would make the chain of command easier to follow up should an issue need to be escalated to the highest level. However, a board of directors does allow for an organisation to spread it’s reach into a number of different places. Each head on the board could lead to a number of connections with other businesses and allow for opportunities that may not have risen to light if the people on the board were not there in the first place[2].  
	Once the overall higher management has been established then lower level managers are required to work closer to the staff in the new information security unit. This could be any number of managers and having a number of lower level managers could be beneficial as they could all be hired with different expertise allowing a closer look into individual parts of this new unit at FlowTech. Obtaining a multitude of managers also allows the organisation to rotate the time spent in the office. In the technology industry it is often the norm for staff and even higher ups to work from home assuming there are no high importance events going on in any given day. Having multiple managers allows a schedule to be rotated between them offering a split between work from home and in office work. This may seem unrelated however, a study done by Stanford university found that working from home can increase productivity[3]. As well as this a number of businesses have reported no apparent revenue drop due to the covid-19 situation throughout 2020 to 2022. 
	Finally, the rest of the employees will fill in under the management. Since this is a new unit the seniority of staff may be slightly ambiguous however, as time goes on employees will be promoted to senior positions and junior positions at the company will open up and allow for new blood to be introduced into the unit. Seniority in the work place can play a big role in how situations are handled, because of this I think it would be best for FlowTech’s new security unit to hire employees without detailing the seniority of the position on the application until certain people have proved their value within the company.
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Figure 1. Diagram of the management structure.

[bookmark: _Toc102340446]3. Policies and Compliance
Policies in the workplace allow for management to set a standard they would like all of their employees to be working at. Some standard policies an organisation may wish to incorporate are a clean desk policy, no phones around sensitive material, one person through a door at a time in secure areas, locking computers if you are leaving them, and many more. Policies also allow for companies to set rules around whether staff are allowed to download whatever they may wish onto a network. Often the easiest way for a cyber attack to take place is to bait an employee into downloading malicious software[5]. To combat this a policy may be put in place to discourage staff from downloading any unnecessary material. However, this is not the only way malicious software may reach a network and that is where the role of host and network based intrusion detection systems comes in more on those later though. 
	First and foremost when implementing policies a clean desk policy for everyone at the company should be established. A clean desk policy doesn’t necessarily mean nothing is allowed on the desk as this can often lead to worse moods in the workplace. Employees should be allowed to personalise their desk and cubicle within reason. For example, an employee may wish to put up some photographs of their family, pets, and even some crafts their children may have made. These things are okay to allow this does not mean that an employee is allowed to leave vital files pertaining to the security of the building or data on the networks in plain sight. Should an employee be caught leaving important documents pertaining to the safety of staff or data FlowTech should require the employee in question to take a corrective course on the policies broken. This rings true for all policy instated at the company by the new information security unit. Any persons hired by the company should be held accountable for their actions and proper punishments should be handed out depending on the severity of the policy broken. To make sure employees and even visitors to the organisation stay compliant a strike system will be introduced. Once hired a person will be allocated 5 strikes total. Should they break policy 5 times a performance review will be required and in some cases the discussion around terminating said employees contract should be discussed. Although it seems harsh reprimanding employees for breaking policy can often lead to better performance as they are aware of the risks they can impose on the organisation should they make the same error in judgement again[6]. 
To stay ethical and align with the law the level of punishment for the policy broken must be carefully set. Should FlowTech’s new unit instantly fire someone for leaving a computer unlocked this could have major legal consequences for the organisation. Therefore, it is in FlowTech’s best interest to make sure that the punishments are in no way extreme and are actually constructive to the employee and provide them with ways of improving their practices more in the future. The aim of policies are to make the workplace a safer and more secure environment not only for the data on the systems but also for the employees who come to work there every day.
	
[bookmark: _Toc102340447]4. Risk Management
When dealing with any physical site or technological implementation a risk assessment is needed to make sure that nothing and no one is being put at risk by this new implementation. To aid with risk assessment at FlowTech the new information security unit will oversee the operations of having these assessments done. Any new building and software installed at the organisation will need to have a risk assessment done to make sure that no person or amount of data is being put at risk. Risk assessments are key parts in making the workplace safe for everyone involved regardless of rank within the organisation[7].
	A good risk assessment should include diagrams of any potential hazards, a key so that any reader can see the level of each hazard and the precautions that should be taken when operating around these hazardous areas or technologies. Using figure 2 as an example shows what FlowTech may want to incorporate into their risk assessments with the new team. While the extremely harmful or even death related risks may be insignificant they need to be included in order to make the risk assessment thorough and valid. If any corners are cut at this point it could lead to serious injury and even death therefore, it is in FlowTech and the information security teams best interest to keep everyone safe at the workplace.
	Some risks that may arise in the workplace at FlowTech are most likely to be fire hazards. With the amount of computer systems required to run a tech company fire hazards are without a doubt the most prominent[8]. It is in the best interest of this new security unit and FlowTech to make sure that any and all fire hazards are appropriately labelled. Even things as trivial as choking hazards should be appropriately labelled in order to keep both the staff and the organisation safe from legal action. When formulating a risk assessment is good practice to get the input of employees from an organisation to identify any potential risks that the team responsible for creating the risk assessments could have overlooked in their initial surveying of the organisation. This remains true for all aspects of the organisation even who has access to which areas of a building should be considered when doing a thorough risk assessment to evaluate whether any addition training would have to be provided to staff entering these areas.   
[image: Implementing risk assessments - The Shipowners' Club]
Figure 2. example of a rudimentary template for a risk assessment 
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In the event a disaster would occur FlowTech will need ways to deal with this and recover the appropriate resources in a timely manner to minimise loss of profit. A contingency plan will have three main points an initial emergency response, crisis management, and business continuity e.g. recovery and resumption of standard procedures[9]. 
	When preparing a contingency plan a few things should be taken into consideration. The plan will need to be multi part and have many people working towards to goal of getting the organisation, in this case FlowTech back up and running. The initial emergency response is relatively simple and straightforward. Once a potentially disastrous scenario is noticed the first stages of the emergency response should be rolled out notify the management and set the gathering of response teams in motion. Once the initial stages are processed there should be two teams notified. A crisis management team to deal with the majority of the disaster and where people and equipment should be sent as well as which official authorities to notify. This crisis management team will be in charge of the situation until it has reached its end whatever that may be. A building may be burned down in the worst case scenario or someone may be severely injured and the crisis management team is responsible for handling the way these are dealt with. 
Once the crisis is over and the organisation wishes to get things back in order a new team responsible for the resumption of the usual practices will take over. This next team will be responsible for retrieving any and all data that was lost where possible and restoring the systems to a working capacity. This is when having an off site backup of the data on your network would come in allowing the business team to retrieve the backup from the offsite location and reinstall the latest data FlowTech had. It is inevitable in a worst case scenario like this that some data is lost therefore the new policies should reflect a backup and reimagine scheme that aligns with a sensible schedule to best secure the organisations data.
With a proper contingency plan implement by the new security unit FlowTech and all its employees along with any data on the network will, in theory be secure and recoverable in the event of a crisis.  


[bookmark: _Toc102340449]6. Conclusion
This new unit of security at FlowTech will be responsible for the security of data and staff belonging to the organisation and will have appropriate methods of recovery implemented to deal with a potential disaster scenario. Having an information security unit is incredibly beneficial when dealing with important data. FlowTech’s new unit will allow them to have the utmost confidence in the security of their data aided by the newly installed intrusion detection systems on their networks. Policies to keep workspaces clean, tidy, and secure are one of the key parts in securing your companies information. With staff being required to lock computers when not attended and phones being turned off during important meetings FlowTech can be happy with the guarantee nobody is listening or wandering into offices and stealing valuable data. In the worst case any rival company would also have a hard time cracking into the organisation with key card locked doors and biometric requirements to get into vital server rooms the risk majorly outweighs any gain someone would receive from hacking into FlowTech systems. The brand new management hierarchy allows for quick response times to big threats and a fast execution of contingency plans should the need arise to use them. FlowTech will benefit massively from this new unit and can work peacefully knowing their data will be as secure as possible.
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