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Barclays are doing a payment
check.

Did you make the following
payment?

3800 GBP AND 1200 GBP at 02

If yes, reply Y
If no, call 0844 357 4735
immediately.

Phishing, Smishing & Vishing O,

Barclays has noticed your
debit card was recently
used on 19-10-2016
14:23:12 at APPLE
ONLINE STORE
2102152121 for £999,00
GBP. Ref AP0929385. If
this was not you please
Urgently call fraud
Provention on
03330124697 or
+443330124697 Do not
reply by SMS hitps://
Dacciays.CO.uK/

\ Your Barclays Debit Card

has been temporarily
deactivated to prevent
fraudulent payment to
PAYPAL UK for 2526.00
GBP. Please call Fraud
Prevention immediately
on 03301170179 If you
are not aware of this
transaction. Do not
teply by SMS, hitp.//

www.barclays mobi

From: GOV.UK - HM Revenue & Customs - <90316095524072002123@21601628086239367924. tax.co.uk>
Sent: Thursday, 14 March 2019 10:24 PM

To: xx@hotmail.com
Subject: refiD: 308234106011 - Your Tax is Ready -

HM Revenue
& Customs

Support from your HMRC

Dear customer,

You are receiving this notice from HM Revenue & Customs with information about your available refund credit of
254,36 GBP, and how to return your funds electronically using the online platform. Please note that this process
of March , 2019. After the due term of this process you can only request your
erson at any HM Revenue & Customs office..

If you need a refund from us, take a look at the following links:
ifl m M|
You can also get your refund by direct debit. Visit GOV.UK for the information you need.

If you've already get your refund by post —thank you.

{wnil

Andrew Walsh

Head of Digital Communication Services
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Phishing, Smishing & Vishing
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1. Authority — Is the message QEJ
from someone claiming to be
in Authority? %mm

https://takefive-stopfraud.org.uk

2. Urgency - You’re told you
have a limited time to
respond -such as 24 hours
or Immediately.

3. Emotion — Does the message make you
panic, fearful, hopeful or curious?



Phishing, Smishing & Vishing

4, Surprise? — Are you expecting the
email or message”?

5. Scarcity/Current Events — Is the
message offering something in short
supply? What is happening?

% T0 STOP FRAUD"

https://takefive-stopfraud.org.uk



Social Engineering by Vishing

WATCH THIS HACKER
BREAK INTO

MY CELL PHONE ACCOUNT
IN 2 MINUTES




Important to set strong passwords and have
different passwords for accounts

Cyber criminals often use software that guesses your
password until it cracks it.

Known as a Brute force or dictionary attack

Shorter passwords (under 14 digits) are the easiest
to crack



Passwords — Do not give them away so easily




Multi Factor
Authentication

“Defence in Depth”
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Carry out your own health checks

https://haveibeenpwned.com
https://www.security.org/how-secure-is-my-password/

'll SecurltYOrg Home Secur ity Smart Home Digital Security About Us What’s My Security Score ? Q

: ; w— h ave i b e e n pw n e d ? @ KEEPER Your passwc_nrds will always ' ' e —
be secure with Keeper.

Check if your email or phone is in a data breach

terriblepassword@easytohack.com| How Secure Is My Password?

The #1 Password Strength Tool. Trusted and used by millions.
Oh no — pwned!

Pwned in 2 data breaches and found no pastes (subscribe to search sensitive breaches

@ 3 Steps ° better security - = - _

Entries are 100% secure and not stored in any way or shared with anyone. Period.



https://howsecureismypassword.net/
https://howsecureismypassword.net/
https://howsecureismypassword.net/

How Safe Are You Online?
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