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[bookmark: _Toc131696545]Introduction
In this report I will be discussing the key functions of general operating systems, the use of Windows and Linux OS CLI commands, and OS scripts for Windows and Linux. I will be analysing the key and common functions of general operating systems. The use of Windows and Linux OS CLI commands I will be using 10 batch commands for Windows and 10 Bash commands for Linux. For the scripts I will be documenting the use of the Batch/Bash script.
[bookmark: _Toc131696546]Key functions of general Operating Systems
There are many key functions to an operating system such as security. Security is very important and necessary for any computer as this will allow you to have a password and to protect your data while also preventing access to hackers [1]. 
File management is another key function of an operating system. This allows you to manage the folders and files on the computer by being able to: create, rename, deleting, opening and closing the files [2]. You can also choose which users have access to which folders and files meaning you can create an optimised set up which allows all users to be able to access the files they need [2].
Another function is having control over your system performance, this allows you to see the health of your computer to see if it is performing well or not by tracking how fast the computer operates [3]. This can help when troubleshooting your computer because you will know what problems are occurring when a problem does occur [3]. 
Job accounting is another key function of an operating system, this allows the computer to keep track of what resources are being used as well as the time that is used for certain tasks that the users are using [4]. By doing this you will be able to see how much resources a user is using. 
Memory management is another key function and what this does is control and coordinate the main memory (RAM) of the computer [5]. This means that the computer will use the required amount of memory (RAM) necessary for the applications and processes that are in use.
[5][image: Computer memory hierarchy]
The computer can also create virtual memory (RAM), and this allows the computer to fully optimise the memory (RAM) usage and where the memory is allocated [5]. 
Error detecting aids allows the operating system to constantly be checking for errors which could crash your computer and cause it to shut down unexpectedly [1]. 
Device management is used to know and control the input and output devices that are connected to the computer [6]. This would require access to multiple resources such as RAM and file access to see if the required files are available to make sure your input and output devices are able to work correctly [6]. Devices such as a mouse and keyboard require the correct files for the computer to recognise the devices.

[bookmark: _Toc131696547]Use of Windows OS CLI commands
In this section I will be showcasing different commands that are available in PowerShell.
[bookmark: _Toc131696548]Get-Command
[image: ][image: ]
This is the “Get-Command”, this shows every command that is available in PowerShell [7]. The list is too big to show, but here is just a short section of the list of commands.
[bookmark: _Toc131696549]New-Item
[image: ]
This is the “New-Item” command [7], this creates a new item as seen in the image above, I created 5 test items, and it shows that they were successfully created.
[bookmark: _Toc131696550]Get-CloudDrive
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This is the “Get-Clouddrive” command, and this shows all the details of the PowerShell I am using as I am using Azure [8].
[bookmark: _Toc131696551]Get-Process
 [image: ]
This is the “Get-Process” command, and this shows a list of the processes that are running, however as this is online its only what is used on their end to run this PowerShell command line to me [9].


[bookmark: _Toc131696552]Get-Help
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The “Get-Help” command is used to get some help understanding what you are doing as it will show you all different ways and different commands you can use.
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This is the “Get-Process” command followed by the “Format-List [10]” command, and what this does is display the same info but in a different way, comparatively to the list without the “Format-List” command.
[bookmark: _Toc131696554]Get-ChildItem
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This is the “Get-ChildItem” command, and this command allows you to view the different files and folders that are available in the working directory [11].
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The “Get-History” command allows you to view all the previous commands you have inputted and allows you to quickly input them again via the number on the left.
[bookmark: _Toc131696556]Get-AzSubscription
[image: ]
This command “Get-AzSubscription” shows the status of my current subscription to Microsoft Azure.

[bookmark: _Toc131696557]Read-Host
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This command allows the user to input a prompt “Read-Host -Prompt “Hello, how are you today?” the user can then respond to the prompt as shown in the image.
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In this section I will be showcasing different commands that are available in Bash.
[bookmark: _Toc131696559]ls
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The command used here is “ls” this simply list all the files in a certain directory [12].
[bookmark: _Toc131696560]echo
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The “echo” command displays what the user has input in the brackets after the echo, such as “echo “Hi this is Lloyd Case 1818917””. This will then be displayed [12].
[bookmark: _Toc131696561]man
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This command allows you to get help and see the manual which displays what specific commands do in case you need help figuring out which command does what. This displayed the whole manual for Bash commands [12].
[bookmark: _Toc131696562]mkdir
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The “mkdir” is a command used when you want to create a new directory, in the image I created a directory named test1 [13].
[bookmark: _Toc131696563]cd
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In this image I am using the “cd” command which is used to navigate the directory [12], in this case the directory is test1 and in the image we can see that I was successfully able to access the directory.
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This is the “top” command, and this command is used to show what processes you are running and the resources they take, allowing you to monitor if they are working correctly and that there is no memory overflow [13].
[bookmark: _Toc131696565]history
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The “history” command is used in the same way as it is in PowerShell in that it displays the history of all the previous commands you have used [12].
[bookmark: _Toc131696566]vmstat
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The “vmstat” command shows the user a statistically detailed report of the virtual memory that is currently in use [14].
[bookmark: _Toc131696567]w
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The “w” command shows which users are currently logged in and also displaying their current activity. In the image there are no users as there aren’t any in the specified group [14]. 
[bookmark: _Toc131696568]whoami
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The “whoami” command, very simply displays your username to show you that you are you [14].
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In this section I will be showcasing different scripts that are available in PowerShell.
[bookmark: _Toc131696570]Variables
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This script is for variables [15]. Shown in the image above is a variable in action with the $username. The variable $username is being used to hold the information “Hello my name is Lloyd”. When the echo command is used, we can see that everything in $username is being displayed.
[bookmark: _Toc131696571]Arrays
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This is a script demonstrating the use of arrays in PowerShell. In this we can see that I have created a list of the numbers 1,2 and 3 [16]. Using the variable $ArrayTest we can store the table of numbers.
[image: ]
This is the array in an echo command, so its being displayed and this is what it looks like, as we can see its simple as it is just a list that goes down in a line displaying all that was in the $Arraytest variable.


[bookmark: _Toc131696572]Hash Table
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A hash table is used to display information in a table. Using the by using $hashtable I am able to write out the code for what I want displayed in the table. NAME, STID and AGE are all variables that were used to display my name, student ID and age [17].
[image: ]
As shown above the $hashtable is being displayed and it is showing the information in a nicely organised table that displays the name and the value.
[bookmark: _Toc131696573]User input
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This script allows for user input [18]. In this example you are asked your age, you will then be prompted to input your age.
[image: ]
After writing the “Write-Output” command we can then see that the age number has been stored and we can see that it now displays your age.
[bookmark: _Toc131696574]Functions
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Lastly is functions, this is another key feature in Windows scripting as it allows the user to store multiple commands within a single variable[18]. In this example we can see that it allows for a sum to be completed. 
[image: ]
As the image previously showed, the equation was 5 * 10 and the program was able to work out the sum and through inputting “Thesum” (the name of the function) we can see that the number 50 is correctly displayed.
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In this section I will be showcasing different scripts that are available in Bash.
[bookmark: _Toc131696576]Variables
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The first script is with variables [19]. Variables are used to set what will be displayed. In the example above we can see that FIRST will display “Hello, my name is” with the use of the echo command as well as the $FIRST to actually display that specific variable. The same is true for Name and Age, they have a set variable, and, in the echo, command are set by $Name and $Age. 
[image: ]
This is then what is displayed once you run the script.
[bookmark: _Toc131696577]Function
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This is a function script. This is used for when you want multiple lines of code to work within a single variable. In this example “username” is used to hold echo “Lloyd”, then this is displayed at the end when the variable $(username) is used [20].
[image: ]
This is what will be displayed, as you can see the function has worked correctly and does display what was in the username function.
[bookmark: _Toc131696578]Number
[image: ]
This is a script for displaying numbers. As you can see it is very simple and follows the same syntax as the other scripts shown, where a $ is needed in front of the variable to display in the echo statement at the end. This script will allow the numbers to be added together to display 15.
[image: ]
This is what it displays, as you can see it has correctly done the maths which was 5+10, as it gave the answer 15.
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This is a script of using user input [17]. This is a great way to make a sort of game if you wanted to (a text based one) as you are able to input whatever you like. In this script you can see it asks for your age and you will simply input your age.
[image: ]
Displayed here is the code in action and an age displayed along with the statement displayed after you enter your age.
[bookmark: _Toc131696580]If Statement
[image: ]
This is an if statement [19], this allows you to have two different outcomes to your coding. In the example above you can see that it asks to guess what year I was born, you can see in the coding that the correct answer is 2002.

[image: ]
If correct this will be displayed.
[image: ]
If incorrect this will be displayed.

[bookmark: _Toc131696581]Conclusion
In conclusion I have discovered that both the Windows and Linux Batch/Bash are very similar and sometimes use the same syntax, however PowerShell was much more difficult for me to understand due to some syntax being different between the two, with Linux seemingly simplifying the process it seems. 
I have learned that there are many things an operating system must have for it to be safe and secure, with Windows everything is set up for you, if you were to get a Linux machine you must make sure that you have all the security features are in place otherwise you could be susceptible to an attack. 
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PS /home/1loyd> New-Ttem

cndlet New-Ttem at command pipeline position 1
Supply values for the following parameters:
Path[]: TEST 1

Path[1]: TEST 2

Path[2]: TEST 3

Path[3]: TEST 4

Path[4]: TEST 5

Path[5]:

Directory: /home/1loyd

UnixMode User [ LasthiriteTime

1loyd 4/6/2023 11:42
Lloyd
Lloyd
1loyd 4/6/2023 11:42

1loyd 4/6/2023 11:42
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PS /home/lloyd> Get-Clouddrive

FileShareName €5-1818917-student -uwtsd-ac-uk-10032000ca478103

FileSharePath //csb10032000ca478103. file. core.windows . net/cs-1818917-student -uwtsd-ac-uk-10032000ca478103
MountPoint /home/110yd/clouddrive

Name csb10032000ca478103

ResourceGroupName : cloud-shell-storage-westeurope

StorageAccountName : csb10032000cad78103

SubscriptionId cSelea42-f1da-43d8-abe-adfdbbacdefs
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PS /home/lloyd> Get-Process

(M)

WS(M)

133.50
502.25
2.61
3.19
2.53

cPu(s)

7.87
49.63
0.00
0.02
0.00

Id SI ProcessName

21 1 node
119 116 pwsh
118 116 runuser
1 1 startNode.sh
116 116 startPush.sh
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PS /home/1loyd> Get-Help
TOPIC

Getting started with Powershell in Azure Cloud Shell.

SHORT DESCRIPTION

Explains new concepts of PowerShell in Azure Cloud Shell.

LONG DESCRIPTION

PowerShell in Azure Cloud Shell brings the familiar Powershell experience
along with the following set of new capabilities:

AZURE DRIVE

The Azure drive (Azure:) enables easy navigation of Azure resources such
as Compute, Network, Storage etc. similar to filesystem navigation.

MODULES

In addition to the built-in Powershell modules, Powershell in Azure Cloud Shell
comes with all Az modules pre-installed.

TooLS

Powershell in Azure Cloud Shell comes pre-installed with tools such as Vim, Nano,
Git, Python, and SQLOMD. For a complete list visit https://aka.ms/cloudshell/powershell-tools

ONLINE HELP

You can find help for PowerShell in Azure Cloud Shell online at https://aka.ms/cloudshell/powershell-docs

EXAVPLES:
Get-CloudDrive
Dismount-CloudDrive
Get-AzCommand
Tnvoke-AzWMCommand
Enable-AzWWPSRemoting
Disable-AzVMPSRemoting

SEE ALSO:
Get-CloudDrive
Dismount-CloudDrive
Get-AzCommand
Tnvoke-AzWMCommand
Enable-AzWWPSRemoting
Disable-AzVMPSRemoting

: List information of the Azure File storage share that is mounted as 'CloudDrive’

: Dismounts Azure File storage share from the current session

: Gets all the context specific Azure commands when invoked from Azure PowerShell drive
: Runs commands on Azure WMs

Enable all aspects of PowerShell remoting on the given target (NSG Rules, Target WinRM/SSH configs)

: Disable all aspects of PowerShell remoting on the given target (NSG Rules, Target WinRM/SSH configs)
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PS /home/lloyd> Get-Process | Format-List

1d s
Handles

U ;832
s i

Name  : node
1d : 119
Handles : 419
U :55.77
s : 116
Name  : push
1d

Handles

cPu

s : 116
Name  : runuser
1d

Handles

U : 0.2
s 11

Name  : startNode.sh
1d

Handles

cPu

s
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PS /home/1loyd> Get-ChildItem

Directory: /home/1loyd

UnixMode  User Group LasthriteTime Size Name
1loyd 1loyd 4/6/2023 22 clouddrive -> /usr/csuser/clouddrive
1loyd 1loyd 4/5/2023 4096 Microsoft
1loyd 1loyd 4/6/2023 0 clear
1loyd 1loyd 4/6/2023 @ clear-host
1loyd 1loyd 4/6/2023 o HEllo
1loyd 1loyd 4/6/2023 0 TEST 1
1loyd 1loyd 4/6/2023 0 TEST 2
1loyd 1loyd 4/6/2023 © TEST 3
1loyd 1loyd 4/6/2023 0 TEST 4
1loyd 1loyd 4/6/2023 0 TEST 5





image10.png
PS /home/1loyd> Get-History

Id  Duration CommandLine

1 4.478 Get-Command

2 ©.003 Get-Command out-host
3 16.361 New-Ttem

a 0.047 clear-host

H 16.506 New-Ttem

6 4.778 move-item

7 0.052 mkldir

8 0.035 mkdir

9 16.532 help
10 0.075 Get-Clouddrive
1 3.279 Import-Alias
12 0.629 Get-Process
13 0.008 Get-Help
14 0.112 Start-Process Word
15 ©0.013 Get-Process | Format-List

16 ©.019 Get-ChildItem




image11.png
PS /home/1loyd> Get-AzSubscription

Name 1d TenantId State

Azure subscription 1 cSele442-flda-43d8-ab8e-adfdb6dcders 460£1179-046e-4505-9chs-db2152311e21 Enabled
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PS /home/lloyd> Read-Host -Prompt "Hello, how are you today?
Hello, how are you today?: I am feeling great!
¥ a Tecling aecart
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lloyd [ ~ J$ 1s
clear clear-host clouddrive HEllo Microsoft 'TEST 1' 'TEST 2' °‘TEST 3' 'TEST 4' ‘'TEST 5'
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1loyd [ ~ ]$ echo "Hi this is Lloyd Case 1818917"
Hi this is Lloyd Case 1818917
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lloyd [ ~ 1$ man

What manual page do you want?
For example, try 'man man'.
1loyd [ ~ J$ man man
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MAN(1) Manual pager utils

NAME
man - an interface to the system reference manuals
SYNOPSIS
man [man options] [[section] page .
man -k [apropos options] regexp .
man K [man options] [section] term ...
man -f [whatis options] page ..
man -1 [man options] file
man -w|-W [man options] page ...
DESCRIPTION

man is the system's manual pager. Each page argument given to man is normally the name of a program, utility or function. The manual page associated with each of these arguments is then found
and displayed. A section, if

provided, will direct man to look only in that section of the manual. The default action is to search in all of the available sections following a pre-defined order (see DEFAULTS), and to show only th
e first page found,

even if page exists in several sections.

The table below shows the section numbers of the manual followed by the types of pages they contain.

Executable programs or shell commands
System calls (functions provided by the kernel)

Library calls (functions within program libraries)

Special files (usually found in /dev)

File formats and conventions, e.g. /etc/passud

Games

Miscellaneous (including macro packages and conventions), e.g. man(7), graff(7), man-pages(7)
System administration commands (usually only for root)

Kernel routines [Non standard]

CaNA N AWN R
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1lloyd [ ~ ]$ mkdir testl
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lloyd [ ~ J$ cd testl
loyd [ ~/test1 J$ |
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top - 12:42:50 up 2:16,

Tasks: 12 total,
%Cpue 2.7/
GiB Mem : 38.2/3.8
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/bin/bash ./Linux/startNode.sh
*~ node --max-http-header-size=1666@ app.js
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2rl!

@ users, load average: .26, .35, 0.29
1 running, 11 sleeping, @ stopped, @ zombie
Al
[
[

*- /bin/bash Jusr/cloudshell/linux/startPush.sh 1loyd
*~ /sbin/runuser 1loyd --session-command /usr/bin/push -NoLogo
"~ Jusr/bin/push -NoLogo
*- /bin/bash /usr/cloudshell/linux/startPush.sh 1loyd
*~ /sbin/runuser 1loyd --session-command /usr/bin/push -NoLogo
"~ Jusr/bin/push -NoLogo
“~ /bin/bash /usr/cloudshell/linux/start.sh lloyd
*~ /sbin/runuser -u lloyd /bin/bash
~— /bin/bash
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[ ~ 1% history
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echo “Hello World"

echo "Hi this is Lloyd Case 1818917"
man

man man

clear
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lloyd [~ J$ w
12:53:28 up 2:26, @ users, load average: 1.11, .66, .42
USER  TTY LOGING IDLE JCPU  PCPU WHAT
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lloyd [ ~ I$ whoami
1loyd
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PS /home/1loyd> $username = "Hello my name is Lloyd"
PS /home/1loyd> echo $username
[alm o7 = 5o [UmT
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PS /home/1loyd> $ArrayTest
> 1,

> 2,
>3
)
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PS /home/1loyd> echo $Arraytest
1
2
3
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PS /home/1loyd> $hashtable = @{
>> NAME = "Lloyd”

>> STID = 1818917

>> AGE = 21

>}
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PS /home/lloyd> $hashtable

Name Value
AGE 7n
STID 1818917

NAME Lloyd
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PS /home/1loyd> $userAge = Read-Host "/gze”
Age: 21
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PS /home/1loyd> Write-Output "Your age is: ${userAge}”
Your age is: 21
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PS /home/1loyd> function TheSum {
>> $Sum = 5 * 10

>> Write-Output $Sum

>}




image32.png
PS /home/1loyd> Thesum
50
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FIRST="Hello, my name is '
Name="LToyd"
Age=21

echo $FIRST $Name and I am $Age years old
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= bash main.sh
Hello, my name is Lloyd and I am 21 years old
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username( )

{
echo "Lloyd"

}

echo "Your name is $(username)"
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= bash main.sh
Your name is Lloyd
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Number1=5

Number2=10

Answer=$(($Number1 + $Number2))
echo Answer = "$Answer"
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= bash main.sh
Answer = 15
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echo "How old are you?"

read Age
echo "Wow, you are very brave for a $Age year old!”
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= bash main.sh
How old are you?

21
Wow, you are very brave for a 21 year old!
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echo
read
if [
then
echo
else
echo
i

"What year was I born? "
YearBorn
$vearBorn == 2002 J;

"Hooray! You got it!."

$YearBorn is unfortunately incorrect.”
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= bash main.sh
what year was I born?
2002

Hooray! You got it!
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= bash main.sh
vhat year was I born?
2000

2000 is unfortunately incorrect.
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PS /home/11oyd> Get-Command




image3.png
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet

Update-AzStorageFileServiceProperty
Update-AzStorageServiceProperty
Update-AzSupportTicket
Update-AzSynapseFirewallRule
Update-AzSynapseIntegrationRuntime
Update-AzSynapseIntegrationRuntimeNode

5.4.1
5.4.1
1.0.0
2.3.0
2.3.0
2.3.0

Update-AzSynapsel inkConnectionl andingZoneCredenti... 2.3.8

Update-AzSynapseManagedVirtualNetworkConfig

Update-AzSynapseSparkPool

2.3.0
2.3.0

Update-AzSynapseSqlAdvancedThreatProtectionSetting 2.3.8

Update-AzSynapseSqlDatabase
Update-AzSynapseSqlPool

2.3.0
2.3.0

Update-AzSynapseSqlPoolAdvancedThreatProtectionSe... 2.3.8
Update-AzSynapseSqlPoolVulnerabilityAssessmentSet... 2.3.8
Update-AzSynapseSqlVulnerabilityAssessmentSetting 2.3.8

Update-AzSynapseorkspace
Update-AzTag
Update-AzureADSignedInUserPassword
Update-AzVHubRouteTable
Update-AzVirtualApplianceSite
Update-AzVirtualHub
Update-AzVirtualHubBgpConnection
Update-AzVirtualHubVnetConnection
Update-AzVirtualNetworkGatewayNatRule
Update-AzVirtualRouter
Update-AzVirtualRouterPeer
Update-AzVirtualWan

Update-AzvM

Update-AzVmss

Update-AzVmssTnstance

Update-AzVmssVM
Update-AzVpnConnection
Update-AzVpnGateway
Update-AzVpnGatewayNatRule
Update-AzVpnServerConfiguration
Update-AzVpnServerConfigurationPolicyGroup
Update-AzVpnSite
Update-AzWebAppAccessRestrictionConfig
Update-AzWebAppTrafficRouting
Update-FormatData

Update-Help

Update-List

Update-TypeData
Use-AzHDInsightCluster

Wait-AzDatal akeAnalyticsJob

Write-Information

Write-Output
Write-Progress

2.3.0
6.5.3
0.0.0.10
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
5.5.0
PREN:]
PREX:]
7.0.0.0
7.3.3.500
7.0.0.0
7.0.0.0
5.0.1
1.0.2
5.0.1
[EX]
2.3.0
7.0.0.0
7.0.0.0
7.3.3.500
7.0.0.0
7.3.3.500
7.0.0.0
7.0.0.0
7.0.0.0
7.0.0.0
7.0.0.0
7.0.0.0

Az.Storage
Az.Storage

Az.Support

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Synapse

Az.Resources

AzureAD. Standard.Preview
Az.Network

Az.Network

Az.Network

Az.Network

Az.Network

Az.Network

Az.Network

Az.Network

Az.Network

Az.Compute

Az.Compute

Az.Compute

Az.Compute

Az.Network

Az.Network

Az.Network

Az.Network

Az.Network

Az.Network

Az.Websites

Az.Websites
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Core
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Utility
Az.HDInsight

Az.Datal akeAnalytics
Az.HDInsight
Az.RecoveryServices
Az.Synapse
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Core
Microsoft.PowerShell.Management
Microsoft.PowerShell.Core
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Utility
Microsoft.PowerShell.Utility




