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Abstract
The main aim of the project was to conduct an experiment to see the impact of malware infecting a range operating systems on virtual machines with the use of different digital forensic tools including the Wireshark and FTK Imager.

To conclude the findings of the experiment the show that the WannaCry virus is ineffective on running on Windows 11 and Windows Server operating systems as the enteral blue exploit is patched making it in effective. This also means the forensic examination of the hard drive could not occur due nothing effecting the files to analyse. In addition, for the Ubuntu and Debain systems the Eicar the virus being run showcases the attempts of accessing ports and protocols to carry out tests against the system. The experiment showed that access and communication to 58312 port was achieved.







[bookmark: _Toc371255527][bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc371255528]1. Introduction
With the increase of the dependency of technology digital forensics is becoming more prevalent now than ever with the uptake in technology being used in crime and crime being carried out over cyberspace. Digital forensics is used in investigations to recover and analyse data to gather as evidence and to help conclude what has occurred.
The field of digital forensics is constantly developing as technology upgrades and expands the research into different methods and techniques in carrying out forensic analysis for these new developments does alongside it. One establishing area is with IoT (Internet of Things) forensics, IoT forensics is the process of carrying out forensic analysis on everyday objects that have technology embedded and connectivity to the internet such as smart fridges, heaters, and lights.  As the way these objects’ function and store data varies from device to device allowing for innovative ways to recover information. Another establishing area is network forensics which focuses on inspecting network traffic and logs etc to collect evidence of suspicious and/or illegal activity to protect and use as evidence in criminal investigations. [1]




In the digital forensics sector according to the study “The 2024 digital forensic practitioner survey” conducted in 2024 found that it is a male dominated industry with most digital forensic investigators reported themselves as being male with 80.3% identifying themselves as such in the survey. While only 17.2% identified themselves as female with the other 2.5% of participants using the option “I prefer not to say”.

The level of education digital forensic investigators has varied as there are multiple different pathways into the field. Although the majority digital forensic investigators reported that their highest qualification is a master’s degree or an equivalent to it,.

Within society digital forensics plays a significant role in assisting law enforcement in carrying out criminal investigations and recovering evidence. According to the previously mentioned study the majority of participants (these being 61.5% of the 122 participants) working with law enforcement.  During digital forensic investigations a wide range of devices are encountered and analysed. The most common devices that are analysed include smart phones, computers and tablets and the most common type of operating system encountered is Windows. [2] [3]

The purpose of carrying out this project is it will provide insight and evidence as to what data can be recovered in case of a malware attack for businesses. This is relevant to businesses as malware is a reoccurring issue for them. This is because they store massive amounts of data that cybercriminals can sell or held for ransom through malware which makes businesses a prime target.

The experiment that will be carried out to provide this information will be infecting virtual machines of varying operating systems with malware. The virtual machine ISO files will be downloaded from the respecting operating systems’ websites and will be run using Oracle Virtual Box.

This will be done using digital forensic tools to recover a forensic image of the infected virtual machines to analyse the effects of the malware on the systems files along with the sample files such as documents, images and videos. This will provide a comparison on how different file types react to malware and if there are any changes.
​

    
1.1 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529]Aim
The main aim of this report is to evaluate the impact of contaminated malware and retrieve any recoverable data with the use of digital forensic tools.


1.2 [bookmark: _Toc266447526][bookmark: _Toc371255530]Objectives


· Research five digital forensic tools that will be efficient to recover malware systems.
· Simulate two malware infected virtual machines.
· Extract any information that can be recovered.
· Analyze the data recovered from the infected system. 
· Produce a forensic report to showcase the findings. 
· Document and write-up final project report for submission.

For this project the SMART (Specific, measurable, Attainable, realistic, Time-bound) objective’s structure has been used to format them. This has been done as making objectives follow the SMART format makes them more time focused, specific and realistic. This in turn makes them more likely to be achieved and more productive than unfocused objectives. [4]

1.3 Conclusion

To conclude this chapter covered an introduction to the background of the topic of the project. In addition, it covers the project’s main aim of evaluating the impact of contaminated malware and to retrieve any recoverable data with the use of digital forensic tools. To achieve this aim, objectives are established to provide an achievable pathway. These objectives are discussed stating that research will be carried about efficient digital forensic tools to find out what will be suitable.
Then to achieve this experiment two malware virtual machines will be infected with malware after that information will be extracted and analysed. This in turn and then it will finally be documented and written up into the report.

In the next chapter, being the literature review it will set the ground work for the research that has been carried out to assist with furthering the project.



[bookmark: _Toc121041584][bookmark: _Toc202288061][bookmark: _Toc266447528]2. Literature Review


In this chapter the literature review will contain a collection of research to create a foundation of knowledge to help further the project by assisting with the design and implementation elements of it. Along with providing the reader with necessary context about key areas.



The main key areas the literature review will cover are: 
· 2.1 What is malware
· 2.1.1 The History of malware
· 2.1.2 Preventing malware
· 2.1.3 WannaCry Attack
· 2.2 Digital Forensic Tools
· 2.2.1 Autopsy
· 2.2.2 The Volatility Framework
· 2.2.3 Cellebrite Premium
· 2.2.4 FTK Imager
· 2.2.5 Wireshark
· 2.3 Virtual Machines
· 2.3.1 Using Virtual machines for malware analysis
· 2.4 Methodology
· 2.4.1 Dynamic vs Static analysis

2.1 What is malware
Malware is a term that is shorted for malicious software, it describes a piece of code that has been programmed to infect and take advantage of the targeted device. It is used by cybercriminals to make money in multiple different ways. It can be used to extract data to sell or to use a subcategory of malware called ransomware to make the victim's device unusable and data inaccessible until a payment is made to the cybercriminal. [5]	

Including the previously mentioned ransomware there are multiple types of malware to discuss, one of the most popular ones is a virus. A virus is a kind of malware that spreads itself through a person interacting with it. This could look like someone clicking on a link or running an application containing the virus. 

Another type of malware is worms which are able to copy themselves, unlike viruses they do not need any human interaction to do so. [6]

2.1.1 History of malware

2.1.1.2 Conceptual malware - 1963

John von Neumann was creating a concept of program that could through a system replicate and spread itself. Despite it being theoretical it served as the basis for the development of computer virus.

2.1.1.3 Creeper – 1971 

The first worm was created in 1971 by Bob Thomas, It was able to copy and transport itself between computers using APRANET without any additional human interaction.

The software was not created with intention of it being malicious it's purpose was just to display the message "I’M THE CREEPER : CATCH ME IF YOU CAN". [7]

2.1.1.4 ILOVEYOU - 2000

The ILOVEYOU virus was a worm that utilised phishing to steal passwords and delete files from the victims’ systems. The worm was created in the Philippines by Onel De Guzman when he initially proposed its creation for his thesis that ended up being rejected. However, he developed it regardless and he said he used it to steal user’s internet access passwords to avoid paying the Philippines high internet costs.


It executed this objective by being attached to an email with the subject line  ILOVEYOU . The worm was in a file called LOVE-LETTER-FOR-YOU.TXT.vbs which was disguised as a love letter to carry out the aim of preying on vulnerable people. If the user did run it would as previously mentioned steal user’s internet passwords, but it would also replicate and send itself to everyone in the victim’s email contact list.
Combining users’ curiosity and the majority of users not having security software in the 2000s it led to roughly 45 million systems globally being infected in just days which in turn caused billions in damages. It also temporally made the UK’s Parliament’s system go offline. [8]

Despite the extensive damaged caused by Guzma at the time of the attack the Philippines did not have any laws regarding prosecuting using computers for malicious acts, which led to the charges against him being dropped. [9] [10]
2.1.1.5 Stuxnet - 2010

Stuxnet was a worm designed to attack Iran’s clandestine nuclear program that was being used from 2007 to 2008 and then a more hostile version was released in 2009 and then an another more hostile version in 2010. 


This attack also effected power stations and gas valves by the malware infecting systems used for real-world infrastructure. It is alleged that Stuxnet was created and sent out by the United States of America and Israel. [11]


2.1.2 Preventing malware

There are multiple precautions that can be taken to reduce the likelihood of malware infesting and infecting computer systems. The steps taken to do this include:

· Backing up data regularly (using methods like RAID) in different places such as on external devices

· Only opening verified files.

· Use anti-virus software from companies such as McAfee, Norton and AVG.

· And create a plan to minimise any damage if a malware attack were to take place. [12]

2.1.3  WannaCry Attack

WannaCry was a ransomware attack that took place on Friday 12 May 2017 and infected 200,000 Computer systems. [13]
It exploited windows systems that had not installed a new security patch. This cyber attack effected the NHS (national health service) as it stopped multiple operations including:
· CT/MR scans being transferred 
· Chemo care being accessed
· The automation of blood work

Marcus Hutchins a computer security researcher was able to deactivate the WannaCry ransomware by finding a kill switch. [14]

As previously stated, there is a wide range of sub fields nested into digital forensics allowing for an expansive range of research to be carried out. In this chapter different digital forensic approaches will be discussed about how applicable and beneficial they are in achieving the aim of this project



2.2 Digital Forensic Tools

The field of digital forensic has a wide range of forensic tools available allow for specific sub sections such as memory forensics or mobile forensics to be represented and carried out. Without the tools available digital forensics would be a lot more challenging for companies and law enforcement to carry out.

2.2.1 Autopsy
Autopsy is a free and open source digital forensics software that has a wide range of operating system support. It is available to download on different versions and distros of Linux, macOS, and Windows. Autopsy being available on a variety of operating systems makes it an accessible and flexible digital forensics tool. In addition it being a GUI (Graphical User Interface) makes it unique in comparison to other popular forensics tools as they often use a command line system.



Autopsy is used to carry out digital forensic analysis on a wide variety of systems such as mobile phones and computers. Along storage devices including hard drives and SSDs. [15] [16]


In 2000 Brian Carrier started development on autopsy. Then with support from the US government, Sleuth Kit Labs, and Basis Technology allowed for it to have expansive development. [17] [18]
2.2.1.1 Benefits

It allows for 3rd party modules to be added in to give it additional functionality. One of these modules is video triage. Video triage allows for a video file to be cut up and key frames from there to turn them into thumbnails. This allows for the user to view multiple stills from a video.

This benefits the digital forensics investigator in multiple ways, one of which being it giving the investigator an idea of the contents of the video without needing to watch the entire way through. This lets the investigator decided if it is needed to look into the video. An additional way it benefits the investigator is if there is any explicit content relating to the investigation hidden in the middle of the video it allows for the investigator to spot it and use it as evidence.

2.2.1.2 Limitations

Despite it’s many advantages Autopsy also has multiple weaknesses, one of these being the software’s difficult learning curve. This is due to the more advance features of the software being challenging to learn. Although the GUI allows for more simpler tasks to executed in a user-friendly manner.  

Another limitation is that Autopsy has it takes a while to analyse information. In comparison to other commercial digital forensics tools it can often take double the time they do. [19] [20]

2.2.2 The Volatility Framework

The Volatility Framework is a free open-source forensic tool used for memory forensic analysis for Linux, Windows and MacOS. It was created in the programming language Python and was released publicly in 2007. 
[21] [22] In addition to that it supports the use of the plugins one of which being VolatilityBot. It allows for the process of the memory being analysed to be automated. [23]


2.2.2.1 Benefits


The benefit of volatility is that it has a wide range of features such as it being able to analyse a wide range of devices and an expansive range of data including network connections. Furthermore, the benefit of memory forensic analysis is that it allows for any information stored in the systems RAM to be extracted and if it is relevant to be utilised. This means data such as passwords are stored in plain text and can be gathered. [24]  [25] [26] 

2.2.2.2 Limitations
A limitation is with some plugins that are available false positives can be produced. Adding onto that there are not many plugins available compared to other digital forensic software.

2.2.3 Cellebrite Premium

Cellebrite Premium is a forensics tool used for carrying out mobile forensics. It allows for full file extractions to be carried out including with encrypted files and it is able to unlock password protected devices

The Cellebrite company behind Cellebrite Premium(Cellebrite DI Ltd) was founded in 1999. [27]



2.2.3.1 Benefits
It is beneficial as it can be used on a wide range of mobile devices such as both iOS and Android devices, the Android support includes devices from popular companies such as Huawei, Motorola, Samsung etc.


An additional benefit is it has features that allow for investigators to access more information to allow for a more in-depth analysis. For example, this software allows for passwords that have been saved, location data and social media to be accessed easily giving investigators more data to assist in carrying out their investigation. 
2.2.3.2 Limitations

A limitation is that to use the software a license needs to be bought which makes it less accessible as an additional cost can be a barrier.

2.2.4 FTK Imager
FTK Imager is a free digital forensics tool that Is able to create an exact copy of computer data to allow for digital forensic investigators to carry out their investigation without worrying about the original copy being accidentally altered. This copy is precise even including any drive free space or any unallocated space on the storage device.

FTK Imager is able to image a wide range of storage devices such as hard drives, DVD, and USB drives.

The software works by the image being mounted and giving the user access to the data on the drive. When navigating the data on the copied drive it is automatically viewed in read only mode to prevent accidental alteration. Furthermore it is also able to capture the RAM on the device allowing for data such as passwords to be recovered from the memory. [28]

2.2.4.1 Benefits


A benefit of FTK Imager is it allows for the use of hashes of either MD5 (Message Digest 5) or SHA-1 (Secure Hash Algorithm). These hashes can be used to prove that the evidence hasn't been tampered with as the hash of a file generated in the copy should match a hash generated on the original file.  In turn this showcases that
the investigation reliable as it proves there has not been any alteration to the original files.


Another benefit is that FTK imager is able to replicate the user’s file and folder structure. This offers a unique perspective of by showcasing how the user would view the layout of their files and folders.

An additional benefit is that even if the file(s) are deleted (including being removed from the recycling bin) they can be recovered as long as they are not overwritten. [29]


2.2.4.2 Limitations

One of the limitations to using FTK imager is that it can only preview the data on the image meaning to carry out more in-depth analysis a digital forensic tool with deeper analysis capabilities is required.

Another limitation is that FTK imager cannot be used with mobile phones, so if the investigation requires an extraction from one a different piece of software will have to be used.

An additional limitation is the minimal operating system support as FTK imager can only be run on Window’s operating systems. Furthermore, it can only image Window’s and Linux devices meaning for any devices running apple based operating systems such as macOS and iOS another software will have to be used. [29]


2.2.5 Wireshark

In digital forensics a common sub section is network forensics and to carry it out tailored forensic tools need to be used. A popular one of this type of digital forensics is Wireshark. Wireshark is an open-source software that has the main functionality of analysing packets on a network. It is available on UNIX and Windows operating systems. In addition, it can capture live packets of data on a network allowing for real time monitoring. Alternatively, it is also possible to use Wireshark to look at An established capture file.
Along with it being able to capture packets it is also able to import files from other packet capturing software allowing for users to transfer work from another platform into Wireshark to use it to analyse the packets.
Carrying on from that point if the researcher wants to move their work from Wireshark to another program they can do so as there is an export feature built in. [30]

2.2.5.1 Benefits
A benefit to using Wireshark is that the packets captured can be filtered based on certain criteria such as but not limited to the type of protocol, the port or a specific IP address. This allows for only relevant data to appear which saves the investigators time in only finding data they need.

2.2.5.2 Limitations
A limitation to using Wireshark is during the capturing process it uses as much of the available RAM as possible. To limit this if the user only needs to capture certain kinds of packets then they are able to limit what packets are captured.

Another limitation to using Wireshark is without certain keys it is not possible to view encrypted data on the network. 

An additional limitation is Wireshark’s steep learning curve which is due to the amount of options and tools available it can be overwhelming for beginners. [31]

2.3 Virtual Machines


A Virtual machine is a piece of software that acts like a computer and execute programs on a host machine (such as a computer or laptop). It can be used to run different types of operating systems such as Windows or Linux. Virtual machines have multiple purposes a common one is to allow for a computer to run more than one operating system which prevents the need for another piece of hardware to do so.

Common software that is used to run virtual machines include Oracle Virtualbox and VMware.


2.3.1 Using Virtual machines for malware analysis
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2.3.1.1 Kali
Kali Linux is a Linux based virtual machine used for conducting digital forensic and penetration testing with preinstalled tools.

2.3.1.1.1 Benefits
One benefit is that is beginner friendly meaning it does not need much time to understand it. In addition to that it has Preinstalled digital forensic tools such as Wireshark, Autopsy and the Sleuth Kit which saves time compared to setting up an ethical hacking machine from scratch. Furthermore, It is free and open source and it can be used on cloud platforms, virtual machines and can be booted from a USB.

[32]
2.3.1.1.2 Limitations

One of the limitations is the ethical concerns surrounding the tools available as they can be misused. Though this can be solved by users being knowledgeable on legislation and laws regarding. In addition, it is as it is optimised for running ethical hacking relating tools it means it is not suitable to use for daily use. This leads onto another limitation being it is suitable for general digital forensic and ethical hacking, but it does not go as deep into it in comparison to other systems.
[33]
2.3.1.2 
SANS SIFT Workstation 

SANS SIFT Workstation is an Ubuntu based system used for in depth digital forensic analysis.
2.3.1.1.1 Benefits
One of the benefits of SANS SIFT Workstation has built in support for computer forensic evidence formats such as RAW and E01. In addition to that it is regularly updated and like Kali Linux is preinstalled with multiple forensic tools including the ones previously mentioned with Kali Linux along with others such as Rekall and Plaso. [34]
[35]
2.3.1.1.2 Limitations
The main limitation is it having Steep learning curve due to factors such as the need to compile the code for digital forensic tools.
The learning curve is a particularly important weakness to keep in mind as time is crucial in carrying out the project as time saving allows for that time to be allocated elsewhere in the project. [36]
2.3.1.3 Conclusion

For this project Kali Linux will be used with as it is designed with the use of digital forensics in mind which is crucial for the main objective of the project to use digital forensic tools to recover files and media. 

2.4 [bookmark: _Toc266447542][bookmark: _Toc371255535]Methodology


[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc371255540]2.4.1 Dynamic vs Static analysis

In the conference paper “Integrated Malware Analysis Sandbox for Static and Dynamic Analysis” written by Apoorv Kumar Sinha and Shreyas Sai it aims to discuss the role both static and dynamic analysis have in experimenting with recognising malware. Furthermore, the paper discusses each type of analysis’ role and how they can be used together to create effective analysis.



As previously mentioned, when carrying out malware analysis there are two types of analysis being dynamic and static. Dynamic analysis is the process of activating malware in a controlled environment, which in relation to this project would be a virtual machine.  While static analysis is done without activating the malware the process of analysing it by just using tools and techniques to look over the malware such as Wireshark to conduct network analysis. In short static analysis allows for the malwares structure to be understood and with dynamic analysis it allows for the behaviour of the malware to be observed in a controlled environment.


In addition, the different techniques it covers include using check sums to compare the malware being inspected to previously established classifications of malware as malware can often use other strains and types as a basis to build off, allowing for the researcher to get a better understanding of the structure and how it functions. Another technique static analysis uses are PE (Portable Executable) analysis which allows for parts of the infected file to be extracted. The information that can be taken and investigated which includes the file’s entry point address, DOS headers, and RVA (Relative Virtual Address). 


The results of the paper showed conducting research using a malware analysis sandbox found that the most optimal way to carry it out is by using both dynamic and static analysis together. This is because it allows for more in-depth analysis in context with the aim of displaying the effects of using both types of analysis on a malware infected .exe file within a Docker based virtual sandbox environment.


As using both static and dynamic analysis provides a deeper look into the malware that will be the same for this project. [37]


2.5 Related Research
Within the field there is related research being conducted that can provide comparison to the subject are and methods carried out in this project


The research paper titled “Analysis of secure data deletion and recovery with common digital forensic tools and procedures” by Slaven Žulj, Damir Delija, and Goran Sirovatka will be chosen for discussion. The aim of the study is about how creating a set of practical tasks for students about how to conduct digital forensic analysis along with the procedures and digital forensic tools used as to help the students with enhancing their understanding of them. 


The set of practical tasks that had been created involved carrying out analysis on storage devices by having different methods off data being erased off them and seeing what can be recovered. To test these students, they would use tools such as Encase and FTK Imager to carry out said analysis on the storage devices drives.
This relates to the project being carried out as the reports established method of carrying out computer forensic process of is similar to the methodology that will be carried out during the experiment.

[38]




2.6 [bookmark: _Toc202288080][bookmark: _Toc371255541]Conclusion  
To conclude this chapter discussed the literature review section of the project. It detailed the background research collected for this project. This research assists with providing the knowledge of how the project will be executed with background research including the methodologies and digital forensic tools that will be used. 

The following chapter will discuss the research process for this project including the use of Sauder’s research onion and the role it plays for the experiment’s research methodology.
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3.1 [bookmark: _Toc371255544]Introduction

[image: ]
[bookmark: _Toc227844056][bookmark: _Toc229091769]Figure 1 - Sauder's Research Onion

The aim of this chapter is to explain Sauders research onion by going through each layer, discussing the layer and justifying what I have chosen to follow.

In 2007 Mark Saunders, Adrian Thornhill and, Phillip Lewis created and published Sauders research onion. The research onion is a framework used to structure and a create a research methodology. It is made up of six layers and each layer covers a stage in the frame work. In chronological order these consist of:
· The research philosophy
· The research approach
· Methodological choice
· Research strategy
· Time horizon
· And data collection and analysis




3.2 [bookmark: _Toc266447530][bookmark: _Toc371255545] Research Overview


3.2.3  Philosophies
The outer layer of the research onion covers the research philosophy. There are three main research philosophy types which are positivism, interpretivism, and pragmatism. Positivism is when research is carried out in an objective manner which excludes any personal perspectives. This means any knowledge used has to be true or false, if it is neither then it isn’t used. Interpretivism is when research is carried out with your and other people’s opinions and feelings in mind.


 Pragmatism is not limited to one philosophy and focuses on the idea of doing what works based on the research question as this view prioritises the research question over a specific chosen method. This means instead of being tied down to or limited to one research philosophy or idea a mixture of different efforts is used,


Positivism will be the philosophy chosen for the experiment as the analysis for the experiment will need to be carried out logically as the data generated is matter of fact and there is no need or room for personal interpretation



3.2.4   Approach
The second layer in the research onion is the research approach layer has the purpose of covering what procedure will be decided upon to carry out the project. In this layer there are two main approaches being deductive and inductive 
[39]

An inductive approach is when research is carried out and the theory for the project is based on the information gathered. While a deductive approach is when a theory is thought of first and then conducting research to expand on it. 
 
For this project the approach being chosen is deductive as the basis for the theory of this project was created before any research was done.

3.2.5   Choices
The next layer is the methodological choice layer where it is decided whether the researcher will use either qualitative data, quantitative data or a mix of both data types. Qualitative data is data that is collected and based on people's behaviours and emotions while quantitative data is data that is able to be counted or be represented by a number. 

[40] [41]


A mix of both types of data will be gathered for this project. The qualitative data that will be gathered will take place during in the research section of the project. This is because the research papers, journal articles, and white papers etc that are collected will be made up of qualitative data. While the experiment section of the project will have mainly quantitative data as the data in the experiment can be measured, for example, “did the malware infect the test image file?” the only options are yes or no which is binary and can be counted.

3.2.6   Strategies
This layer of the research onion covers suitable research strategies that researchers can use to carry out their research. Some common research strategies include case studies, surveys, and experiments.
For this project the main research strategy that will be carried out is with an experiment in a controlled environment. The experiment involves having two malware infect virtual machines one being a Windows 11 
based virtual machine and the other will be an ubuntu virtual machine.
A digital forensic analysis of these compromised Virtual Machines will be carried out 
to ascertain the extent of the damage caused to each the operating system and it’s 
data by identifying what was accessed and infected by the malware. Using FTK 
imager a copy of the hard drive will be created to be examined. This will prevent any 
accidental alteration to the original files when inspecting them, allowing the results 
to be authentic. Throughout the process the MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) Framework will be used 
as a reference. This is because it is a framework recognised worldwide for
representing the process of how attackers carry out their attacks which allows for investigators to use it as a guide to trace attacks.

MITRE is a nonprofit company that has the purpose of giving the United States federal government advice regarding engineering and technical topics. The framework was created in 2013 and then releasing it to the public in 2015. [42]
The research used to create this framework has been collected by security researchers at MITRE by observing and using examples of real activity that has been documented.


It is also being updated consistently showing it is up to date and in line with the 
current events in cyber security.


 Autopsy will be used to create a digital forensic report. This analysis of a compromised Windows 11, Linux Ubuntu, Kali Linuz, Debian and Windows Server virtual machine should be able to highlight any entry or exit points that were used.
 
The result will also show that there are any weaknesses and if there are what security adjustments need to be made. Finally the results can be evaluated against similar findings of related work.

3.2.8   Time Horizons
The time horizons layer focuses on the project’s time scale of the duration of the project. There are two common ways to measure the time scale of the project which are cross sectional and longitudinal. Cross sectional is when the experiment will be carried out at a fixed point in time or it's carried out over a short duration
While longitudinal is when the experiment is carried out over a long period of time and is often repeated numerous times


For this project a cross sectional time horizon will be used as the experiment is one that it will not be repeated after a period of time.

 
3.2.9   Techniques And Procedures


The data collection and analysis layer is the final layer in Sauders research onion.  To collect the data that will be used for the project, case studies, research papers and journal articles etc will be used. The peer reviewed papers will be used to gain background research into the topic this includes looking into similar experiments about digital forensic analysis and including papers on relevant 
topics such as malware analysis. To obtain these case studies, journal articles, 
white papers etc sites such as Science Direct, and IEEE Xplore will be used. This
background research will in turn be used to help with laying out the framework and with conducting the experiment.
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3.3 [bookmark: _Toc266447539][bookmark: _Toc371255553]Conclusion

To conclude this chapter covering the research section for this project it was discussed the structure of Sauder's research onion will be followed. The research onion follows the layers of the:
•	The research philosophy
•	The research approach
•	Methodological choice
•	Research strategy
•	Time horizon
•	And data collection and analysis


In the first layer, the research philosophy layer the positivism philosophy will be chosen. This is because positivism is an objective philosophy and this lines up with the experiment as the data generated from it is purely logical and not up for interpretation.

The following layer is the research approach layer and from the available approaches the deductive will be chosen. The reason for this is the foundation of the experiment was created with a theory already in mind and additional research will follow.

Then for the methodological choice layer the mix methods approach will be used, meaning both qualitative data and quantitative data will be used. In the research portion as data will be collected from academic papers is made up of qualitative data. As for quantitative data in the experiment section the data that will be collected is able to be counted and measured.

For the research strategy layer, the strategies that will be used for the project is both case studies and experiment. The experiment is the basis of the project however the case studies will be used to provide additional research.

The next part layer will be followed for the project is the for the time horizon layer where the time horizon that will be followed is cross sectional. Since the project will take place over a small period meaning there is not enough time to allow for multiple repeats of the experiment to be carried out. 

The final layer is data collection and analysis where the data will be collected from journal articles, conference papers, and reports. These will be taken from IEEE Explore, Google Scholar and Science Direct. This allows for a lot of reliable data help make informed decisions regarding the project.

[bookmark: _Toc121041587][bookmark: _Toc202288067]The following chapter explores the planning process and how the experiment will be carried out including the network configurations and the software needed. 

[bookmark: _Toc341174544][bookmark: _Toc371255554][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548]
4 - Design and Implementation

4.1 [bookmark: _Toc341174545][bookmark: _Toc371255555]Introduction

Within this chapter it will cover the design of the structure of the project including the network configurations between the virtual machines, the IP addressing and the plan of how the experiment will be executed.

4.2 [bookmark: _Toc371255556]Problem Formulation



[image: ]
[bookmark: _Toc227844058][bookmark: _Toc229091770]Figure 2 - Initial Block Diagram




The initial plan for the structure of the project was to infect only two virtual machines being a Windows 11 virtual machine and an Ubuntu Linux virtual machine. Then using digital forensic tools to recover any data left behind and then to analyse it, allowing to compare the changes to any files before and after the malware infects the system. Moreover, it will also allow for comparison to be made in regard to seeing if the operating system the files are on has an impact on how much and what data is recovered.



In addition to the initial structure of the project the device being used to run it as since changed as well, originally the experiment was going to be run using a personal laptop. This laptop only had 16GB of RAM meaning there was a memory limit for how many virtual machines could be used in the experiment.
However, since the interim viva took place, an opportunity has been given to allow for the experiment to take place on a more powerful PC which in comparison to the laptop has 64GB of RAM an extra 48 GB of RAM.

[image: ]
[bookmark: _Toc227844059][bookmark: _Toc229091771]Figure 3 - Computer Specifications

To provide more detail regarding the specifications of the host PC being used, they are:


· OS: Windows 11

· RAM: 64 GB

· CPU: 12th Gen intel(R) Core (TM) i9-12900K, 3200 Mhz, 16 Core(s)


This means the scope has been expanded and the extra RAM will be utilized to get a wide range of data. Now when carrying out the malware analysis instead of being done on two virtual machines it will be on five total virtual machines varying in type and version.



These changes mean the layout of block diagram needs to be updated to reflect them. Along with adding the extra virtual machine targets It also needs to be altered to account for the role and use of the host machine, the analysis machine (the Kali virtual machine), and the overall layout of the block diagram not accurately representing the process of the project. 




[image: ]
[bookmark: _Toc227844060][bookmark: _Toc229091772]Figure 4 - Updated Box Diagram




The virtual machine’s that will be infected with malware are:

· A Debian VM

· A Ubuntu VM

· A Windows 11 VM

· A Windows Server VM

The box diagram explains that the host system (which in this case is the PC) will have a shared folder with the kali Linux VM allowing for the malware and sample files to be transferred into the virtual network. The kali VM will be used to analyse the forensic images and distribute the malware and sample files to each of the target VM’s. Then snapshots of each VM will be taken to use as a back-up. Once each of the target VM’s is infected with malware a forensic image will be taken to be analysed in the Kali VM. The results from there will be documented in the project report.




4.3 [bookmark: _Toc371255557]Design



4.3.1 IP Addressing Table


	VM
	Network
	Network Type
	IP address 
	Subnet Mask
	Default Gateway

	Kali
	VMNet
	Internal
	192.168.1.1
	255.255.255.0
	N/A

	Debain
	VMNet
	Internal
	192.168.1.2
	255.255.255.0
	192.168.1.1

	Ubuntu
	VMNet
	Internal
	192.168.1.3
	255.255.255.0
	192.168.1.1

	Windows Server 2022
	VMNet
	Internal
	192.168.1.4
	255.255.255.0
	192.168.1.1

	Windows 11
	VMNet
	Internal
	192.168.1.5
	255.255.255.0
	192.168.1.1


Table 1 - IP Addressing Table

The class C Ip addressing scheme is being used for the network as in the real world it is used for home networks and small company’s networks. It is used in these cases of networks as since these networks do not need as many devices the 254 Ip address available allows for them to use their space wisely. In addition, in this case having a smaller range of Ip addresses makes it easier for them to managed and monitored.

The reason this class is being used for the experiment Is to mirror a real-world networking scheme of a small business. [43]


4.3.2 Network Topology

[image: ]
[bookmark: _Toc227844061][bookmark: _Toc229091773]Figure 5 -  Network Topology Diagram




For Figure 5 there are a range of choices that could be used for the type of network adapter that will be used for this network. The options for the network adapter that will be discussed are bridged networking, the host only adapter and internal networking.


Bridged networking allows the virtual machines to be able to connect to each other and does so through the host’s machines network. This is often used for having the virtual network in the same one as the host system. While allowing for other services to be accessed such as connection to the internet and if DCHP is enabled it can receive its own IP address.

Although for the purpose of this project it is not the most ideal way to connect the virtual machines as having it’s connection to the host system and the possibility of connecting to the internet can give the malware and exit point to leak out of.


Unlike the bridge network adapter, the host only adapter is when virtual machines can access and connect to the host machine without access to being given to the internet. In addition, it is used when there needs to be connection to the virtual machine from the host machine (and vice versa) to allow for ease of transferring files between them.  This is used for projects that need isolation as it can only connect to the host machine and the other virtual machines on the network

However, since there is direct connection to the host machine this isn't beneficial. This is because for the experiment there needs to be   minimal risk to the host machine getting infected by the malware in the virtual machines. [44] 




Finally Internal networking is similar to the bridged networking as the virtual machines to connect to each other but unlike the bridged networking it doesn't do so through the host machine's network, keeping it isolated to just the virtual machines. This is crucial for the experiment as the virtual machines only being able to talk to each other and not the host machine or the internet allows the risk to any malware leaking to be minimal. [45]


4.3.3 Sample Files

To see how the files of each operating system will react to the malware infecting it additional sample files will be created.
These will be a range of file types including audio, image, and documents. More specifically, the audio files will be MP3 and WAV, the image files will be JPG and PNG, and the document files will be .DOCX and PDF files.

To keep it consistent throughout the test files that will be created will be the same on all operating systems.

4.3.3.1 Audio
[image: ]
[bookmark: _Toc229091774]Figure 6 - Don't bring me down .WAV
Name of file: Don't Bring Me Down ELO
Type: WAV
Size: 44.7 MB
Description: The song Don't Bring Me Down by ELO


[image: ]
[bookmark: _Toc227844062][bookmark: _Toc229091775]Figure 7 - Toxic Song MP3 File
Name of file: Toxic Song
Type: mp3
Size: 3.21 MB
Description: The song Toxic by Britney Spears

4.3.3.2 Documentation



[image: ]
Name of file: Example-CV-template
Type: docx
Size: 28 KB
Description: CV template


[image: ]
Name of file: Job_Application_Form
Type: pdf
Size: 262 KB
Description: Job application

4.3.3.3 Images
[image: ]
[bookmark: _Toc227844063][bookmark: _Toc229091776]Figure 8 - Cat.jpg
Name of file: Cat
Type: jpg
Size: 4,524 KB
Description: Image depicting a tabby cat lying down.



[image: ]
[bookmark: _Toc227844064][bookmark: _Toc229091777]Figure 9 - Family.png
Name of file: Family
Type: png
Size: 396 KB
Description: Image depicting a family with a dad, a mum, and two children.

4.3.3.4 Videos

[image: ]
[bookmark: _Toc229091778]Figure 10 - Lady Gaga 2009 VMAs MP4 File

Name of file: Lady Gaga 2009 VMAs
Type: MP4
Size: 62.2 MB
Description: Video of Lady Gaga performing paparazzi at the 2009 VMAs.


[image: ]
Name of file: Red Bull AD
Type: mpg
Size: 13.9 MB
Description: Red Bull TV Advert



4.3.4 Malware

 The malware that will be used on the Windows virtual machines for the experiment is the WannaCry ransomware software. The WannaCry ransomware will be downloaded from theZoo which is a popular database of live malware samples. For the Linux machines the eicar virus sample will be used.

4.4 [bookmark: _Toc371255558]Implementation



4.4.1 Downloading Software
4.4.1.2 Downloading VirtualBox


[image: ]
[bookmark: _Toc229091779]Figure 11 - VirtualBox Website
Figure 11 shows the download page for Oracle Virtual Box.
4.4.1.3 Downloading FTK Imager
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc229091780]Figure 12 - FTK Imager Website
Figure 12 shows the installation page for FTK Imager.


4.4.1.4 Downloading ISOs

For the ISOs being used for the virtual machines they have been downloaded from their respected websites.

4.4.2 VM Installation

Within this section it will showcase of setting up each of the virtual machines. This will firstly cover choosing the name of the virtual machine in addition choosing the file location and to loading the ISO file. Then the allocating how much memory and CPU power each machine will get. This will be followed by assigning how much storage will be on the virtual machine’s hard disk. Finally, when the virtual machine runs it will carry out the normal start up procedures.

4.4.2.1 Kali (Analysis Machine) Setup



4.4.2.1.1 Malware install


[image: ]
[bookmark: _Toc229091781]Figure 13 - theZoo Installation
Using the base install of Kali temporary access to the internet was granted to allow for the installation of theZoo repository from GitHub.

Once the installation was completed the network adapter was changed into an internal network adapter, the internal network support will be covered further on in the report.
4.4.2.2 Debain Target Setup

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc229091782]Figure 14 - Debian File Name and Location
 
Figure 14 shows the Debian’s file name being Debian target and it being stored in the VirtualBox VMs folder.



[image: ]
[bookmark: _Toc227844066][bookmark: _Toc229091783]Figure 15 - Debian Allocating Base Memory and Number of CPU's

Figure 15 shows that the Debian’s base memory is set to 8192MB of RAM with 4 CPUs.

[image: ]
[bookmark: _Toc227844067][bookmark: _Toc229091784]Figure 16 -  Debian Allocating Storage Space
Figure 16 shows that the storage on it’s hard drive is set to 20GB. 
[image: ]
[bookmark: _Toc227844068][bookmark: _Toc229091785]Figure 17 -  Debian Specification Summary
Figure 17 shows a specification summary of the Debian system.

4.4.2.3 Ubuntu Target Setup

[image: A computer screen shot of a computer program

Description automatically generated]
[bookmark: _Toc227844069][bookmark: _Toc229091786]Figure 18 - Ubuntu File Name and Location

Figure 18 shows the Ubuntu’s file name being Ubuntu target and it being stored in the VirtualBox VMs folder.

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc227844070][bookmark: _Toc229091787]Figure 19 - Ubuntu Login Details Setup
Figure 19 shows login details of Ubuntu being set to test for the username and test123 for the password.

[image: ]
[bookmark: _Toc227844071][bookmark: _Toc229091788]Figure 20 - Ubuntu Allocating Base Memory and Number of CPU's
Figure 20 shows that the Ubuntu’s base memory is set to 16384MB of RAM with 6 CPUs.

[image: ]
[bookmark: _Toc229091789]Figure 21 - Ubuntu Allocating Storage Space
Figure 21 shows that the storage on Ubuntu’s hard drive is set to 38.57GB. 


[image: ]
[bookmark: _Toc227844072][bookmark: _Toc229091790]Figure 22 - Ubuntu Specification Summary

Figure 22 shows a specification summary of the Ubuntu system.









4.4.2.4 Windows 11 Target Setup

[image: ]
[bookmark: _Toc229091791]Figure 23 - Windows 11 File Name and Location

Figure 23 shows the Window’s 11 file name being Windows 11 target and it being stored in the VirtualBox VMs folder.




[image: ]
[bookmark: _Toc229091792]Figure 24 - Windows 11 Allocating Memory and Number of CPU's
Figure 24  shows that the Window’s 11 base memory is set to 16000MB of RAM with 5 CPUs.


[image: ]
[bookmark: _Toc229091793]Figure 25 - Windows 11 Allocating Storage Space
Figure 25 shows that the storage on Window’s 11 hard drive is set to 140.76GB. 

[image: ]
[bookmark: _Toc229091794]Figure 26 - Windows 11 Summary Specifications
Figure 26 shows a specification summary of the Window’s 11 system.

4.4.2.5 Windows Server Target Setup
[image: ]
[bookmark: _Toc229091795]Figure 27 - Windows Server File Location
Figure 27 shows the Windows Server’s file location and name.



[image: ]
[bookmark: _Toc229091796]Figure 28 - Memory and Processors Settings

Figure 28 shows the Windows Server’s base memory  s 17277 MB and has 8 CPU’s.


[image: ]
[bookmark: _Toc229091797]Figure 29 - Windows Server Login
Figure 29 shows the Windows Server’s login details.

[image: ]
[bookmark: _Toc229091798]Figure 30 - Windows Server Hard Drive Settings
Figure 30 shows the Windows Server’s disk space being set to 100GB.

[image: ]
[bookmark: _Toc229091799]Figure 31 - Windows Server Setting Summary
Figure 31 shows a summary of the Windows Server’s specifications.


4.4.3 Setting up the Internal network
4.4.3.1 IP Address Configuration

4.4.3.1.1 Kali


[image: ]
[bookmark: _Toc227844073][bookmark: _Toc229091800]Figure 32 - Kali IP Address Configuration

Figure 32 shows the Kali virtual machine’s IP address configurations including the IP address, subnet mask, the default gateway and the DNS server.

4.4.3.1.2 Debain

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc227844074][bookmark: _Toc229091801]Figure 33 - Debian IP Address Configuration

Figure 33 shows the Debian virtual machine’s IP address configurations including the IP address, subnet mask, the default gateway and the DNS server.

4.4.3.1.3 Ubuntu

[image: ][image: ]



[bookmark: _Toc227844075][bookmark: _Toc229091802]Figure 34 - Ubuntu IP Address Configuration
Figure 34 shows the Ubuntu virtual machine’s IP address configurations including the IP address, subnet mask, the default gateway and the DNS server.


4.4.3.1.4 Windows 11

[image: ]
[bookmark: _Toc227844076][bookmark: _Toc229091803]Figure 35- Windows 11 IP Address Configuration

Figure 35 shows the Windows 11 virtual machine’s IP address configurations including the IP address, subnet mask, the default gateway and the DNS server.

4.4.3.1.5 Windows Server
[image: ]
[bookmark: _Toc227844077][bookmark: _Toc229091804]Figure 36 - Windows Server IP Address Configuration
Figure 36 shows the Windows Server virtual machine’s IP address configurations including the IP address, subnet mask, the default gateway and the DNS server.

4.4.3.2 Network Configuration

4.4.3.2.1 Kali
[image: ]
[bookmark: _Toc227844078][bookmark: _Toc229091805]Figure 37 - Kali Network Adapter
Figure 37 shows the Kali virtual machine’s network 1 adapter being set to internal network with the name VMNet.

4.4.3.2.2 Debian

[image: A computer screen shot of a computer

Description automatically generated]
[bookmark: _Toc227844079][bookmark: _Toc229091806]Figure 38 - Debian Network Adapter

Figure 38 shows the Debian virtual machine’s network 1 adapter being set to internal network with the name VMNet.
4.4.3.2.3 Ubuntu

[image: ]
[bookmark: _Toc227844080][bookmark: _Toc229091807]Figure 39 - Ubuntu Network Adapter
Figure 39 shows the Ubuntu virtual machine’s network 1 adapter being set to internal network with the name VMNet.

4.4.3.2.4 Windows 11

[image: ]
[bookmark: _Toc227844081][bookmark: _Toc229091808]Figure 40 - Windows 11 Network Adapter
Figure 40 shows the Windows 11 virtual machine’s network 1 adapter being set to internal network with the name VMNet.



[image: A screenshot of a computer

Description automatically generated]

In addition, Windows 11’s firewall has been disabled to fully allow for the malware to infect the system without any technical issues.
4.4.3.2.5 Windows Server
[image: ]
[bookmark: _Toc227844082][bookmark: _Toc229091809]Figure 41 - Windows Server Network Adapter
Figure 41 shows the Windows Server virtual machine’s network 1 adapter being set to internal network with the name VMNet.

4.4.4. File Transfer
This section provides context to the process of providing a shared folder between the host OS and the Kali VM to allow for the sample files to be shared with the VM’s with ease along with the malware files.
4.4.4.1 Host operating system to analysis machine 

On the host windows system a folder saved in on the desktop is used to transfer the sample files into the Kali Linux VM.

Then In VirtualBox, within the Kali Linux VM settings under the shared folder section the directory of the folder stored on the host OS is inputted along with the name of the folder. In addition, the automount tick box is checked as this shared folder is the only one being used so it being automounted is efficiency as it saves time. 

Then in the Kali Linux analysis machine is able to load the sample files directly into it.
4.4.5.2 Analysis machine to targeted Virtual machines
Using the python http server on the Kali Linux machine to transfer the sample files. 

4.4.5.2.1 Debain
[image: ]
[bookmark: _Toc229091810]Figure 42 - Sample files on VM
4.4.5.2.2 Ubuntu
[image: ]
[bookmark: _Toc229091811]Figure 43 - Sample files on VM
4.4.5.2.3 Windows 11


[image: ]
[bookmark: _Toc229091812]Figure 44 - Sample files on VM
4.4.5.2.4 Windows Server

[image: ]
[bookmark: _Toc229091813]Figure 45 - Sample files on VM

4.4.5 Creating Snapshots

In this section showcases the process of creating snapshots for the targeted machines to save their current configurations and setup. There being a backup allows for the virtual machine to be restored to that state once the experiment has been carried out to prevent malware being left unattended or if anything were to go wrong it means not having to start the entire process from scratch.

4.4.4.1 Debian

[image: ]
[bookmark: _Toc229091814]Figure 46 - Creating a snapshot for the VM before malware is run

4.4.4.2 Ubuntu
[image: ]
[bookmark: _Toc229091815]Figure 47 - Creating a snapshot for the VM before malware is run
4.4.4.3 Windows 11

[image: ]
[bookmark: _Toc229091816]Figure 48 - Creating a snapshot for the VM before malware is run

4.4.4.4 Windows Server

[image: ]
[bookmark: _Toc229091817]Figure 49 - Creating a snapshot for the VM before malware is run
4.4.6 Creating a clone of the victim machines

4.4.6.1 Debian
[image: ]
[bookmark: _Toc229091818]Figure 50 -  Debain Clone VM
4.4.6.2 Ubuntu
[image: ]
[bookmark: _Toc229091819]Figure 51 - Ubuntu Clone VM
4.4.6.3 Windows 11
[image: ]
[bookmark: _Toc229091820]Figure 52 - Windows 11 Clone VM
4.4.6.4 Windows Server
[image: ]
[bookmark: _Toc229091821]Figure 53 - Windows Server Clone VM

4.5 [bookmark: _Toc371255559]Conclusion


To conclude, this chapter showcases the process installing and downloading the software needed to set up the analysis. In addition it also covers using python http server to transfer the sample files to the victim machines and in turn creating snapshots to save the work done and cloning vms to have malware activated on them.   


5 [bookmark: _Toc371255560][bookmark: _Toc341174561]Testing and Evaluation  

This chapter will cover any tests conducted throughout the experiment including the network connectivity between the virtual machines along with analysing the results founded on the victim machines drives. 

5.1 Testing connectivity between targeted machines to analysis machine.

5.1.1 Debian
[image: ]
[bookmark: _Toc229091822]Figure 54 - Kali VM Pinging Debain VM
Figure 54 shows there is a network connection between the Kali VM and the Debian VM.

5.1.2 Ubuntu

[image: ]
[bookmark: _Toc229091823]Figure 55 - Kali VM Pinging Ubuntu VM
Figure 55 shows there is a network connection between the Kali VM and the ubuntu VM.
5.1.3 Windows 11
[image: ]
[bookmark: _Toc229091824]Figure 56 - Kali VM Pinging Windows 11 VM
Figure 56 shows there is a network connection between the Kali VM and the Windows 11 VM.


5.1.4 Windows Server

[image: ]
[bookmark: _Toc229091825]Figure 57 - Kali VM Pinging Windows Server VM
Figure 57 shows there is a network connection between the Kali VM and the Windows Sever VM.


5.2 Dynamic Analysis

For the dynamic analysis on the Windows’ machines Wanna Cry while be executed while on the Linux machines the eicar virus will be run. The following shows the outputs.

5.2.1 Transferring and activating the Malware
The eicar virus and Wanna cry ransomware files that are going to be transferred to the corresponding virtual machines.
[image: ]
[bookmark: _Toc229091826]Figure 58 - Malware that will be transferred
5.2.1.1 Debian


[image: ]
[bookmark: _Toc229091827]Figure 59 - Python HTTP Server

Figure 59 displays the Debian VM accessing the Eicar virus on the Python HTTP Server.

As shown by packets captured by Wireshark Eicar is attempts to communicate with different procotocls and ports. One of which is port 5353 that is used to allow devices to talk using the protcol to annouce ip addresses without the need for a DNS server [46]

5.2.1.2 Ubuntu
[image: ]
[bookmark: _Toc229091828]Figure 60 - Python HTTP Server

The results of carried about Wireshark on the Debian machine are the same results that are shown on the Ubuntu machine.
5.2.1.3 Windows 11


[image: ]
Figure 61 - WannaCry virus being run
Figure 61 shows the WannaCry virus trying to be run on the Windows 11 VM.

[image: ]
[bookmark: _Toc229091829]Figure 62 - Wireshark Port Unreachable

Despite the system having both the firewall and windows defender disabled the ransomware was still detected and not able to run. 
Wireshark was able to capture packets during the execution, and it was able to show that there were numerus packets going to an unreachable port. In addition to that further research indicates that WannaCry exploits MS17-010 (protocol SMBv1) which is inherently patched on Windows 11 based operating systems. Meaning the reason, it could not install is due to the fact that specified exploit is blocked. [46]

5.2.1.4 Windows Server
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[bookmark: _Toc229091830]Figure 63 - Python HTTP Server

Figure 63 displays the Windows server vm accessing the WannaCry ransomware on the  Python HTTP Server.
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[bookmark: _Toc229091831]Figure 64 - WannaCry being run
Figure 64 shows the WannaCry virus trying to be executed on the Windows Server VM but it not being able to run. 
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[bookmark: _Toc229091832]Figure 65 - Windows Server's Response
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[bookmark: _Toc229091833]Figure 66 - Wireshark Port Unreachable
Using Wireshark it is discovered that the reason WannaCry could not activate on the Windows Server is the same as the previously mentioned reason for the Windows 11 operating system. 


5.3 Static Analysis
5.3.1 Eicar File Hash
[image: ]
[bookmark: _Toc229091834]Figure 67 - Eicar MD5 Hash
Using hash deep to generate an MD5 hash.
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[bookmark: _Toc229091835]Figure 68 - Eicar Virus Total Results
With the previously mentioned hash when run on the virus total website it will output that it detects it’s the eicar test and that it was done so by 64 out of 69 security systems.

5.3.2 WannaCry File Hash


[image: ]
[bookmark: _Toc229091836]Figure 69 -  WannaCry MD5 Hash
Figure 69 shows the WannaCry’s md5 hash is 84c82835a5d21bbcf75a61706d8ab549
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[bookmark: _Toc229091837]Figure 70 - WannaCry Virus Total Results

Figure 70 displays that when the file hash is put into the virus total website it will output that it detects it’s the WannaCry ransomware and that it was done so by 65 out of 69 security systems.


5.4 Conclusion



To conclude both malware files were hashed and tested on the virus total website. On the Windows based operating system WannaCry was not able to run due to the Eternal Blue exploit being patched. While for the Linux based operating systems Eicar was run and able to test the security and ports on the system including it communicating with the MDNS protocol. 


[bookmark: _Toc341174562][bookmark: _Toc371255561]6 Conclusions and Recommendations 


1. [bookmark: _Toc371251378][bookmark: _Toc371251427][bookmark: _Toc371255407][bookmark: _Toc371255562]
6.1 [bookmark: _Toc371255563]Summary

In the first chapter, chapter 1 provides background into the field of digital forensics along with the aim of the project being evaluating the impact of contaminated malware and to retrieve any recoverable data with the use of digital forensic tools. The objectives to help achieve that aim. One of the objectives is to carry out research on 5 digital forensics tools which leads onto chapter 2.

Chapter 2 covers the definition of malware along with examples of important malware throughout history such as the creeper virus, ILOVEYOU virus and Stuxnet. Then different digital forensics tools were discussed such as Autopsy, FTK Imager, and Wireshark. Along with the benefits and disadvantages to each. There is also a comparison between Kali Linux and SANS SIFT Workstation to be used as analysis machines. It was decided for the experiment that Kali Linux will be used as the analysis machine as compared to SANS SIFT Workstation it has a less steep of learning curve allowing for time that would be allocated to learning it to be spent doing tasks.


This then leads into chapter 3 where it was discussed that the research onion will be followed for the project. In the first layer covers the projects research philosophy which in this case is positivism. The next layer is the research approach which is being carried out deductively. Then for the methodological choice a mixture of methods is used meaning both qualitive data and quantitative data will be used.  After is the research strategy layer which has the use of case studies and experiments chosen. The final layer is the time horizon layer which has cross sectional chosen.

Chapter 4 covers the setting up of each of the virtual machines both the analysis machine and the victim machines. This includes setting up the internal network and setting up the connectivity between them. In addition, it showcases the use of a python http server to transfer the sample files form the analysis machine to the victim machines. Finally, it covers the use of snapshots to preserve the target VMs before they are infected with the malware which was carried out on clones of those VMs.

Finally, chapter 5 covers the testing and evaluation, it demonstrates that there is network connectivity in the virtual topology. In addition, it shows the use of dynamic analysis and static analysis being carried out with methods such as MD5 hashing Wireshark monitoring.




6.2 [bookmark: _Toc371255564]Conclusion

When trying to infect the Windows based operating systems being both the Windows 11 and the Windows Server the desired outcome was not achieved. as shown through the Wireshark analysis due to the Eternal Blue exploit not being able to be activated due to the windows 11 operating system having a built in patch against . Meaning there was nothing to carry out during digital forensic hard drive analysis. While for the Linux based operating systems being both the Debain and Ubuntu the desired outcome was achieved as Eicar was able to test the security and ports on the system including it communicating with the MDNS protocol. However due to time constraints additional forensic hard drive analysis could not be carried out.

6.3 [bookmark: _Toc371255565]Recommendations for further research


The project of carrying out analysis on malware infected virtual machines has room for future expansion. 

One research point includes the incorporation of using artificial intelligence to automate the analyse process. This would provide insight into optimising digital forensics and aligning it with current technology.

Another further research point is scaling up the experiment by simulating a commercial network. Setting up multiple connected virtual LANs would allow for insight to see how the malware would act and potential traverse between LANs.

In addition, for further research to conduct the experiment using a different virtual sandbox, more specifically using a SANS SIFT Workstation based virtual machine. This would involve dedicating time to understand the steep learning curve however would provide a more in-depth experiment.
[bookmark: _Toc371255566][bookmark: _Toc341174563]
7 Reflections 


The objectives of this project are to:

· Research five digital forensic tools that will be efficient to recover and analyse malware systems.

· Simulate two malware infected virtual machines.

· Extract any information that can be recovered.

· Analyse the data recovered from the infected system.

· Produce a forensic report to showcase the findings.

· Document and write-up final project report for submission.

7.1 Issues faced

When deciding on what kind of virtual machines would be infected with malware to analyse it’s reaction the initial plan was to have an older and newer version of an operating system by the same company for comparison.  For example, to compare a newer version of Windows such as Windows 11 or Windows 10 to an older version such as Windows 7 or Windows XP. The idea behind it was to showcase the contrast and/or any similarities in up-to-date operating systems compared to out-of-date operating systems.

However, the task of retrieving ISO’s for out-of-date operating systems posed a challenge due to them not being available for download on official websites. The Microsoft website only had Windows 10 2022 as the oldest OS ISO available to download. 

There are unverified websites that claim to be hosting these operating system ISO’s. However, it was not possible to verify if the files were safe to use and as to not damage the system the risk in downloading them was not taken. In addition this why Windows server was chosen to allow for comparison to be made to two operating systems with different purposes.  

In the future if I were going to repeat the experiment I would want to try see if it is possible to safely get a hold of ISOs for these operating systems. This would allow for a wider range of operating systems and in turn let there be a variety in the data that could be collected.
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	Date
	Feedback
	What the feedback was for

	04/02/2026
	Mention what the project is about and why it is happening.
Create a block diagram
Give examples of tools 
	Interim viva


	11/02/2026
	Create a new Gantt chart tom reflect the actual time frame of the project
	Report

	18/02/2026
	Clarify where I am gathering the malware from.
Change the order of the aims and objectives.
Mention target demographic, businesses relay on data.
Add images to viva.
Add reference slide.
	Report/ Interim viva

	30/04/2026
	Generate forensic report using autopsy and submit that too
Record my screen of the demonstration to showcase for the final viva
	Report/final viva
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Glossary
LAN – A Local Area Network
Ping (also referred to as pinging) – It is used to test network connectivity between two systems.
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