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Objectives 
Part 1: Attack 
  Task 1: Do a detailed search on high profile cyberattacks in the recent 5 years. Task 2: Based on your search, write an analysis of a cyberattack. 
 
Part 2: Defense 
 
Part 1: Background / Scenario 
Governments, businesses, and individual users are increasingly the targets of cyberattacks and experts predict that these attacks are likely to increase in the future. Cybersecurity education is a top international priority as high-profile cyber-security related incidents raise the fear that attacks could threaten the global economy. The Center for Strategic and International Studies estimates that the cost of cybercrime to the global economy is more than $600 billion annually. In this lab, you will study four high profile cyberattacks and be prepared to discuss the who, what, why and how of each attack. 
Required Resources 
• PC or mobile device with internet access Instructions Part 1:  
Task 1 Conduct search of high profile cyberattacks. 
a. Using your favorite search engine conduct a search for each of the cyberattacks listed below. Your search will likely turn up multiple results ranging from news articles to technical articles. 
(Not limited to the following listed) 
· The Stuxnet Virus 
· Marriott data breach  	
· United Nations data breach 
· Microsoft customer support database breach 
· Lifelabs data breach 
Note: You can use the web browser in virtual machine installed to research the hack. By using the virtual machine, you may prevent malware from being installed on your computer. 
b. Also, conduct a search for Internet of Things (IoT) vulnerabilities. During your search, find an example of an IoT vulnerability for each of the IoT verticals: industry, energy systems, healthcare, and government.  
c. Read the articles found from your search and share your thoughts (You shall select any one attack)  
Attacks have ranged from organised crime outfits stealing data to governments stopping ambitious countries from obtaining a weapons grade level of nuclear material capable of thwarting efforts. Sources of the attacks are difficult to obtain unless they are outright admitted and even air gaped computers are capable of infection from outside sources.in short, if its electronic, nowhere is safe.
Articles that have been analyst appear to point to an employee recruited by a spy agency to infiltrate the Nantaz Iranian facility. When a Libyan ship containing Dutch machines was intercepted by British and American authorities transporting parts to the Iranian facility they were able to test and replicate the centrifuges and make them spin uncontrollably. 
This of was created by a team of around 10 Americans who took 3 years to develop a code so sophisticated that it would be undetectable and do minimal damage to normal computer systems. When encountering a specific type of Programmable Logic Controller (PLC) it had been designed to activate to spinning cycle mentioned previously. Critically it was also to report that nothing was wrong, making it too late when the issue had been discovered to do anything about it. Approx 1000 of 5000 centrifuges were crippled and this halted the Iranians in their quest for a nuclear deterrent. 
The Stuxnet virus was a type of computer worm. A computer worm can be defined as a standalone program that replicates itself inorder to infect other computers. The virus can also be referred to as a zero day attack. This means that to those interested in stopping or mitigating its effect can still be exploited until there is a fix developed for it.
This was an extremely sophisticated cybercrime (depending on which side you are on). It targeted a specific type of device on a network and crippled its capabilities. 1/5 of the centrifuges were crippled apparently beyond repair or long enough to delay the process of nuclear enrichment.
 
Task 2 Analysis of a cyberattack. 
Write an analysis of the attack you have selected and try to answer the questions below. (Brief each answers within 20 to 50 words) 
 	Who were the victims of the attacks? 
The Iranian Government, the nuclear facility at Nantaz facility, people of Iran, indirectly. Middle eastern states allied to Iran. 
 
What technologies and tools were used in the attack? 
 A worm like virus had been developed which was difficult to detect, a zero-day exploit that the defenders would have found difficult to stop.
  
When did the attack happen within the network? 
 The attack happened within the network when it was deployed by a contractor who had access to a specific part of the network. This had been targeted as so.
  
What systems were targeted? 
 Programmable Logic Controllers (PLC’s) specific to the type of system used in the centrifuges of nuclear enrichment.
  
What was the motivation of the attackers in this case? What did they hope to achieve?  
 The suspected governments wanted to keep nuclear power away from the Iranians as long as possible and drive them back to the negotiating table via a peaceful means. In short, political & military reasons and so that the region is not destabilised to an unfriendly nation.
  
What was the outcome of the attack? (stolen data, ransom, system damage, etc.) 
 Centrifuges were damaged beyond repair causing the setback of years of research and driving back the Iranians to the negotiating table. National pride must also have taken a hit as the Iranians were seeking to use this as leverage against American sanctions and the existence of the state of Israel. Possibly money in the long term also as they were using it as leverage against sanctions.
 
What is the vulnerability and who might exploit it? Explain. 
The vulnerability related to targeted deployment of the PLC program. It was also a zero-day exploit which the world had not seen before. Enemy states may also use it in a business sense. 
 
Why does the vulnerability exist? 
The vulnerability existed as the Americans suspected of researching the types of circuit boards used in the deployment of nuclear centrifuges. These were suspected to have been stolen from the Dutch some years ago. To access the system a trusted employee had to have access to the air gapped system in the first instance in order to deploy the virus.
  
What could be done to limit the vulnerability? 
 Stronger security checks on personnel. Not using outside military contractors or foreign nationals to assist in a secretive nuclear program. Physical ports being shut down on linked devices (or broken entirely). Development of their own circuit boards and programs from within the Nantaz facility. IDS, IPS perhaps, perhaps less centrifuges linked would have limited the spread of the virus also
 
 
Part 2: Background / Scenario 
Based on the lecture session, to defend any network, what is the available system? In other words. As individuals, in this field people perform a wide variety of jobs including, but not limited to, consultation, investigation, and program management services to mitigate risks from both internal and external sources. Those individuals, known as cybersecurity professionals are required to evaluate, design and implement security plans, conduct in-depth fraud investigation, perform security research and risk assessment, and propose solutions to potential security breaches. 
Individuals with good security skills have a great earning potential. To be considered for one of these high paying jobs, it is very important to have the proper qualifications. Because of this, it is important to consider the industry certifications available for this career path. There are many certifications to choose from. Selecting the right certification(s) for you requires careful consideration. 
Required Resources 
	• 	PC or mobile device with internet access 
Instructions 
Conduct search of Certifications. 
1. Use your favourite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification. 
 Certified ethical hacker – Pearson Vue
CCNP Security – Pearson Vue/ CISCO
CompTIA Security + - CompTIA
Certified Information Systems Auditor – Information Systems Audit and Control Association. 
 
2. Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc. 
CompTIA Security +
2 years network experience, other than that no perquisites. Single exam, takes 30-45 days to study prior, learning threats, attacks and vulnerabilities, technologies and tools, architecture and design, identity and access management, risk management, cryptography and PKI. Vendor neutral. 1 exam.
CCNP Security - There are no formal prerequisites for CCNP Security, but you should have a good understanding of the exam topics before taking the exam. Recommended CCNA first.
CCNP candidates often also have three to five years of experience implementing security solutions.

2 exams, one core and one security area vendor specific course.
- Securing Networks with Cisco Firepower (300-710 SNCF) 
- Implementing and Configuring Cisco Identity Services Engine (300-715 SISE)
 - Securing Email with Cisco Email Security Appliance (300-720 SESA) 
- Securing the Web with Cisco Web Security Appliance (300-725 SWSA) 
- Implementing Secure Solutions with Virtual Private Networks (300-730 SVPN) 
- Automating and Programming Cisco Security Solutions (300-735 SAUTO)
vendor specific course.
Certified Ethical Hacker 
Vendor neutral
Requires 2 years experience, if not must pay for waver. 
Exam Topics:
Network security:
Foot printing
Reconnaissance
Scanning
Enumeration
Sniffing
Social engineering
Session hijacking
Firewalls
IDSs
SSL
TCP handshake
Threats:
Current security issues in Windows 7 and 8 operating systems
Latest trojans, viruses, phishing attempt schemes and malware types
Latest mobile hacking tools
Hacking in the cloud
SQL injection
DDoS attacks
Sniffers
Heartbleed
Shellshock (uses Bash vulnerabilities)
Countermeasures:
Current security laws and current industry standards
Security controls
Determining access points for penetration (risk assessment)
Cryptography
Investigate positions available within cybersecurity 
Glassdoor is one of the largest job sites worldwide. Using your browser of choice, access glassdoor.com and search to find cybersecurity jobs available that were posted within the last two weeks. Adjust the search as you would like. You can search for jobs in your area or an area that you would like to live and work in. You could also use other job sites. 
Questions  
3. How many new job listings were posted within the last two weeks? 
 2
 
 
 
4. What is the salary range for the top 10 listings? 
£40 – 60,000. 
  
 
5. What are the most common qualifications required by employers? 
CCNA security requirement
CEH
  
6. What industry certifications are required by these employers? 
ISO27001
CEH
CCNA
 
 
 
7. Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defenses). What kinds of challenges can you find? 

bWAPP – insecure web application site. PHP and mySql
Game of Hacks – code site with errors inside which may or maynot contain hacks
Google Gruyere- buggy site leaning ways to fix them
HackThis!!! -hackable website
Hackthissite – legal safe place to hack a website also
Hellbound hackers – encryption and application hacking
Mcaffe HacMe Sites – mobile bank apps
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