Application Development (Web)
Lecture 8a Lab Tutorial Exercise
Authentication and Authorisation
Objectives
The aim of this lab exercise is to add authentication and authorisation functionality to the application. 
We will be using the ASP.NET Core Identity API to add this functionality.
This exercise focuses on external logins e.g. Microsoft, Google, etc.
Microsoft Account External Login: Optional
Adding NuGet Package
1. Go the GoMovies2020.Web project.
2. Right-click on the project and select Manage NuGet Packages…
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3. In the window that opens:
a. Click on the Browse tab.
b. Copy and paste Microsoft.AspNetCore.Authentication.MicrosoftAccount in to the search field.
c. Select the option as shown
d. IMPORTANT: In the pane on the right, change the version to 2.2.0 (see screenshot below) as this is the version of .NET core we are using for the app so it works on both VS 2017 and VS 2019. If you don’t change it, you will get an error message. 
e. Click the Install button after changing the version. If prompted, accept any licenses. The window at the bottom of the screen will display “Finished” when done.
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4. Go the following link: Microsoft Account External Login Setup with ASP.NET Core. Follow the steps under the following topic on the page:
a. Create the app in Microsoft Developer Portal.
IMPORTANT: 
i. You have already completed the first step “Add the Microsoft.AspNetCore.Authentication.MicrosoftAccount NuGet package to the project”. That is what you did in the last step.
ii. When you copy your password, temporarily copy it to Notepad or similar as it only displays the password once.
5. When done return to your application in Visual Studio.
Storing the Microsoft Client ID and Secret
6. Go the GoMovies2020.Web project.
7. Right-click on the project and select Manage User Secrets
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8. [bookmark: _GoBack]Copy and paste (replace the contents of the file) the following into the secrets.json file that opens and replace the highlighted text with your App ID and password.
Note: The secrets.json file is only stored on the current computer – if you use a different computer, you will need to recreate the file. I suggest you save a copy of the file on your pen drive/elsewhere.
{
  "Authentication:Microsoft:ClientId": "REPLACE WITH YOUR Application (Client) ID",
  "Authentication:Microsoft:ClientSecret": "REPLACE WITH YOUR Client Secret"
}

Updating Startup
9. Go the GoMovies2020.Web project.
10. Open up Startup.cs.
11. Import the following libraries (if not already added):
using System.Security.Claims;
using Microsoft.AspNetCore.Authentication;
12. Go to the ConfigureServices method and locate the following block of code.
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13. Uncomment the lines of code as shown below. 
a. Replace the highlighted lines as follows (see screenshot below)
i. Authentication:Microsoft:ApplicationId with Authentication:Microsoft:ClientId
ii. Authentication:Microsoft:Password with Authentication:Microsoft:ClientSecret
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML3f75cfb.PNG]
14. Save your changes.
Updating the Logic to Store the Claims from the External Provider
This is a copy and paste job.
15. Go the GoMovies2020.Web project.
16. Open up the ExternalLogin.cshtml.cs (code-behind) file.
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17. Import the following two libraries:
using Microsoft.AspNetCore.Authentication;
using Microsoft.Extensions.Configuration;
18. Next, copy and paste the following variable declaration that will store the access to the configuration settings (see highlighted line in screenshot):
private readonly IConfiguration _configuration;

[image: ]
19. Next, inject the configuration settings into the constructor and save in the variable created in the last step as shown below (don’t forget the comma to separate the parameter).
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20. The logic to save the external login to the database is in the OnPostConfirmationAsync method. Locate the OnPostConfirmationAsync method.
21. Copy and paste the following code as shown in the screen shot below to add the User’s name and surname, and also set their role to customer.
// Copy over the additional claims info retrieved from the external provider
await _userManager.AddClaimAsync(user, info.Principal.FindFirst(ClaimTypes.GivenName));
await _userManager.AddClaimAsync(user, info.Principal.FindFirst(ClaimTypes.Surname));

// Add the user to the customer role as a Role claim
await _userManager.AddClaimAsync(user, new Claim(ClaimTypes.Role, _configuration["ApplicationUsers:Roles:CustomerRole"]));

// Include the access token in the authentication cookie properties
var props = new AuthenticationProperties();
props.StoreTokens(info.AuthenticationTokens);
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22. Locate the OnGetCallBackAsync method.
23. Copy and paste the following code as shown in the screen shot below to store the authentication token when the user logs in.
// Store the access token and resign in so the token is included
// in the authentication cookie properties
await _userManager.FindByLoginAsync(info.LoginProvider, info.ProviderKey);
var props = new AuthenticationProperties();
props.StoreTokens(info.AuthenticationTokens);
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24. Save your changes.
Testing
25. Run your application.
26. If you are currently logged in, log out.
27. Click on the Login link.
28. You should now see a button to login using your Microsoft account.
a. Click on it and follow the steps – you can login using your University account or if you have a Hotmail account.
b. Accept any warning messages.
c. Don’t forget to click the Register button on the last page to complete the registration step.
[image: ]
29. You can similarly add Google, Facebook, etc. external authentication. You can also ask me .
30. You can also check the values in the database by running the following SQL commands:
SELECT * FROM AspNetUsers

SELECT * FROM AspNetUserClaims
SELECT * FROM AspNetUserLogins
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public class ExternalloginModel : PageModel
{

private readonly SignInhanager<IdentityUser> _signlnianager;
private readonly Usertanager<IdentityUser> _useranager;
jonly ILogger<Externallogintiodel> _logger
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public Externallogintodel(
SignTnianager<TdentityUser> signInManager,
Userllanager<IdentityUser> userManager,
ILogger<Externallogintiodel> loggers:
 Iconfiguration configuration)

_signIntanager = signInanager;
_userfianager = userfianager;
logger = logger;
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public async Task<IActionResult> OnPostConfirmationAsync(string returnUrl = null]

.. More code, not shown ...
if (ModelState.IsValid)
«

var user = new IdentityUser { UserName = Input.Email, Email = Input.Email };
var result = await _userManager.CreateAsync(user);
if (result.Succeeded)
{
result = await _userManager.AddLoginAsync (user,
if (result.Succeeded)
{

/1 Copy over the additional claims info retrieved from the external provider
await _userManager.AddClaimAsync(user, info.Principal.FindFirst(ClainTypes.GivenNane))
await _userManager.AddClaimAsync(user, info.Principal.FindFirst(ClainTypes.Surnane))

/1 Add the user to the customer role as a Role claim
await _userManager.AddClaimAsync(user, new Clain(ClainTypes.Role, _configuration["ApplicationUsers:Roles:CustomerRole"])

// Include the access token in the authentication cookie properties
var props = new AuthenticationProperties();
props.StoreTokens (info.AuthenticationTokens)

await _signInManager.SignInAsync(user, isPersistent: false);
_logger. LogInformation("User created an account using {Name} provider.", info.LoginProvider)
return LocalRedirect(returnurl);
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public async Task<IActionResult> OnGetCallbackAsync(string returnUrl = null, string remoteError = null]

{

returnUrl = returnUrl ?? Url.Content("~/");

More code, not shown

/1 Sign in the user with this external login provider if the user already has

var result = await _signInManager. ExternalloginSignInAsync(info. LoginProvider,
if (result.Succeeded)

{

login.
fo.Providerkey, isersistent: false, bypassTuoFactor : true);

_logger. LogInformation("{Nane} logged in with {LoginProvider} provider.”, info.Principal.Identity.Name, info.LoginProvider:
Feturn LocalRedirect(returnurl);
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