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A BYOT (Bring Your Own Technology) framework provides information that will describe the implementation of security within an organisation.
This framework will cover policies, data flows, network configuration, and the use of mobile device management software for the provisioning of mobile devices.
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A common point of exploitation is the user. As a result, a given set of policies and procedures must be provided to the user, which must be adhered to.
Types of user (User authorities)
Separation of authority is crucial to security. Each role should have its own set of procedures to follow.
Golding-Harvest Ltd should separate authority amongst three kinds of user – customers, staff, and administrators.
· Customers – must only have access to resources required to make gold purchases. The customer should only be allowed to use the network to use the gold-buying system. Customers can be restricted to an Intranet gold-buying service in a high-security scenario.

In some cases, the customer may need to access the Internet service if they want to retrieve information that may have been saved to an online account - such as an email, or cloud storage account.

· Staff –should only be allowed to use the network for input/retrieval of data, as well as for research purposes. The staff will have access to the Internet, as well as the customer and order databases.

· Administrators – will have access to all data, except data handled by external entities such as banks.
Assumptions on the customer
· It has been inferred from the scenario that the customer’s use of the company’s network is solely to access gold buying services using the Internet.


Assumptions on the staff
· It has also been assumed that staff are only required to input and retrieve customer and order data from the system. However, some affordances may be desired in case staff are required to carry out research.

The following section will contain policies listed in a hierarchal fashion, where the administrator inherits policies from both the staff and the customer, and the staff inherits policies from the customer. This is done to separate concerns and reduce the chances of redundant information.
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Customers will have the least authority. The customer only need access to the Internet or Intranet to make purchases on gold.
Anti-Malware software
Malicious code could compromise a network, a user’s system, or potentially use the network to carry out actions as part of a botnet. Preventing such code from infecting a user’s machine is desirable as the removal of malicious code can be a difficult task to carry out and presents uncertainty to the user as they may not ever know if the malware has been fully eradicated.
In order to reduce the chances of obtaining malware, the user should install anti-malware software that is capable of providing a real-time shield to prevent attacks, as well as scanning capabilities. Such software should protect against Adware, Spyware, Worms, Viruses, and Trojans.
Firewall
A firewall is used to manage policies of a user’s system. This includes policies on incoming/outgoing traffic, as well as services on the machine itself. 
Each system should have a Firewall with sensible policies to control what services can be used on their machine. This will contribute to preventing attackers from using these services.
Browser protection
As browsing the Internet provides the user with a huge number of connectible networks, the user is the subject of attack on a massive scale. In particular, the user may suffer an attack from malicious client-side code, the downloading of malware, phishing, or some other kind of attack. 
The user can take steps to reduce the chances of obtaining malicious code through browser attacks such as cross-site scripting. Primarily, this consists of the user being cautious of what website they are visiting, as well as the installation of browser add-ons.
Browser Add-ons
· Script blocking – Software such as NoScript [1], and uMatrix [2], provide script blocking capabilities. As a result, the execution of code is left at the user’s discretion.
· HTTPS enforcement – HTTPS Everywhere [3] enforces HTTPS connections, resulting in the user’s traffic being encrypted on transfer. As well as this, HTTPS Everywhere provides a technology known as the SSL Observatory that will check for public key compromises. [4]
· Cookie removal – Self Destructing Cookies [5] removes cookies after visiting a website. Cookies can be exploited to retrieve data from other cookies such as usernames and passwords.
Internet safety
Requesting a website on a network discloses the given destination URL (Universal Resource Locator) to the network.
As well as this, if the website is transferring HTTP traffic, the data can easily be read by potential hackers that may be sniffing the network. This can be prevented with the use of HTTPS and a VPN. 
HTTPS (Hypertext transfer protocol with TLS/SSL [6]) provides encryption for data that is being transferred. Any website where important information is disclosed, the URL field should be checked for HTTPS://, this guarantees secure transfer of data. 
The use of HTTPS alone only protects the user’s data from prying eyes. However, hackers can still see the destination URL that is associated with a user’s computer. This can essentially be masked through use of a VPN. A VPN provides an “encrypted tunnel” that encrypts traffic and transfers it to the VPN service through a tunnelling protocol such as PPTP and SSFTP. [7] [8]. 
The VPN service performs the request on the user’s behalf, as a result, hackers will only be able to see the connection to the VPN, and not the true destination.
Passwords
A system typically requires a username and password to sign in. Passwords should be as long and as random the user can remember, incorporating numbers, letters, and symbols. These should be changed on a frequent basis - in case the system gets compromised (which would result in previous passwords being known to hackers.
Remembering a list of passwords can be difficult. Some users will try and keep a physical list of passwords. However, the security of these passwords is dependent on the security of the place of storage. Because of this, an encrypted database of passwords can be accessed through use of a master password within a program such as KeePassX [9]. In addition, as passwords are now stored, the user can create passwords that are harder to remember, more random, and thus more secure.


Biometric passwords
Wherever possible, biometric passwords should be used. This could be a finger print scan, iris scan, or any other kind of biometric scan. These are ideal as they provide very unique data which does not require the user to remember (such as passwords) as it consists of data that the user physically possesses. However, in some cases, biometric authentication can be bypassed, such as the case when the Iris scanner on a Galaxy S8 mobile device was bypassed through using a high-resolution image and contact lenses to trick the authentication software. [10]
Social awareness
Social engineering is one of the largest attack vectors an organisation can face. [11] Awareness of social engineering is crucial. Having adequate system security is not enough when a person can tease another for information on their password. This can take place in-person or across a phone, or email.
Shoulder surfers are also a problem. These are people who will essentially look over a user’s shoulder to read what their password is.
Internet etiquette
Being polite and not aggravating other Internet users is also important. A hacker may not feel the need to attack someone if they are not aggravated by them.
Updating software
Software must be kept up to date to reduce the chances of the user’s machine being vulnerable to exploits in older versions of software.
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The staff policy inherits all points from the customer policy, in addition to extra procedures that only staff and administrators should follow.
Policy enforcement
Staff should make sure that fellow staff and customers are following policy. If policy is not enforceable, some users may tend become lenient and not follow policy thoroughly.
Data security
As staff may be required to type sensitive data into a system, the data must be secured using private-key encryption. This ensures that data is not decipherable unless the private key is compromised should data be stolen.
The storage of data is also important. Frequent backups should be kept on-site and off-site. This will provide a point of recovery which can be reverted to, if desired should devices malfunction, get stolen, or become subject to natural disasters.
Data confidentiality
As well as data security, data must be kept confidential and only relevant data should be disclosed to certain users of authority, such as different departments within the company and outside entities of authority such as the police and courts if requested.
Email security
Sensitive emails should make use of public-key encryption, such as PGP (Pretty Good Encryption) [10]. Not only can this be used to sign emails, guaranteeing the sender of the email is the legitimate sender, the private key of the recipient can be used to decode the email. Should the email be intercepted, the content of the email will not be readable as the data will be stored in cipher-text until it is decoded using the private key – which will display plain-text to the user.
Data retention
In order to prevent data from being compromised outside of the workplace, it is advisable to only store sensitive data at the workplace. The sharing of data must be conducted on a need-to-know basis. For example, no sensitive financial information should be stored by a marketing department. 
In addition to this, data must only be kept for as long as it is required for. Not only does this reduce the chance of the data being leaked, it is required by the DPA (Data Protection Act). [11]
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As well as the policies already listed, the administrator’s additional policies mostly apply directly to the administration of systems.
Patching software
Updating software is necessary for preventing out-dated software from being exploited. However, this is not always possible if an exploit is newly discovered and the developers have not had enough time to produce a solution. In this case, a system must be patched if possible. If not, depending on the service in question, use of the service may have to be temporarily suspended until the vulnerability is eradicated.
For example, if a website which requires secure transfer of sensitive data and is vulnerable to the Heartbleed [12] vulnerability, a patch or update must be applied. If not, data can be compromised, which could be costlier than suffering a few hours of downtime.
Network firewall
A Network firewall should be used to control the kinds of data being transferred over the network. For example, only allowing HTTP, HTTPS, and any other relevant protocols. It is advisable to turn services on as they are needed, however, policies that are too restrictive could be inconvenient, so some foresight will be needed to address this.
Logging & Examination
All network traffic (and machines supplied by Golding-Harvest) should include some form of logging. This is required as it provides evidence of any wrongdoings on the network for court proceedings. 
In addition to solely logging network activity, such data should be examined pro-actively to prevent any potential attacks from occurring.
Policy enforcement
At the administrator level of authority, policies must be enforced across all other kinds of users – staff and customers. As the administrator has access to a higher degree of monitoring tools, pro-active policy enforcement is crucial at this stage.
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The enforcement of policy is crucial to the security of the organisation. If the policies are not followed, the user is accountable for any compromises that may be made. For this reason, training must be carried out to ensure each member of staff has adequate knowledge of the security procedures. In addition, auditing (with or without warning) must be conducted to ensure that the organisation is following policy. Auditing could also tease out new policies that should be implemented.
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The following section contains a diagram that outlines the flows of data within this organisation. It shows what entity has access to particular kinds of data – such as Wi-Fi Passwords and customer information.



[bookmark: _Toc500793611]Configuration of Network
This is the implementation of the network for Golding-Harvest. It caters for company devices (servers, company computers), as well as portable devices that may be connected to the network.
Traffic of all devices must pass the firewall before sent or received. This will help combat malicious activity.
[image: ] 
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MDM (Mobile Device Management software) can be installed on a user’s machine to manage various properties of their operating system – such as firewall policies, VPN configuration, updating/patching software, and backing up files. 
VMware AirWatch
VMware AirWatch is a popular MDM software developed by a large organisation, VMware, a subsidiary of Dell [13]. This product is used in big organisations such as United Bank, and Target [14] [15].
AirWatch offers functionality for provisioning (and configuration) of operating systems such as Windows 10 and Mac OS. This allows for a centralised configuration to be deployed to these systems – such as VPN configuration, software updates, and Wi-Fi profiles [18]
This software is especially useful when considering the configuration of many kinds of devices that may connect to the network, such as Android phones, iPhones, Windows, Mac, and Linux devices. Setting these up manually will be time consuming and will demand expertise for each device. 
Justification for use of AirWatch
AirWatch offers a great deal of functionality that can be used to provision and manage devices, all of which can be configured through a centralised service, a web interface, where the administrator will also be able to get an overview of the network (which may be useful when monitoring for malicious activities).
This product should be used as it provides a convenience to the company as the company does not have to trust a user (as much) to have a secure device or to manually provision their devices, which can be time consuming when considering the number of possible devices that could be connected to the network.
Because of the above reasons, in addition to the number of established companies [15] that have invested their money and trust into this product, this product should be used for managing mobile devices at Golding Harvest Ltd as it ultimately saves time and provides useful security monitoring tools.
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A BYOD framework provides policies and guidance in regard to security.
The main reason for using a BYOD Framework is that it provides the user with an understanding of security and what procedures they should be following.
The BYOD Framework is useful as it provides:
· Useful information – the policies list provides useful information that can help the user secure their machines at the workplace, as well as the personal devices. 
· Accountability – as the list defines set procedures, they can be held accountable if they are not followed. This may be useful for any legal proceedings or solving any work conflicts.
· Clear definition – as rules are already defined, the user does not have to think-out their own security procedures, thus providing the user with more time to get on with their work
· Responsibility – the user is responsible for their own device. As a result, the company does not have to manage additional devices.
· Conveniences & Productivity– the user can use their own system. This provides familiarity to the user, which may improve productivity as they have spent time learning their individual environments.
· Provisioning of software – the MDM software provisions the user’s machine, setting up configurations and any required software ready for work. This reduces the time needed for the user to do this manually.

The main disadvantages of the BYOD framework are:
· Policies may not account for everything – Even although the list covers a variety of topics, it may not provide procedures for any unforeseen circumstances. For this reason, judgement may be needed in some cases. Any unclear information or new procedures can be added to a newer list of policies.
· Time to practice –Strict adherence to the policies may take time to practice. For this reason, training may be required – which will cost the business time and money.
· Devices could be stolen – as the list encourages the user to bring in their own device, the physical security is left at their own discretion. This could result in their devices being stolen.

Ultimately, having accountability for the user’s actions, useful information, and improved productivity greatly outweigh the negatives of having a BYOD Framework.
In particular, the provisioning of machines can possibly save a great amount of time as it may take the user a great deal of time to install and set up their machines manually for work use.
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Golding-Harvest Data Flow Diagram
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