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Abstract 

This report presents a full assessment of the SWANSEA.ACCA multi-site lab environment, 

which consists of a Windows Server 2022 domain controller at the Swansea site, a Windows 

10 domain member, a Debian 13 server at the London site, and a Debian GUI client. The work 

begins with initial network validation and then moves into vulnerability assessment, ethical 

hacking discussion and preventive security measures. The methodology follows the principles 

of structured technical testing and risk-based security assessment. 

Following successful validation, evidence from ipconfig, ip a, ping tests, Nmap/db_nmap, 

Nessus and Wireshark was used to build a coherent picture of the network and its weaknesses. 

The final vulnerability set contains two high-risk, two medium-risk and two low-risk issues 

drawn from the observed scanner results and supported by the screenshots captured in the lab  

The report concludes with remediation advice focused on stronger TLS configuration, removal 

of legacy services, improved credential hygiene, patching, Linux hardening and network 

visibility. This produces a submission-ready document aligned with the SWANSEA.ACCA 

brief and supported by live evidence from the student’s own lab environment [1], [2]. 

 

Introduction 

The SWANSEA.ACCA environment represents a realistic small enterprise network distributed 

across two interconnected sites, Swansea and London. At the Swansea location, the Windows 

Server 2022 system performs the most critical infrastructure roles by hosting Active Directory 

Domain Services, DNS and DHCP. Together, these services create the foundation of the 

network because they control identity, authentication, naming and address allocation. As a 

result, the server functions as the primary trust anchor of the entire environment, meaning that 

its security posture has a direct influence on the confidentiality, integrity and availability of the 

wider network [3]. 

The inclusion of Debian systems at the London site also makes the environment more 

representative of modern organisational practice, where mixed-operating-system networks are 

common. This is significant from a cybersecurity perspective because Linux-based systems 

require the same level of attention to hardening, access control and service reduction as 

Windows hosts. If these controls are weak, Linux machines may become convenient pivot 

points for movement across the environment, particularly where inter-site trust already exists 

[4]. 

This report has been structured to address the coursework tasks in a clear and logical sequence. 

Task 1 establishes the operational status of the network through validation and connectivity 

testing. Task 2 examines the security posture of the environment by identifying and prioritising 

vulnerabilities. Task 3 discusses ethical hacking evidence and its implications within an 

authorised academic context. Task 4 then presents the hardening and monitoring measures 

required to strengthen the SWANSEA.ACCA network and improve its overall resilience 

against attack [5]. 
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Task 1: Network Test and Initial Validation 

1.1 Purpose of Task 1 

Task 1 was undertaken to verify that the imported virtual machines were correctly configured, 

operational, and able to communicate with one another before any deeper security assessment 

was carried out. This stage was essential because technical security testing should begin with 

confirmation that the target environment is functioning as intended. NIST guidance explains 

that testing activities are most reliable when they are supported by proper planning, validation, 

analysis and mitigation, since later findings may be inaccurate or misleading if basic 

communication has already failed due to incorrect addressing, routing or host configuration 

[6]. In the SWANSEA.ACCA environment, this initial phase therefore focused on checking 

the IP configuration of the Windows Server 2022 and Debian hosts, followed by reachability 

testing between the required systems. Because the expected ping results were successful, the 

network could be treated as operational and stable, providing a trustworthy baseline for the 

structured vulnerability assessment and subsequent security analysis [6], [7]. 

 

1.2 IP Configuration Verification 

The Windows Server 2022 system at Swansea was verified using ipconfig /all, while the 

Debian server at the London site was examined using ip address. These commands confirmed 

that the hosts were active and that their network interfaces had been assigned operational 

addresses. The verification also provided specific evidence from the lab environment: S-DC 

showed the bridged IPv4 address 192.168.0.81, ClientS1 showed 192.168.1.10, the Debian 

server L-CD showed 10.86.10.193, and the Debian GUI client showed 192.168.0.86 as its 

active IPv4 address. This stage was particularly important because Active Directory Domain 

Services, DNS and DHCP all depend on stable host addressing and reliable communication. 

Microsoft explains that AD DS provides the methods for storing directory data and making it 

available to network users and administrators, while Windows Server DNS and DHCP services 

are essential for name resolution and automated IP configuration across the network. Therefore, 

confirming these address assignments was necessary before the wider security assessment 

could be treated as valid and meaningful.[8], [9]. 

 

Figure 3: IP configuration of S-DC using ipconfig /all 
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Figure 4: IP configuration of S-DC using ipconfig 

 

 

Figure 5: IP configuration of ClientS1 using ipconfig 
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Figure 6: IP address view of L-CD using ip a 

 

 

Figure 7: IPv4 address of the Debian GUI client 

 

1.3 Connectivity Testing Between Hosts 

After confirming the IP configuration of the lab machines, connectivity testing was carried out 

using ping to ensure that communication between the required hosts was functioning correctly. 

The evidence gathered during this stage showed successful replies from the Swansea domain 
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controller to the Debian-side client at 192.168.0.86, as well as successful communication with 

192.168.2.1 and 192.168.2.10. These results demonstrated that the imported virtual 

environment was not operating as a collection of isolated machines, but as a connected network 

capable of supporting inter-host communication. This stage was particularly important because 

enterprise services rely on consistent communication pathways: clients must be able to locate 

servers, servers must be able to respond to requests, and traffic between sites must function 

reliably if a multi-site design is to operate effectively. OpenVPN’s guidance on site-to-site 

networking describes such connections as secure links that enable geographically separated 

networks to communicate safely, which further reinforces the importance of validating basic 

connectivity before moving into vulnerability assessment [10]. In this report, the successful 

ping evidence therefore established that the SWANSEA.ACCA lab was operational and 

provided a dependable foundation for the later security analysis and risk assessment [10], [11]. 

 

Figure 8: Successful ping from S-DC to the Debian GUI client 
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Figure 9: Successful ping from S-DC to 192.168.2.1 and 192.168.2.10 

 

1.4 Significance of Baseline Validation 

This stage was important because it established a valid operational baseline for the remainder 

of the assessment. Although a working network does not automatically mean that the 

environment is secure, later findings become far more meaningful once basic communication, 

services and routing have been shown to function correctly. In the SWANSEA.ACCA lab, the 

successful ping results demonstrated that the required hosts were reachable and that the 

network was operating as intended rather than failing due to simple configuration or 

connectivity problems. This means that the vulnerability analysis discussed later in the report 

can be interpreted as an assessment of the network’s actual security posture, rather than as a 

consequence of basic operational faults. Such an approach is consistent with structured 

technical testing guidance, which emphasises that validation of the target environment should 

take place before deeper security conclusions are drawn [12]. 

Host 
Validation 

Command 
Purpose Observed Outcome 

S-DC ipconfig 
Confirm Windows 

host address 
192.168.0.81 active 

ClientS1 ipconfig 
Confirm Windows 

client address 
192.168.1.10 active 
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L-CD ip a 
Confirm Debian 

server address 
10.86.10.193 active 

Debian Client ip a 
Confirm GUI client 

address 
192.168.0.86 active 

Table 1.1: Task 1 validation summary 

Task 2: Network Security Assessment and Vulnerability Analysis 

2.1 Assessment Approach: 

Following successful network validation, the SWANSEA.ACCA environment was examined 

from a cybersecurity perspective in order to identify the most significant risks within the 

network. The assessment concentrated on the assets and trust relationships that would have the 

greatest operational and security impact if compromised. These included the Windows Server 

2022 domain controller, the DNS and DHCP services hosted on that server, the Debian systems 

connected within the wider environment, and the communication path linking the Swansea and 

London sites. This was an appropriate assessment strategy because the NIST Cybersecurity 

Framework 2.0 emphasises the need to identify critical assets, understand risk exposure and 

prioritise security decisions according to organisational importance. 

The logic behind this approach is that the most critical systems should be assessed first, since 

compromise of those systems would have the widest effect across the environment. In the 

SWANSEA.ACCA lab, the domain controller represents the main trust anchor because it 

supports identity, authentication and core network services. At the same time, the Debian 

systems are also significant because they extend trust into a mixed operating system 

environment, while the site-to-site connection increases the effective network boundary and 

therefore the potential attack surface. For this reason, focusing the assessment on these high-

value systems provides a more realistic and academically justified basis for vulnerability 

analysis and later hardening recommendations. [13] 

 

 

2.1 Information Gathering with Nmap and db_nmap 

Nmap and db_nmap were used from the Kali Linux system to carry out information gathering 

against the host identified as S-DC. The results confirmed that the target was active and 

exposed a range of services typically associated with a Windows domain controller, including 

DNS on port 53, Kerberos on port 88, LDAP on port 389, secure LDAP on port 636, SMB on 

port 445, and Global Catalog services on ports 3268 and 3269. These findings were important 

because they not only verified that the host was reachable, but also provided strong evidence 

that the machine was performing a central infrastructure role within the SWANSEA.ACCA 

environment. In this way, the scan supported both host identification and service enumeration, 

which are essential early steps in structured network security assessment [14]. 
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Figure 10: Nmap scan of S-DC showing open domain-controller-related services 

db_nmap within Metasploit provided deeper service identification. It identified the target at 

10.86.1.5 as Windows Server 2022 Datacenter and linked it to the swansea.acca domain. The 

same output also confirmed that SMB message signing was enabled and required, which is a 

positive control. At the same time, db_nmap showed anonymous FTP access and IIS support 

for the TRACE method, which informed the later risk assessment. 

 

Figure 11: db_nmap output showing anonymous FTP access and IIS details on S-DC 
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Figure 12: db_nmap advanced host discovery showing OS, host name and domain details 

 

2.2 Vulnerability Assessment Using Nessus 

Nessus Essentials was subsequently used to conduct an advanced vulnerability scan against the 

selected target host as part of the formal assessment stage. The scan summary confirmed that 

the process completed successfully for a single host, while the host-specific results page 

provided a detailed breakdown of the identified findings. Although authentication to the system 

was unsuccessful, meaning that the scan was carried out in a non-credentialed manner, the 

results still generated valuable evidence for the coursework. In particular, the scan was able to 

identify service-related weaknesses, protocol issues and other externally observable exposures, 

which were sufficient to support the vulnerability analysis and prioritisation presented later in 

this report [15]. 

 

Figure 13: Nessus summary page for the completed S-DC scan 
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Figure 14: Nessus vulnerability list for S-DC / 10.86.1.5 

The key findings shown by Nessus included SSL Medium Strength Cipher Suites Supported 

(SWEET32), TLS Version 1.0 Protocol Detection, TLS Version 1.1 Deprecated Protocol, 

Chargen UDP Service Remote DoS, Echo Service Detection, Quote of the Day Service 

Detection and ICMP Timestamp Request Remote Date Disclosure. The SSL page also clearly 

showed a high-severity issue for SWEET32, while the TLS page showed deprecated protocol 

support. 

 

Figure 15: Nessus high-severity SSL finding showing SWEET32 cipher support 



 
13 

 

Figure 16: Nessus TLS findings showing deprecated protocol support 

 

2.3 Final Vulnerability Set 

The final vulnerability set presented below combines the severity ratings generated by the 

scanner with contextual judgement based on the role of the target as a central infrastructure 

server. This approach was used to ensure that the selected findings were not only technically 

identified, but also prioritised according to their likely operational and security impact within 

the SWANSEA.ACCA environment. As a result, the final set was structured to meet the 

coursework requirement of two high-risk, two medium-risk and two low-risk vulnerabilities in 

a way that reflects both scanner evidence and professional risk assessment practice [16]. 

ID Vulnerability Risk Level Affected Area 
Main Security 

Concern 

V1 

SSL Medium 

Strength Cipher 

Suites Supported 

(SWEET32) 

High 
S-DC TLS/SSL 

service 

Weakens 

encrypted 

communication 

by allowing 

medium-strength 

ciphers 

V2 

Anonymous FTP 

access and risky 

HTTP TRACE 

method 

identified during 

High 
S-DC FTP and 

web services 

Allows 

unauthenticated 

access and 

increases 

exposure through 
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db_nmap 

enumeration 

insecure legacy 

web behaviour 

V3 

TLS Version 1.0 

Protocol 

Detection 

Medium 
TLS service on 

S-DC 

Deprecated 

cryptographic 

protocol still 

supported 

V4 

Chargen UDP 

Service Remote 

DoS 

Medium 
Legacy network 

service on S-DC 

Can be abused 

for denial-of-

service or 

reflection-style 

traffic misuse 

V5 

ICMP 

Timestamp 

Request Remote 

Date Disclosure 

Low 
Network stack 

on S-DC 

Reveals system 

time information 

useful for 

profiling 

V6 

Echo and QOTD 

legacy service 

exposure 

Low 

Legacy 

diagnostic 

services on S-

DC 

Unnecessary 

services increase 

attack surface 

and provide 

avoidable 

exposure 

Table 2.1: Summary of identified vulnerabilities and recommended controls 

 

2.4 Discussion of the Six Vulnerabilities 

The two high-risk vulnerabilities identified in this assessment were closely linked to the 

security of the central server. The first was the support for medium-strength SSL cipher suites, 

specifically the SWEET32 issue identified by Nessus. This was considered high risk because 

the S-DC server performs a critical infrastructure role within the SWANSEA.ACCA 

environment, meaning that weaknesses in transport security could affect sensitive 

communications more seriously than they would on a standard endpoint. The second high-risk 

issue came from the db_nmap results, which indicated anonymous FTP access together with 

support for the HTTP TRACE method. On a server responsible for core services, the presence 

of such insecure or legacy behaviour increases unnecessary exposure and creates additional 

opportunities for misuse. 

The medium-risk findings were deprecated TLS protocol support and the exposure of the 

Chargen UDP service. Deprecated TLS support is significant because older protocol versions 

no longer provide the level of cryptographic protection expected in modern secure 

environments and should therefore be replaced by stronger, up-to-date alternatives. Similarly, 

Chargen is a legacy network service with little practical value in a secure enterprise setting and 

may be abused in denial-of-service or reflection-based misuse. Although these weaknesses are 
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less severe than the high-risk issues, they still represent important security concerns because 

they weaken the resilience of the server. 

The low-risk findings were ICMP timestamp disclosure and the presence of Echo and QOTD 

services. Individually, these weaknesses are unlikely to cause immediate compromise, but they 

still matter from a security perspective because they reveal unnecessary information and expose 

outdated functionality that does not appear essential to the system’s intended role. Taken 

together, these low-risk findings suggest that the server presents more information and more 

legacy service exposure than is strictly required, which reinforces the need for stronger service 

reduction and hardening. 

Task 3: Ethical Hacking Highlights 

3.1 Ethical Scope and Metasploit Use 

Metasploit was used in a controlled and ethically authorised manner as part of the 

SWANSEA.ACCA lab assessment. Its role in this exercise was not to support random or 

destructive exploitation, but to assist with reconnaissance, db_nmap-based information 

gathering and structured review of relevant modules. This approach was appropriate because 

the purpose of the lab was to validate identified weaknesses, understand their likely impact and 

support later remediation, rather than to carry out uncontrolled attacks. Using Metasploit in this 

limited and evidence-based way therefore aligned with the principles of responsible security 

testing and professional ethical hacking practice [17]. 

 

Figure 17: Listing Metasploit auxiliary scanner modules 
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Figure 18: SMB-related Metasploit module search results 

 

 

Figure 19: Metasploit auxiliary module options showing LHOST and RHOST configuration 

 

3.2 Exploitation and Post-Exploitation Highlights 

The most appropriate vulnerabilities to highlight in the demonstration were the high-severity 

TLS weakness, one medium-severity legacy service issue, and one low-severity information 

disclosure issue. In the presentation, these findings should be discussed at a high level rather 

than as a harmful step-by-step exploitation guide. The key academic purpose is to explain why 

insecure cipher support, deprecated protocols and unnecessary exposed services are important 
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from a cybersecurity perspective, particularly because unresolved weaknesses of this kind can 

affect the confidentiality, integrity and availability of systems and services [18]. 

 

Task 4: Preventive Security Measures 

4.1 Windows Server Hardening: 

The The primary hardening priority in the SWANSEA.ACCA environment is the Windows Server 

2022 domain controller, as it performs the most critical infrastructure roles within the network. Since 

this server hosts Active Directory Domain Services, DNS and DHCP, it functions as the central point 

of trust, authentication and network management for both sites. For this reason, its security 

configuration must be treated as a priority rather than as a routine administrative task. In practical terms, 

hardening the server should include enforcing stronger password and account policies, restricting 

administrative privileges, reviewing and tightening firewall rules, disabling unnecessary services, and 

applying secure baseline settings appropriate to a domain controller. Strengthening these areas reduces 

the likelihood that weaknesses on a single host will undermine the wider security of the 

SWANSEA.ACCA environment.[19] 

 

4.2 Protocol Protection: 

Protocol protection is the second priority. SMB signing should be enforced to protect message 

integrity, while LDAP signing and channel binding should also be enabled to strengthen 

directory-related communication. These measures are valuable because they protect the trust 

relationships that normal Windows administration depends on. Rather than assuming that 

internal communications are safe by default, the network should require important traffic to 

meet stronger integrity standards [20] 

 

4.3 Debian Hardening: 

The Debian systems should be hardened to the same standard as the Windows hosts. The 

Securing Debian Manual explains that Debian security includes hardening the default 

installation, reducing unnecessary exposure and maintaining a secure operating environment. 

For this lab, that means updating packages, reducing unneeded services, reviewing access 

controls and ensuring that Linux domain integration is configured carefully. Because the 

Debian systems are part of the wider trusted environment, weak Linux security would still 

affect the overall network posture [21]. 

4.4 Patch and Vulnerability Management: 

Patch management should be treated as a continuous security process rather than an occasional 

maintenance task. In the SWANSEA.ACCA environment, this is important because outdated systems 

may continue operating normally while still exposing known weaknesses. NIST guidance explains that 

effective patch management should be handled as preventive maintenance and should include 

verification after updates have been deployed. Alongside this, vulnerability scanning is valuable for 

identifying weak configurations, missing patches and exposed services that may otherwise go 
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unnoticed. For this reason, tools such as Nessus and Greenbone OpenVAS are appropriate in this 

assignment because they provide structured vulnerability identification and reporting to support security 

review and remediation planning [22]. 

4.5 Hardening and Remediation Strategy 

The recommended hardening strategy for the SWANSEA.ACCA environment focused on 

reducing unnecessary exposure, strengthening transport security and improving overall 

visibility. The highest priority is to disable medium-strength cipher suites and remove support 

for legacy protocols such as TLS 1.0 and TLS 1.1 wherever possible, as these weaken the 

protection of network communications. The next step is to restrict or disable anonymous FTP 

access, remove risky HTTP methods such as TRACE, and turn off unnecessary legacy services 

including Echo, QOTD and Chargen. Additional measures should include Linux-side 

hardening, continuous patch management and repeated rescanning after changes have been 

applied, so that any reduction in attack surface can be verified and documented as part of the 

ongoing security improvement process [23].  

Security Measure Related Findings Purpose 

Windows TLS/SSL 

hardening 
V1, V3 

Remove weak ciphers and 

deprecated TLS versions 

Service reduction on S-DC V2, V4, V6 

Disable unnecessary FTP, 

Echo, QOTD and Chargen 

exposure 

Web server hardening V2 
Disable risky HTTP methods 

and review IIS configuration 

Linux hardening Operational support 

Reduce Linux-side exposure 

and strengthen 

administration 

Patch management and 

rescanning 
V1-V6 

Confirm remediation and 

reduce known vulnerabilities 

Table 4.1: Preventive security measures 
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4.6 Logging, Monitoring and Traffic Visibility 

Wireshark was used to observe and analyse live network activity within the lab environment. 

The filtered capture showed ICMP echo requests and replies between hosts, demonstrating that 

packet-level monitoring can be used to verify communication paths, confirm connectivity and 

investigate unusual behaviour. This is important because network visibility complements host 

hardening by allowing administrators to inspect traffic in real time rather than relying only on 

endpoint configuration. Wireshark’s documentation describes it as a network packet analyzer 

that presents captured packet data in as much detail as possible, while its display filter 

functionality allows specific protocols such as ICMP to be isolated for clearer analysis. As a 

result, the Wireshark evidence in this assignment supports the view that effective monitoring 

improves the ability to detect, understand and respond to abnormal or suspicious traffic within 

the SWANSEA.ACCA environment [24]. 
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Figure 20: Wireshark capture showing monitored ICMP traffic between lab hosts 

 

 

Conclusion 

The SWANSEA.ACCA environment was shown to be operational through interface checks 

and successful ping testing, and it was then assessed using Nmap, db_nmap, Nessus, Metasploit 

module review and Wireshark monitoring. The captured evidence demonstrated that the main 

target behaved like a Windows Server 2022 domain controller within the swansea.acca 

environment. The final vulnerability set combined scanner results with contextual judgement 

to produce two high-risk, two medium-risk and two low-risk findings suitable for the portfolio. 

Overall, the report shows that an operational network is not necessarily a secure one. The 

environment functioned correctly, but it still exposed weak transport security, unnecessary 

legacy services and unnecessary information disclosure. By tightening TLS, reducing exposed 

services, hardening web and FTP configuration, continuing patch management and improving 

visibility, the security posture of the SWANSEA.ACCA environment can be improved 

significantly. 
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Appendix A - Authenticity and evidence note 

provided live screenshots and exported evidence from the lab environment. The inserted 

images and scan outputs should therefore be treated as the primary evidence pack for 

submission and presentation. 

Network Setup and Pinging: 
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Appendix B: Network Security Assessment: 
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Appendix C: Dbnmap an metaesploit: 
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Appendix D: WireShark Caprure 
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                                                                                     The End. 

 

 

 


