








Safety & Hazard Assessment 
ACDB5013

Risk Assessment & ALARP Justification 

Abstract:
The following assignment relates to the Risk Assessment and ALARP justification for the operational firing of the Brimstone 2 guided missile, manufactured by MBDA. Brimstone 2 is  due to enter service in direct replacement of Brimstone. Measures to reduce the risk category of the hazards identified in the HazID are explored, alongside measures that can be introduced in order to reduce the residual risk as low as reasonably practicable.
The information contained within has been obtained from open resources and should not be considered to be associated with any official papers or documentation related to the introduction of this weapon system into service.
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1. [bookmark: _Toc171622832]Risk Assessment: Inadvertent Detonation of Warhead

	Hazard Identifier 
	Activity/element
	Hazard
	Hazard Description
	Who Might be Harmed
	Accidents
	Causes
	Cause Description
	Liklihood 
	Severity
	Risk Class
	Risk Reductions 
	Liklihood (Residual)
	Severity (Residual)
	Risk Class (Residual)
	Risk Status (Open/Closed)

	1
	Target identified
	Targeting system Error
	Wrong target identified
	Friendly Forces - including Armour and Ground Troops
	Targeting system and/or Operator may identify wrong ground target, resulting in death of friendly troops, non-combatants and damage to Friendly Armoured Units and/or Positions.
	Exposure to ESD
	Exposure to ESD may result in damage to targeting system (includes lightning strike)
	3
	4
	12
	Suitable isolation and insulation of electronic systems. 
	2
	4
	8
	Closed

	
	
	
	
	
	
	Exposure to RF
	Exposure to RF may result in the targeting system misreading the target
	5
	5
	25
	Shielding to be fitted to protect the system for RF threat and hazards.
	1
	5
	5
	Closed

	
	
	
	
	
	
	Mechanical Impact
	Mechanical Impact to system may result in targeting System damage 
	3
	4
	12
	Thorough testing of electronic targeting systems. Shock proofing, impact testing, and vibrational damage testing of entire targeting system.
	2
	4
	8
	Closed

	
	
	
	
	Non-combatants/Civilians
	Targeting system may identify wrong target, resulting in death of friendly forces, civilians, or damage to non-military targets (i.e. schools/hospitals/civilian infrastructure.). 
	Human Error
	Identifying Target by grid co-ordinates only. Lack of intelligence. No visual confirmation by eyewitness/ground-troops.
	4
	4
	16
	Visual confirmation & communication by all parties involved in the identification and targeting of objectives. Training and validation in target identification. Collateral damage assessments.
	2
	4
	8
	Closed

	
	
	Targeting System Failure
	Weapon System ineffective
	Friendly Forces - including Armour and Ground Troops
	If the targeting system fails, this will render the weapon system ineffective. In this instance, there may be consequences for ground forces - including risk of death as a result of the system not being deployed.
	Exposure to ESD
	Exposure to ESD may result in damage to targeting system (includes lightning strike)
	3
	4
	12
	Suitable isolation and insulation of electronic systems. 
	2
	4
	8
	Closed

	
	
	
	
	
	
	Exposure to RF
	Exposure to RF or Jamming Capabilities may result in Target System Failure, and Weapon System being rendered ineffective as a result of Electronic Warfare.
	4
	5
	20
	RF shielding, Electronic Counter Measures to prevent hacking/jamming/spoofing. Method of coding/checking for RF signature from friendly forces.
	1
	5
	5
	Closed

	
	
	
	
	
	
	Mechanical 
	Mechanical Impact to system may result in targeting System damage (Including Foreign Object Strike and damage on ground prior to flight)
	3
	1
	3
	Thorough testing of electronic targeting systems. Shock proofing, impact testing, and vibrational damage testing of entire targeting system.
	2
	1
	2
	Closed

	2
	Weapon System Selected
	Weapon Systems Error 
	Wrong Weapon System Selected
	Friendly Forces - including Armour and Ground Troops
	Error with weapon system may mean that the wrong weapons system  is selected - this may result in loss of life and damage to Friendly Forces/assets on ground. Either as a result of wrong payload delivery (ie too large) or failure to neutralise target, resulting in loss of life.
	Human Error
	Switch or weapon system not easily identified in cockpit or on weapons system options menu. This could result in the wrong weapon system being fired, which (depending on system) could could present severe risks to those all round.
	3
	5
	15
	Clearly Identified Weapon system switch/control, with additional safety catch identifiable by colour (daytime) and by touch (low light/night). Progressive training & regular instrumentation assessment to maintain competency.
	1
	5
	5
	Closed

	
	
	
	
	
	
	Human Error
	Human Error
	4
	4
	16
	Easy to Identify in all conditions, along with confirmation process. Training and Handling measures, along with regular maintenance at specific intervals.
	1
	4
	4
	Closed

	
	
	
	
	
	
	Human Error
	Weapon system not mounted to the correct system/location
	4
	4
	16
	Training and Equipment provided for loading & mounting the system. Methods to include system identified by Touch/feel/Colour coded 
Appropriate and specialised training to be provided in order to ensure correct mounting/loading.
	1
	4
	4
	Closed

	
	
	Weapon Systems Error 
	Weapon System not registered
	Friendly Forces - including Armour and Ground Troops
	Failure to register weapon system as "loaded" may result in ground assets becoming injured or killed.
	Human Error
	Ground Crew not trained correctly
	3
	5
	15
	Training and Handling measures, along with regular maintenance at specific intervals.
	1
	5
	5
	Closed

	
	
	
	
	
	
	Human Error
	Training and maintenance 
	4
	3
	12
	Regular and routine maintenance, including loading and preflight checks.
	2
	3
	6
	Closed

	
	
	Firing System Error
	Weapon System fires on selection
	Pilot
	Inadvertent firing of weapon system
	Exposure to ESD
	ESD may discharged/generated by surrounding system causing the weapon system to fire without the pilot actively firing the system. Pilot may be harmed as a result of unplanned and/or inadvertent firing. Thrust generated by Rocket Motor may cause damage to airframe. Premature firing may also result in serious harm/injury/ death due implications of path of weapon system.
	4
	5
	20
	Suitable isolation and insulation of electronic systems. 
	1
	5
	5
	Closed

	
	
	
	
	
	
	Exposure to RF
	RF signal may be transmitted to surrounding system and affect system firing signal, resulting in initiation of system.
	5
	4
	20
	RF shielding, Electronic Counter Measures to prevent hacking/jamming/spoofing. 
	1
	4
	4
	Closed

	
	
	
	
	
	
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) may result in weapon system firing on selection.
	4
	4
	16
	Regular Maintenance intervals and systems checks.
	2
	4
	8
	Closed

	
	
	
	
	Friendly Forces
	Weapon system fired on selection
	Mechanical
	Friendly forces could be harmed resulting from early impact, or system falling short of target. Friendly forces may not be able to evacuate danger area in time.
	4
	5
	20
	Regular Maintenance intervals and systems checks.
	2
	5
	10
	Closed

	
	
	
	Weapon System Detonates on selection
	Pilot
	ESD from surrounding environment may be transferred to main charge or initiation system.
	ESD
	ESD generated from air/surface friction may be transferred by the environment, generating enough energy to initiate the energetic materials inside the Weapon System.
	5
	5
	25
	Suitable isolation and insulation of electronic systems. 
	1
	5
	5
	Closed

	
	
	
	
	
	RF may initiate the energetic material inside the weapon system.
	RF
	RF signal may be transmitted to surrounding system and interrupt/affect system firing signal, resulting in error/damage to system.
	5
	5
	25
	RF Shielding and prevention measures.
	1
	5
	5
	Closed

	
	
	
	
	Airframe
	Damage to Weapon system during handling; loading; transport; and/or flight. May result in explosion.
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) may result in weapon system firing on selection.
	4
	5
	20
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted. Correct and current training to be provided, alongside appropriate tools and equipment for processes.
	1
	5
	5
	Closed

	
	
	
	
	
	Safety and Army Mechanism damaged, resulting in mechanical fault.
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) may result in weapon system firing on selection.
	3
	5
	15
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted.










	2
	5
	10
	Closed

	3
	Target Selected/Locked
	Targeting System Error
	Target not identified/Recognised
	Friendly Forces
	Friendly Forces at risk of harm if target not neutralised. Possible objective loss & consequential loss of life.
	Exposure to ESD
	 
	3
	5
	15
	Suitable isolation and insulation of electronic systems. 
	1
	5
	5
	Closed

	
	
	Guidance System Error
	Guidance system locks onto and targets friendly forces
	Friendly Forces
	Targeting system locks onto friendly forces, risk of harm to Friendly forces/armour/ground troops.
	Exposure to RF
	RF signal may be transmitted to surrounding system and interrupt/affect system firing signal, resulting in error/damage to system.
	5
	5
	25
	RF Shielding and prevention measures.
	2
	5
	10
	Closed

	4
	Weapon System Armed
	Safety and Arming Mechanism
	Weapon System fails to arm
	 
	Safety catches still engaged. Weapon not effective.
	Human Error
	Safety catches not removed. Pre-flight checks not completed. Loading error by ground crew/armourer.
	3
	4
	12
	Easy to identify Safety Catch/Arming Pin. With identifiable features, which can be removed prior to flight.
	1
	4
	4
	Closed

	
	
	Safety and Arming Mechanism
	Weapon system Fires on Arming
	Friendly Forces/Airframes
	Fault with Safety and Arming Unit, causes weapon system to fire Uncommanded. This presents a risk of harm to those in front of/behind the airframe during the arming process.
	ESD
	ESD generated by surrounding system or discharged via faulty component.
	5
	5
	25
	Suitable isolation and insulation of electronic systems. 
	1
	5
	5
	Closed

	
	
	Explosion
	Weapon system detonates on Arming
	Pilot
	Detonation on arming may result in serious harm/death of pilot.
	ESD
	Fault with Safety and Arming Mechanism. ESD generated by surrounding system/connection/component. 
	4
	5
	20
	Suitable isolation and insulation of electronic systems. Thorough testing of Safety and Arming unit. 
	1
	5
	5
	Closed

	
	
	
	
	
	
	Mechanical
	Fault with Safety and Arming Mechanism. Electrical circuit fault.
	4
	5
	20
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted.
	1
	5
	5
	Closed

	
	
	
	
	Airframe
	Detonation on arming may result in loss of airframe.
	ESD
	Fault with Safety and Arming Mechanism. ESD generated by surrounding system/connection/component. 
	4
	5
	20
	Suitable isolation and insulation of electronic systems. Thorough testing of Safety and Arming Mechanism during manufacture process.
	1
	5
	5
	Closed

	5
	Weapon System Fire
	Inadvertent Initiation of Firing System
	Weapon system - Fires without command
	Airframe
	If weapon system fires without command, it may cause damage to the airframe, as a result of propulsion system from rocket motor.
	ESD
	ESD generated from air/surface friction may be transferred by the environment, generating enough energy to initiate the energetic materials inside the Weapon System. ESD May be generated by faulty components, resulting in transfer to the energetic materials, resulting in initiation of energetic materials contained inside.
	4
	4
	16
	Suitable isolation and insulation of electronic systems. Thorough testing of Safety and Arming Mechanism during manufacture process.
	1
	4
	4
	Closed

	
	
	
	
	Pilot
	Uncommanded firing may cause harm to pilot as a result of damage to the airframe.
	ESD
	ESD generated from air/surface friction may be transferred by the environment, generating enough energy to initiate the energetic materials inside the Weapon System. ESD May be generated by faulty components, resulting in transfer to the energetic materials, resulting in initiation of energetic materials contained inside.
	4
	5
	20
	Suitable isolation and insulation of electronic systems. Thorough testing of Safety and Arming Mechanism during manufacture process.
	1
	5
	5
	Closed

	
	
	Inadvertent Detonation
	Weapon System - Detonates on firing
	Pilot
	Detonation may result in serious injury/death
	ESD and Mechanical
	ESD generated from air/surface friction may be transferred by the environment, generating enough energy to initiate the energetic materials inside the Weapon System. ESD May be generated by faulty components, resulting in transfer to the energetic materials, resulting in initiation of energetic materials contained inside. Damage may be sustained during storage, Transportation, and Loading of the Weapon system which may affect the energetic materials, resulting in altered burn/detonative properties.
	4
	5
	20
	Suitable isolation and insulation of electronic systems. Thorough testing of Safety and Arming Mechanism during manufacture process. Safety and arming unit to be installed with multiple stage safety/back-stops to prevent. Storage, Packaging and Transportation of the Weapon System must be considered in order to avoid mechanical damage to the system, including during the loading process. Additional measures may be considered should a fault be identified prior to firing, including circuitry checks & may include cut-away pylon/launching system. Installation of Ejector-Seat may be used as a back stop to prevent loss of life.
	1
	5
	5
	Closed

	
	
	
	
	Airframe
	Detonation would cause catastrophic damage to airframe.
	ESD and Mechanical
	ESD generated from air/surface friction may be transferred by the environment, generating enough energy to initiate the energetic materials inside the Weapon System. ESD May be generated by faulty components, resulting in transfer to the energetic materials, resulting in initiation of energetic materials contained inside.
	4
	5
	20
	Suitable isolation and insulation of electronic systems. Thorough testing of Safety and Arming Mechanism during manufacture process. Safety and arming unit to be install with multiple stage safety/back-stops to prevent.  Additional measures my include cut-away pylon/launching system to reduce likelihood of loss of airframe.
	1
	5
	5
	Closed

	
	
	Hang-fire and/or Misfire
	Weapon System - fails to detach - (Undesired Delay in the functioning of a firing system)
	Pilot
	Failure to detach may result in detonation or explosion of payload and may cause serious harm and/or death if not detached/cut-away from airframe.
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) May result for damage during handling/transportation/loading.
	3
	5
	15
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted.
	1
	5
	5
	Closed

	
	
	
	
	Airframe
	Failure to detach may result in detonation or explosion of payload and may cause catastrophic damage if not detached/cut-away from airframe.
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) May result for damage during handling/transportation/loading.
	3
	5
	15
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted.
	1
	5
	5
	Closed

	
	
	Misfire
	Weapon system - Rocket Motor fails to initiate (Failure to initiate properly after the correct application of the firing sequence)
	Airframe
	Rocket motor may fail to initiate, leaving the weapon system armed and ready, and still attached to airframe. This may result in serious harm/injury/damage to the airframe and pilot.
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) May result for damage during handling/transportation/loading.
	3
	5
	15
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted.
	1
	5
	5
	Closed

	
	
	Explosion
	Weapon System -  Rocket Motor explodes on firing 
	Pilot
	Damaged rocket motor may explode, resulting in serious injury, detonation of payload/explosive materials
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) May result for damage during handling/transportation/loading.
	4
	5
	20
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted.
	1
	5
	5
	Closed

	
	
	
	
	Airframe
	Cyclic heating and cooling of Rocket motor may lead to aging of propellant. Propellant may develop cracks/degrade over time.
	Environmental
	Environmental effects on both ground and in air may result in degradation of material, resulting in deformation and internal damage of system, culminating in explosion.
	4
	5
	20
	Weapon system needs to be kept in appropriate conditions prior to loading. Consider use of materials resistant to environmental cycling.
	1
	5
	5
	Closed

	
	
	
	Lightning strike 
	Pilot 
	Lightning strike may occur during flight, depending on operational environment.
	Environmental
	Lightning Strike may result in detonation of the Warhead and Weapon System
	3
	5
	15
	Insulation and means of dissipating electrostatic discharge should be considered in order to prevent weapon system detonating. Weapon System should be fired on receipt of specific stimuli, multiple stage firing system (i.e. arm signal, lock signal, and fire signal of specific voltage in order to reduce possibility of over voltage received from lightning strike firing the system).
	1
	5
	5
	Closed

	
	
	
	
	Airframe
	
	
	
	
	
	
	
	
	
	
	

	6
	Weapon System in Flight
	Guidance System Error
	Weapon System - Guidance system locks on to different target mid flight
	Friendly Forces
	Friendly forces may be targeted in event of guidance system failure/error. This may result in serious harm/injury/death.
	RF
	RF signal may be transmitted to surrounding system and interrupt/affect system firing signal, resulting in error/damage to system.
	5
	4
	20
	RF Shielding and prevention measures. Coding and identification signals to prevent/reduce risk of fratricide. Introduction/confirmation of friendly forces location & use of appropriate cover.
	2
	4
	8
	Closed

	
	
	Guidance System Error
	Weapon System - Locks onto Friendly Forces
	Friendly Forces
	If the weapon system locks onto friendly forces, it is likely that this will result in serious harm/injury and/or death upon impact.
	RF
	RF signal may be transmitted to surrounding system and interrupt/affect system firing signal, resulting in error/damage to system.
	4
	4
	16
	RF Shielding and prevention measures. Coding and identification signals to prevent/reduce risk of fratricide.
	2
	4
	8
	Closed

	
	
	Explosion
	Weapon System - Detonates immediately after launch
	Pilot
	Depending on distance travelled, detonation may occur close to fuselage or cockpit resulting in Serious Harm/Injury/death and loss of airframe.
	ESD
	ESD generated from air/surface friction may be transferred by the environment, generating enough energy to initiate the energetic materials inside the Weapon System. ESD May be generated by faulty components, resulting in transfer to the energetic materials, resulting in initiation of energetic materials contained inside.
	5
	5
	25
	Suitable isolation and insulation of electronic systems. Thorough testing of Safety and Arming Mechanism during manufacture process. Safety and arming unit to be install with multiple stage safety/back-stops to prevent.
	1
	5
	5
	Closed

	
	
	
	
	
	
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) May result for damage during handling/transportation/loading.
	3
	5
	15
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted. Multistage launch/arming process, so that system arms are greater distance, reducing potential risk to pilot/airframe.
	1
	5
	5
	Closed

	
	
	
	
	Airframe
	Depending on distance travelled, detonation may occur close to fuselage or cockpit resulting in Serious Harm/Injury/death and loss of airframe.
	ESD
	ESD generated from air/surface friction may be transferred by the environment, generating enough energy to initiate the energetic materials inside the Weapon System. ESD May be generated by faulty components, resulting in transfer to the energetic materials, resulting in initiation of energetic materials contained inside.
	4
	5
	20
	Suitable isolation and insulation of electronic systems. Thorough testing of Safety and Arming Mechanism during manufacture process. Safety and arming unit to be install with multiple stage safety/back-stops to prevent.
	1
	5
	5
	Closed

	
	
	
	
	
	 
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) May result for damage during handling/transportation/loading.
	3
	5
	15
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted. Multistage launch/arming process, so that system arms are greater distance, reducing potential risk to pilot/airframe.
	1
	5
	5
	Closed

	7
	Target Hit
	Explosion
	Weapon System - Wrong target hit
	Non-Combatant/Civilian
	Wrong target hit either due to targeting system failure, guidance system failure, or collateral damage error. Possibility of human error. May result in serious injury/Harm/Death.
	Human Error
	Identifying Target by grid co-ordinates only. Lack of intelligence. No visual confirmation by eyewitness/ground-troops.
	4
	4
	16
	Target identification & marking protocol should be compatible. Option to Mark from ground/air. Firing process should utilise individuals specifically trained in Close Air Support methodology/doctrine. 
	2
	4
	8
	Closed

	
	
	Explosion
	Weapon System - Target identified as non-combatant during flight
	Non-Combatant/Civilian
	Enemy may withdraw during flight/travel of weapon system. Error in target identification may take place during intense combat.  Civilians may be identified at intended target. Collateral damage may result in serious injury/Harm/Death.
	Human Error
	Identifying Target by grid co-ordinates only. Lack of intelligence. No visual confirmation by eyewitness/ground-troops.
	4
	4
	16
	Target identification & marking protocol should be compatible. Option to Mark from ground/air. Firing process should utilise individuals specifically trained in Close Air Support methodology/doctrine. Possible kill-switch abort protocols to be installed in system to prevent unnecessary collateral damage. 
	2
	4
	8
	Closed

	
	
	Explosion
	Weapon System - Intended target neutralised prior to impact
	Civilian
	Enemy may be neutralised by ground forces during flight/travel of weapon system. Collateral damage may result in serious injury/Harm/Death.
	Human Error
	Civilians not identified prior to engagement.
	3
	3
	9
	Target identification & marking protocol should be compatible. Option to Mark from ground/air. Firing process should utilise individuals specifically trained in Close Air Support methodology/doctrine. Possible kill-switch abort protocols to be installed in system to prevent unnecessary collateral damage. 
	2
	3
	6
	Closed

	8
	Effect on Target
	Guidance System Error
	Weapon System - Target Lock fails - Friendly forces targeted
	Friendly Forces
	Friendly forces may sustain serious injury/harm and/or death.
	RF
	RF signal may be transmitted to surrounding system and interrupt/affect system firing signal, resulting in error/damage to system.
	5
	4
	20
	RF Shielding and prevention measures.
	1
	4
	4
	Closed

	
	
	Rocket Motor Failure/Detonation
	Weapon System - Fails to reach target
	Friendly Forces/Civilian
	Weapon system may impact/detonate short of designated target. Friendly Forces/civilian personnel there is a risk of serious injury/harm and/or death.
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) May result for damage during handling/transportation/loading.
	3
	5
	15
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted. Multistage launch/arming process, so that system arms are greater distance, reducing potential risk to pilot/airframe.
	1
	5
	5
	Closed

	
	
	Explosion
	Weapon System - detonates within Danger close proximity to Friendly Forces
	Friendly Forces
	If Friendly Forces are within lethal range, unprotected Friendly Forces may sustain serious harm/injury and/or death.
	Human Error
	Error in calculation of distance. Error on Operator releasing/firing. Insufficient cover from effects.
	3
	5
	15
	Target identification & marking protocol should be compatible. Option to Mark from ground/air. Firing process should utilise individuals specifically trained in Close Air Support methodology/doctrine. Possible kill-switch abort protocols to be installed in system to prevent unnecessary collateral damage. 
	1
	5
	5
	Closed

	
	
	Failure to detonate
	Weapon System fails to detonate
	Friendly Force Civilians and 3rd Parties
	If weapon system fails to detonate at target, the munition may pose risk of harm to those in vicinity until disposal.
	Mechanical
	Mechanical fault/damage to system (connectors/switches/wiring) May result for damage during handling/transportation/loading.
	3
	5
	15
	Regular Maintenance intervals and systems checks. Inspection panels/hatches, pre-load & pre-flight checks. Confirmation/System checks to be conducted. Firing log to be maintained by flight systems including flight logs/flight paths/target co-ordinates & vector of approach.
	1
	5
	5
	Closed



2. [bookmark: _Toc171622833]ALARP Justification: Inadvertent Detonation of Warhead
The following ALARP Justification relates to the Inadvertent Detonation of Warhead. The firing process consists of a total of 8 stages, with a number of associated risks throughout, HazID was conducted resulting in the identification of associated hazards that may be encountered in the firing process of Brimstone 2. 

3. [bookmark: _Toc171622834]Introduction
For these purposes Risk is defined in Def Stan 00-056, Part 1, Issue 7 as a Combination of likelihood of Harm and the Severity of that Harm.
The severity and likelihood were allocated a value and multiplied to provide a quantitative value. The values were allocated risk categories (explained in the Risk Matrix) and fall within specified ranges.
From the Hazard Identification process and Risk Assessment, it was determined that both the Pilot and Airframe were at risk should an inadvertent detonation occur, as the probability was considered Likely with a severity outcome of Critical.
The period of exposure which the airframe and pilot are exposed to this risk is from the point of  loading to the point of launch or landing and dismounting of the weapon system (whichever comes first). 
Should an inadvertent detonation occur, there will be either Loss of the airframe and/or Loss of both the Pilot and Airframe. 

4. [bookmark: _Toc171622835]Safety Target
The criteria for this hazard to be considered ALARP the tolerable hazard rate i.e. an acceptable rate of occurrence for this hazard is a rate of 1 e  over the lifetime of the weapon system.
5. [bookmark: _Toc171622836]Hazards
With regards to the firing process, the overall risk was originally identified as.  HIGH . The severity of this outcome is considered Critical as it would result in both loss of life of the pilot and the loss of the airframe. This falls into Risk Category A, as a combination of the relationship between the probability and likelihood of this happening and the Severity of the outcome. Where this has been identified it is not considered to be tolerable, and measures should be introduced to reduce this to a level as low as reasonably practicable (ALARP), in order to fall within Risk Category D.
Following the Bow-Tie Analysis the key contributing factors to the Inadvertent Detonation of the Warhead were identified as:
· Safety and Arming Unit
· Energetic Materials
· Electromagnetic Compatibility
6. [bookmark: _Toc171622837]Controls
6.1. [bookmark: _Toc171622838]Safety and Arming Unit – 
The Safety and Arming Unit (SAU) should be considered to be one of the key safety features of the munition, and an integral part of the weapon system. Where accidents were associated in the Risk Assessment relating to Electrostatic Discharge (ESD), Mechanical and Environmental causes, steps should be taken where possible to reduce these in line with the principles of ALARP.
As the weapon system is designed and made by contractors within the defence industry, the onus of responsibility should lay with the manufacturer in proving that the weapon system meets the necessary criteria laid out within AOP-15 and STANAGs. The SAU may consist of multiple components and subsystems and should be accepted that it is part of a Higher System. Therefore numerous STANAGs should be consulted throughout the process. 
There may be requirements to re-evaluate and/or improve the existing design. Where current in-service systems may be found to be suitable, any new SAU designed for the system should comply with STANAG’s.
Fuzes and Fuzing Systems should comply with STANAG 4187 Fuzing Systems (Safety Design Requirements) and 4157 Fuzing Systems; Test Requirements for Assessment of Safety and Suitability for Service.
6.2. [bookmark: _Toc171622839]Energetic Materials
The Risk Assessment identified accidents related to detonation of Energetic Materials  (EM) which were associated with Unacceptable or Category A outcomes. In order to reduce these to fall within the Acceptable bracket, several considerations should be made.
Components of the Higher System are made from different EM to make an effective Explosive Train. The different materials provide propulsion, initiation, and provide the effect on target and are intended to perform specific design functions in their role. Some of these will fall within the scope of the SAU and have been discussed above.
Where the Weapon system is designed to be attached to and delivered by an airframe, there are factors which should be considered. EM are sensitive to different stimuli which may lead to detonation. These include physical stimuli such as Impact and Friction, which the weapon system may be exposed to in forms such as vibration and mechanical impact from external influences. Environmental factors (i.e. temperature) may lead to deterioration of the EM causing changes in sensitivity. Throughout the MTDS the weapon system may be exposed to any of these stimuli from a variety of these factors, or combination of them resulting in inadvertent detonation; therefore considerations must be given.
Environmental factors such as Lightning Strike are within scope of concern also. Sensitivity to Electrostatic Discharge (ESD) should be considered, as this may be generated through the handling process or surrounding environment during flight. Environmental and ESD risks should be mitigated by the manufacturer and adhere to the appropriate STANAGs, including; STANAG 4368 Electric and Laser Ignition Systems for Rockets and Guided Missile Motors - Safety Design Requirements; STANAG 4327 Lightning, Munition Assessment and Test Procedures; STANAG 4238 Munition Design Principles, Electrical/Electromagnetic Environments; STANAG 4235 Electrostatic Discharge Environment; STANAG 4239 Electrostatic Discharge, Munitions Test Procedures - AOP-24 and STANAG 4236 Lightning Environmental Conditions Affecting the Design of Materiel for Use by NATO Forces.
Where the Weapon System is designed and manufactured by/under contract by manufacturers within the defence industry, consideration should be given to the appropriate STANAGs.
Care should be taken whilst handling the Weapon System to avoid damage to it therefore proper consideration should be given to the training of personnel associated with the lifecycle of the system. This should include (but is not limited to) the pilot, Ground Crew, Weapon Systems Operators, Loaders, armourers and associated maintenance teams.
Appropriate packaging should be provided for storage and transportation. Proper equipment should be provided or built to specific requirements to reduce the risk of damage to the system whilst being loaded/attached to the airframe. Fittings and mounting shoes should be considered, and training provided to further reduce probability of accidents. These measures should reduce the likelihood of damage during this phase of the MTDS, minimising the possibility of inadvertent detonation at the point of firing. A robust design should also be considered in anticipation of these eventualities.
To align with ALARP principles, a designated Loading Bay with adequate facilities to conduct pre-flight weapon systems checks is recommended. Removing unnecessary personnel should be considered where facilities are limited, whilst maintaining appropriate crewing levels for those involved in the loading process.
Consideration should be given to the Sensitivity/Sensitiveness of the EM alongside  compatibility of materials relating to the Rocket Motor, Electrostatic Discharge, Impact and Friction sensitiveness. Ammunition Up Testing should be considered in order to address the system, not just the component parts. 
The EM selected to achieve the design function should be fully tested and certified by the manufacturer, and compatibility of EM must be considered if in-service EM are not used. 
Testing should be conducted to provide assurance of new EM used in Insensitive Munitions (IM) in line with MIL-STD-2105, and STANAG 4439 Policy for the Introduction, Assessment and Testing for Insensitive Munitions (MURAT). In this process the manufacturer should adhere to STANAG 4170 Principles and Methodology for the Qualification of Explosive Materials for Military Use.
6.3. [bookmark: _Toc171622840]Electromagnetic Compatibility
Where there were risks identified relating to the electronic systems onboard the airframe, and within the operational environment immediately affecting the weapon system, these risks were associated with Category A risks with unacceptable outcomes. 
In order to reduce these risks and align with ALARP principles, several considerations should be made. These shall include thorough test and evaluation of the electronic and electromagnetic systems which the weapon system will be affected by during its operational lifecycle. This will include considerations relating to insulation and isolation of the subsystems and the higher system to achieve compliance.
The risk assessment identified that when the weapon system is mounted to the airframe it will be subjected to various forms of electromagnetic radiation throughout its operational life cycle. Therefore to reduce the likelihood of any critical incident the design of the system must involve the insulation, isolation and shielding from these forms of risk. 
The Weapon system itself will comprise of various elements which utilise electronic systems to provide initiation signals to the various EM contained within, considerations must be made with regards to this, and appropriate actions such as multistage ignition, arming and guidance must be considered to ensure that the risks fall as close to Category D as possible. The onus will lay with the manufacturer, it will be their responsibility to provide assurance of the compatibility of the weapon system.  STANAGs relevant to Electromagnetic components and associated systems may be found in Annex B of AOP-15 (Ed. 3).

7. [bookmark: _Toc171622841]Cost Benefit Analysis
Analysing the cost of the airframe, pilot and weapon system provides evidence in support of additional measures. 
· Typhoon fighter jet is estimated to be £110,000,000[1].
· Cost to train a pilot has been estimated at £5,362,085 [1].
· Brimstone missile (dual mode) was estimated at £175,000 [3].
· Cost of an ejector seat has been calculated at $195,000 [2]. 
Where these costs may appear high, the installation of an ejection seat would preserve the life of the pilot and reduce the risk category further, below the quantitative value specified in the risk matrix. This would align the tolerable hazard rate in line with Category D and meet the safety target stated previously.
Public opinion and moral implications should also be considered. Where the loss of a pilot may appear a tragedy in the media, the value of the individual cannot be underestimated nor quantified in relation to the operational experience they provide. The value on life cannot be compared to the value of the airframe (or weapon system), as the capability and experience these personnel provide are essential to national and international security.
8. [bookmark: _Toc171622842]Conclusion:
From the safety measures suggested it is considered that these will achieve Risk Level C, further investigations could result in this being lowered to Risk Level D.










[bookmark: _Toc171622843]Annex 1: Quantitative Risk Assessment for Brimstone Mk 2

	

	
Probability of Likelihood


	
	
Improbable (1)

	Unlikely (2)
	Occasional (3)
	Likely (4)
	Frequent (5)

	Severity
	
Minor (1)

	1
	2
	3
	4
	5

	
	
Moderate (2)

	2
	4
	6
	8
	10

	
	
Major (3)

	3
	6
	9
	12
	15

	
	
Severe (4)

	4
	8
	12
	16
	20

	
	
Critical (5)

	5
	10
	15
	20
	25




Remarks:
· 1-4: Acceptable – no further action may be needed and maintaining control measures is encouraged
· 5-9: Adequate – may be considered for further analysis
· 10-16: Tolerable – must be reviewed in a timely manner to carry out improvement strategies
· 17-25: Unacceptable – must implement cease in activities and endorse for immediate action
	Risk
	Category
	Acceptance Criteria

	17-25 (Unacceptable) 
	A
	Category A is not to be accepted UNLESS for outstanding circumstances which have been demonstrated to be ALARP.

	10-16 (Tolerable) 
	B
	Risk Category B is not desirable and therefore it will only be accepted once it has been proven to be tolerable and ALARP.

	5-9 (Adequate)
	C
	Category C is not desirable but will be accepted if demonstrated to be tolerable and ALARP.

	1-4 (Acceptable) 
	D
	Category D these risks which fall into this category are considered broadly acceptable. However an ALARP process will still need to have taken place.



	Likelihood
	Definition

	Improbable
	So improbable, it can be assumed occurrence is impossible, probability of occurrence less than 10-7 in item life

	Unlikely
	So unlikely, it can be assumed occurrence may not be experienced, with a probability of occurrence less than 10-6 and greater than 10-7 in that life

	Occasional
	Unlikely but possible to occur in the life of an item, with a probability of occurrence less than 10-3 and greater than 10-6 in that life.

	Likely
	Likely to occur sometime in the life of an item, with a probability of occurrence less than 10-2 and greater than 10-3 in that life.

	Frequent
	Will occur several times in the life of an item, with a probability of occurrence less than 10-1 and greater than 10-2 in that life.




	Severity 
	Definition

	Minor
	Superficial injury resulting in no effect on performance (i.e. superficial scratch)

	Moderate
	Injury or illness not resulting in a lost workday

	Major
	Injury or occupational illness resulting in one or more lost days

	Severe 
	Permanent partial disability/ injuries or occupational illness that may result in hospitalization of at least 3 (Personnel)

	Critical
	Death or Permanent total disability – Loss of airframe and/or pilot







[bookmark: _Toc171622844]Annex 2: Bow Tie Diagram
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